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10 | * @Description: TomcatFactory(
11 | * @author: scott

12| * @date: 20215015250 11:40
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14 @Configuration

15 7public class TomcatFactoryConfi(
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18 */
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207 public TomcatServietWebServi

a3

20223 F 28 H,
fRUmIRAD, maven WA

sEeqlERd| U | |

114
115

116 1

117
118
119
120

1211

122

123 1

124
125
126
127

HNTKE

G2 @ A LH R EE
<art|fact|d >x.cgb.s.poi</artifactld
<version>0.0.1</version>

</dependency>-->

7 <dependency>
<groupld>cn.afterturn</groupld
<artifactld > easypoi-spring-boot-s
<version>4.1.0</version>

</dependency>

</dependencies>

<l-- BRI -->
7 <profiles>
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17 Bpublic class JeecgOneToMainUtil {
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* @param args

*

public static void main(String[] args) {

/5 BEFERE
MainTableVo mainTable = new MainTableVo();
mainTable.setTableName("jeecg_order_main");//7=5
mainTable.setEntityName("GuiTestOrderMain®); //3L{43
mainTable.setEntityPackage("gui"); //&2%5
mainTable.setFtIDescription("GUIITE2ET2"); //iiA
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1 Presented 1o the Court by the foreman of th
Grand Jury

Deputy

: Swiss Hacker Tillie Kottmann Portraits
7 Tillie Kottman, at their apartment in Lucerne, Switzerland, on Tuesday, March

UNITED STATES DISTRICT COURT FOR THE 16, 2021. Swiss authorities raided the apartment of Kottmann who claimed
WESTHRN ""‘\'l“:(r '\;,’]" :_‘ ASHINGTON credit for breaching the Silicon Valley security camera company Verkada and
e gaining access to its customers surveillance feeds, according to Kottmann and
10 a search warrant seen by Bloomberg News. Photographer: Stefan
11|| UNITED STATES OF AMERICA, NO CR21-048 RA] Wermuth/Bloomberg via Getty Images
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13
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15| TILL KOTTMANN,
16 a/k/a, “deletescape,”

s
——
19
20 The Grand Jury charges tha
21 COUNT
. (Conspiracy to Commit Computer Fraud and Abuse)
Sy |[A Overy
1 The defendant, TTLL KOTTMANN, known by the monikers “deletescape™
and “tillie ¢ c s national who resides in or around Lucerne,
Switzerland.
2

27 KOTTMANN is a member of a group hcn:nmin.x].n:lur\cngugl:du\
28 || the hacking of protected computers of corporate and government entities and the the!
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FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

Technical Details

Beginning in April 2020, the FBI observed source code leaks associated with insecure SonarQube
instances from US government agencies and private US companies in the technology, finance, retail,

food, eCommerce, and manufacturing sectors. SonarQube is an open-source automatic code review
tool that detects bugs and security vulnerabilities in source code.

In August 2020, unknown threat actors leaked internal data from two organizations through a public
lifecycle repository tool. The stolen data was sourced from SonarQube instances that used default
port settings and admin credentials running on the affected organizations’ networks. This activity is
similar to a previous data leak in July 2020, in which an identified cyber actor exfiltrated proprietary
source code from enterprises through poorly secured SonarQube instances and published the

exfiltrated source code on a self-hosted public repository.

During the initial attack phase, cyber actors scan the internet for SonarQube instances exposed to

the open Internet using the default port (9000) and a publicly accessible IP address. Cyber actors
then use default administrator credentials (username: admin, password: admin) to attempt to
access SonarQube instances.

Recommended Mitigations

Change the SonarQube default settings, including changing default administrator username,
password, and port (9000).

Place SonarQube instances behind a login screen, and check if unauthorized users have
accessed the instance.

Revoke access to any application programming interface keys or other credentials that were
exposed in a SonarQube instance, if feasible.

Configure SonarQube instances to sit behind your organization’s firewall and other perimeter
defenses to prevent unauthenticated access.
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Example: Client-Side Template Injection

s8csfdf on 8 Aug 2019 D) 4 commits with Vue
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